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Letter dated 26 August 2020 from the Pal
pursuant t 87 és @pboBEmsmed to the Preside
the Security Council

The Panel of Experts established8pdrsuant to
(29has the honour to transmit herewith, in acc
resol2ustliSoni 20h@) mi dterm report on its worKk.

The report was provided to the Security Cou
pursuant t D7 Ir8 s(@2nw@3FB JoAu gu st 2020 and was <consid
Committee on 25 August 2020.

The Panel woul d appreciate it if the present
to t htei aant tefn t he members of the Security Council
the Council

shed

Panel of Experts establi
uMtion

b
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Letter dated 3 August 2020 from the Pan:
pursuant t 87 és @BPUOBE®EE Cd atia tolfe t he
Security Counci l Committee established
1718 (2006)

The Panel of Experts established8pdrsuant to

(200%R)s the honour to transmit herewith,

in acc
resol2ustliSont 20h2@) mi dterm report on its

wor k.

The Panel woul d aprptr elcatatteer iand ft Heh er eppoerste we
to the attention of the members of the Securit
pur suant tlo7 1r8e s(02l0u0t6i)o n

Panel of Experts established
Security Couh&74 ((26@%uti on
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Report
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he Panel of Experts establ
20009)

Summar y

I n 2020,
commi t ment t
programmes, i

1874 (c20n0t9% )n u

i magery provi
mul tiple vess

been announced since September 2017; howe
of Korea has maintained its nuclear facil
material. It has continued to develop ini
miislkse progr amme. It carried @gwtngeo missert
|l aunches during the reporting period, but
tests -oadangdobal | i stic missile systems tes

mi ssil esel Toke Paperts established pursuan

of Korea to procure fromogyefseashesaétepi a

The Democratic Peopl ebds Republic of K¢
restrictions and speci al guarantine meas:!
(COovVl®o) . These meas utErbeosr daefrf etcrtaends ptohrét actrioosn
movement of peopl e byenairry, ilnaanod tahned Dseenao.c r]
Republic of Korea of its own nationals an
generally prohibited. There ar e current |l
shi pmmeendwsged but never fully halted, have

and road transportation.

The Democratic Peoplebs Republic of Kor
Counci l resolutions through the tiHrdowgh i1
shitwmhip transfers and -fdliaggded dtednkwenrs emak
direct deliveries in the period included
previous final repor tS,/ 2RI/ ilHed PameMarehb
copy of a report from 43 Member States co
covering the period from 1 January to 30
t hat deliveries ofuctefitmed hpe tDreanmoeurmatpro @
of Korea during that period alone alread)y
500,000 barrels set by the Security Counc
and the Russian Federatasnbassesgoadeds s bampl
estimati ons, and tha the information and
the ceiling had been exceeded. The Unitec
evidence was robust i n qualDietmypo carnadt iqcu aPretoipt
Republic of Kébtaggeddvesseignand their owl
evasion practices.

The Democratic Peopl ebs Republic of K ¢
Counci l resolutions thrcwoagh ,bilallitdiotugmarnitt
such exports temporarily between | ate Ja

t he Democrati c Peopl eds Rep!
o} retaining and devel oping
n violation of Sec urhiatvye Cour

ed to investigate efforts by

ded by a Member State and i
el s of the DemocrabticoRdaopt e

shitwhip transfers in waters of another Me
(see section 111). The Democratic Peopl ed:
income from the illicit transfer of fishi
4/211 20-10434
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The Panel

Republic
new info
were spo

rmation on prev
radi c.

The Panel cogat inawrd i

Republic
bank rep
The Pane
Republic

of Korea to international bankir

resentatives, |
| continues o0
of Korea conve

The Panel has i nvest.

of Kor ea

i n vi ol ati on o]

Geer al Bur eau. I n additi

of sanct

t hrough ci al
ande tFhanel

The Panel investigated reports of infor
of the Democratic Peopledbs Republic of Ko
by the designated Munitions I ndustry Depa
It aveotiigqated reports of nationals of tt
Korea continuing to earn income overseas
their repatriati on, including as professi
factory, decstmutrramdet iamn workers. To dat e,
have submitted final i mpl ementation repor
which the deadline was 22 March 2020.

The Panel reports on investideastiigonmsg ede
entities, including cases relating to the
Mi ni ng Devel opment Trading Corporation
smuggling, an unsuccessful historical at
Peopl ebs oRe pkwhrleiac t o procure defence mat e
cooperation. The Panel has wupdated its in\
Peopl ebs Republic of Korea to earn i ncome

di pl omat

The cddamns resolutions are not intended
the <civilian population or to affect nec
organizations in the Democratic Peopl eds
doubt , howevere, htatdatn etghaay viea ef f ect s, al t
di saggregate from other external and inte
compounded by measur es tladk e nwhiinc hr easl psoon sceo r
the ability of ther Uoigeaendi Neattii oms tammdc ot d
humani tarian operations within the count
established pur s$uhadt (htadsO 63gecscoelluetriaotned cons
COVIIBrel ated humanitarian exemption reque
regard to extensions of the exemption per

The Panel recommends a series of practi
Counci |, the Committeedandi demben o861 at evd
addr ess chall enges and shortcomings in
resolutions.

i ons, e Democ

t h
targeted attacks against of

ic premises.

cownweésnhiugat e oi mports by the
of Korea of lTuxury items, such acs

iously reported ca

mivesaccess by the

oi nt ventur es, s he
haowe s hieg aDteemoam é& t r
rts virtual assets

gated cyberactivit

f sanctions, mo st |

on to obtaining fi

ratic Peoplebdbs Rep
fi
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dntroducti on

1. I n paragraph 25dfs i(t29 hAree sScelcwtriiarny Counci | requ
Panel of Experts est ablli87hde d(t2mulr@shuoavnitd et ot hree s o |
Security Counci l Committee &%flablwistbhé la pur suant
midterm report with its findings and recommendat

period from 8 February to 3 August 2020. The re
the emergence of t HeCOV-&a BY n pwinrdiesni di sdaasewhi ch t
Democratic Peopleds Republic of Korea responded
ot her measures (see annex 1).

Recent activities related to the nt
mi sPiIrlobogr ammes

Nucl ear

2. The Democratic Peopl ebds Republic of Kor ea i
programme, including the production of highly en
an experimental Il i ght water reactor. A Member S
Peopl ebdbs Reega bild cc onft iKmui ng production of nucl ea
3. Several Me mber St ates indicated t hat t he ur
Yongbyon is stild!l operating. A Member State repoc
cooling devices at thiyg wumnarMiaumhe R2r0i2dh meantt hfoarqil
Me mber State did not determine the purpose or c
Me mber States indicated that construction of t he
Yongbyon was ongoing (see ahoerkP2)prodecuti ami um
pl ant in Pyongsan is operating (see annex 3).

4., Concerning plutonium producti on, t he Panel h
indicating the restart of the operation of the &
fuel rods i rtrraailaasetd aphearoautgihdbhl 6 ya-a@ @]l bt ween mi c
although the period of suspended operation is su
of the SPpens €taeld be the Il ongest interval betw
plutonium ppadgaosi on cam

5. At the -Puntggyte sit e, intermittent activities,
main administrative support ar ea, continuous fo
presence of groups of personnel anmdg vehicl es, W
period through satellite imagery. Those activiti
area and that groundskeeping and monitoring act
entrances of tunnels were known t oonhavie been des
comprehensive demolition of tunnel s, a Member S
two to three months would be sufficient to reco
the infrastructure required to suppprt a test an
6 Sever al Me mber States conveyed their assessme
nucl ear capability of the Democratic Peopl eds Rerg
activities, including the past si xclteeasrt s, it has
devices to fit into the warheads of its ballistic
Democratic Peoplebdbs Republic of Korea may seek t
order to allow the incorporatipenefrateiconobiodi cal
packages, or , potentially, to develop multiple we
1A Member State stated that the fuel could be stored insi
reactor or in the fuetepondsessobnggkfabuiidyng of the


https://undocs.org/en/S/RES/2515(2020)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1718(2006)

S/2020/840

7. Several Me mber States replied to the Panel t he
confirm that the f&20LDf ¢$phna.Kabhg8pni ¢séer ur a
enrichment (see annex 5). A Member State noted t
of UF6 cylinders near the possible main product.i
8. According to a Member Stat e, at the end of

Commi ttee (KPe. 032) attempsedi temprwiciuclke ool dpb
used for the nuclear programmes and ballistic mi
indicates that the Democratic Peopleds Republic
duade fephooiknet i temso frons/f20r2e0i/gdbrlaounrrd®®y . ( see

9. It was reported that at the Fourth Enlarged

Military Commission of tby Whrkemad Kamt W omwnfg Kar,
Ainew policies for further increasing the nucl ea

putting the strategic armed forc®s on a high ale

Ballistic missiles

10.Since the beginningiof P2EORDeds hRe PDenloice aof Ko
continued to develop its ballistic missile progil
new ballistic missiles revealed in 2019 up to th
and to reinforce itshéalhdssici amli sisn eadbtasesct ame
the ballistic missile programme. Overseas prospe
components remains a challenge for the programme

11 .During the series of fourDelmowmah itce Pte pilre dMar
Republic of Korea | aupcbepdl laadratd galsdir teg iglhdes ,sol i
combining ballistic missThies aingd @uhidamcer eeecdmoy
tests within a given ti me. I n particul ar, t he i
mi ssiles within a test was drastically reduced
firing trials were |likelgeaddevehegmeaot vali date
performance of th®/ M023G/fpderlas.y st%dmsanlds eteabl e 3, an
bel ow) .
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2Korean Central News Agency, 24 May 20
5Two experts expressed the view that t
Democratic Peopleds Republic of Korea
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Tabl e 1
Launches of ballistic missiles or systems using ballisMaccmi 88R0De
(the missile |l anding | ocations are off its eastern coast) (see an
Report
di stan Report Korean (
Date and travel apogee Newsgenc
(local) Reported type Numb Reported | au (kilom (kilom Remark classifi
I 2 Mar SRBM {2KN; 2 Wonsan ar 240 35 Probably an operat Mul t-ij
hour s same as | integrated into a  auncl
(24 Aug., Wheel ed TIE)lurwiItamncrOCkel
31 Oct al . l oma@n
KCNA pictures are ]
28 Nov 2 ( artil/l
resembled those fr
TBL: 20 seconds
From 2 MLRS RN 14 km froi I Operational traini Joint
to 2 NM24/m 300 Wonsan ar MLRS during fAjoint milit:
39A9'19. 6 (see annext)7, figu drill:
127A36"' 26
I'1T 9 Mar. SRBM {2KN; 2 o Sondok ar 200 50 Probabl y2 % nleaWmMNc h f Fr olnitn
hour s same as | Member States only | om@n
TBL: 20 seconds an artill
MLRS {OWN 2 Sondok ar i i Possi bl yO 9 wwe rkeN al s Fr olnitn
24®Bm 300 | om@n
artild]
'l 21 Mar SRBM {2KN; 2 Pyongan a410 50 Possible depwugpsdsed Tactic
0645 asame as 1| Sonchon a TBL: 5 minutes gui dec
0650 h 16August 2 to a Memb ' weapol
I'v29 Mar SRBM {2KN; 2 Wonsan ar 230 30 Tracked TEL (i f KC Suplear
06 hmur same as | genuine; i mages-tsuhb mul ti |
TEL instead -bfiba Wl rocket
TBL: 20 seconds
SourckMember Baatéks, t he
Abbrevi aBMpnbBallistic missile; KCNA, Kor-leawmn cCle nt 0 @alt e tNeswys sathgren SR B Mls RShco nmmu Is s p

|l aunches;

TEL,

transporter

erector

|l auncher.
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12 Activity

0 bsseawreed maatt hlkeasin of the Sinpo sou
since May 2020

could be reldtedchedt hal lhiantdil ¢ n

mi ssiles or preparatdanmsched daflurntsheéerc snablsmaidiené¢
A containeirl 7( arednugreda nld® ar ound 2.5 metres wide, I
carry a Pulkd&mu kB o kBlg unkissosnigl e) , has been detected
2020 near the canopy “athealemasttcomnhai neame wlasc ateit @n
2XFeptember 2019, 10 cdpsanicbedr dbat hé ssubmai ssil e
test on 2 October S22D20(ddbdeanb8x78 aAndures 58. "
58.7.3).

13.According to a Member Stat e, thetlievel of act
mi ssile bases r é&f=e8a202,0/gddla/ R2IADBPHdmMEe x 32,

para. S320d®@ddrriex 84, par a. 3) . They are operat.
still in progress at those bases (see annex 9).
14 Near the Sanum Dcdng prheduScatniuoon Dhoanlgl sci ent i fi
bal |l i sitliec rmeissesar ch compl ex, speci fic activities
June 2020 (see annex 10).

15 The wupgrading of the March 16 Factory automot
S/ 2020/ p&na. la8pdhasSucpoattndings of7” the new adj
have been cleared and work on the renovation of
since 2018, while the activity ofarlcahregde vehicl e:c

tyre traces possitklry elrefctt oby |l @autnrcorespdq see annex

16 . New f adiolciattieeds 2 kiwleecmebfe®Pyommgtylmang Sunan | nter
Airport and currently undédr BcadHrsitsrtuct iMdrs s(iduweb lBaid
Faci Pcdawlod be rel atecthissilleepbalglriasme infrastruc:
of satellite imagery -kammdvnc dmpdriisgsdarc wnitstsi Wwel If a
taking into account the buildings recently cons
underground gallerpbpempl ert agdatdedede ustoof hdyongya,
I nternational Airport in the ballistic missile ¢
correspond to a ballistic missile assembly facil

17.The upgrading ofng h Sehatl (Tengaebaching groun
with the renovation of the roads and pathways ar
March 2020 (s&é28RrRpeépddA8. ahd8 and annex 62).

I ntaegtbbhnsfer of technol ogy

18 Continuing its investigation of the wvarious
Peoplebds Republic of K&¥t eaottghpiontangi hleehnobpong
such as international Sdeeioegmt/iddirna. c@I0Ilabhot atei Pran

10211

Locat4i0ddml:' 33. 70" N 128A9'57.69"E.

5The names of the bases ar-eicommmenl g opbeantedgtbaasoiSin
(39A38'"41.52"N 125A2aDbn9 mis"sE) e baescemgj(edadl A19' 31. 57" N 12
to 41A19'36. 94" N 12T7TA5'Me3 dhs"ed) ;( 4MHARL] Winig 93" N 126A54"' 38
fiKumchionmi ssile operating based (38A57'52.48"N 127A35" 11
operating baseodo (38A36'10.2a"INmixaAd'e5 D.ped"ak)i;ngarmbdsieDan
(40A50" 7. 46" N 128A3n2a tde7s. 4d20" En)o.t Trheep rceosoerndti t he entire sit
®Location: 39A8'30.32"N 125A46'0.11"E.

"Location: 39A16'52.08"N 125A52'12.76"E.

8Location: 39A10'50.56"N 125A39'50.01"E.

A specific Center for StBatyegidc Pamdlolseticoramat i3amale ySt udi e
and report of 5 May 2020 provided an analysis that <char :
assembly facility (sleie Bladsle psht i Bce rMmusdse zl ,e fASSuiplpor t Facil it
avail abkesat / beyondp abrad|ldnesld sscadpigpboaroth) § i1 & iy |

See annex 6, related to the recent procurement activity
the Munitiomparimemstry De

20-1043¢
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has identified a risk that Democratic Peoplebs R
i nhet editori al teams of international scienti fic
channel for the intangible transfer of technol c
i nformation on and identify speci feidcgestudi es anc
scifeinagiinstitutes (see annex 14)

ISect or al and maritime sanctions
Tanker deliveries to the Democratic Peoplebds Re
Direct del i« @&rhiigps tamd s keirs

19 . Maritime shipments to the CKeonmoecar,at wlci IPeeopl e b
affected and temporarily reduced, di9d not cCome
pandemic, and the country continued-to i mport re
tship transfers and through i1l 1| iReiptubdiircect del i
of Korea tankers and other tankers continued t
mainly at the Marine I mport Ter minal at Nampo, Y
or -pifdr at petlrol eum buoys.

200 n paragraph 2 3®0f7 i(t2sD hree sSoel cuutriiotny Counci | deci
Me mber States shall prohibit the direct and indi
Republic of Korea of al | refined pkatol eum prod
the provision shall not apply to the procurement
of Korea of refined petroleum produds up to an .
in a period of 12 calendar months, iptryovi ded t hat
Counci l Commi ttee establ7iséh e Opubth)essanghitpmerssl u
in accordance with the requirements of that par
notified in croangpda@agmc® awide hperami tted, regardl ess
shi pments have reached the aggregate ceiling.

21.0n 24 July 2020, the Panel received a copy of

States to the Chair of the Commidéaete (seeemhngix
the period from 1 January to 30 May 2020) on tan
products into the Democratic Peoplebdbs Republic o
i mag'dshe Member States reported(hbhytbBDembcoéatisé il
Peopl eds Republic of Korea tankers and other tan
the Democratic Peoplebdbs Republic of Korea duri n
decrease compared to 2019, i n whiicnh t5hee tfamrkser de
three mont H"eshit et heat ower vessel count, the M
“"Under water pipelines attached to offloading buoys are u:

terminals in the Nampgo2paptg&@&mampl 24) (see al so

2The Committagrlkeas upein toconversion rate for notificatio

(s8k2020/Adrla. 4 and footnote 3). China notified the Cor
January and May 20249 oownsntTmhg Rwsdi, 8d3Fé&deration notifi
Commi ttee of shipments during the period of 11, 481.523 't
period of 13,295.163 tons. I'n a report to the Committee
Member Sta¢eésthbiascastaequating to 106,094. 17 barrels. Oon
Federation and China replied that this conversion from
in the absence of an agreed conversion rate within the
BTwo experntthe aiewoft hat this sentence constitutes unneces
interpretation of the resolution.

“The compilation of the data and images is consistent wif
which the Panel has r eceirvte d escienicvee d2 0oln8 ,1 5i nMal yu d2i On2g0 ac or vee
the period from 1 January to 31 March 2020, and the coni
%The total number of observed tanker deliveries during t|
according to a SMendb2edr/ d®dtietxe 1() s e e
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vol ume of those il licit deliveries w
on of higher -thapagedSanidh beaner hgye fore
t bet ween around 60¥0e0O®de chinmlg atr o n
eiling stipul at39d7 i(m2 WNbahrea gafa pthh e o f

pep ebaere nt onoht i fi ed to the Committee in
na responded that the report of 24
de an accurate amount of refined p
gi o ofnltyhdarsemp on assumptions an;
: At is neither scientific nor p
has been exceeded based on esti ma
t t hevirdeepoahj ecddesr®e, namtccprat e and
have enough solid imagery evidenc
i mages i cluded in the report ar
nstratéubhl breapbnetstbyg €apna, Th
he Unite States are contained i
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commendati ons

N0
N

.The Panel reiterates its recommendation that
nversion rate between to@msmampudd®bactrel s for re

(@]
o

.The Panel reiterate
own transfers of re
public of Korea in f

s its recommendation that
fined petrol eum product s
ul2I3 9a2o0nf7o)r mi ty with resol

T XN
® S W

Evasi on met hods

24 Details of evasion methods employed by suspe:
observed in the course of its investigations are
Forefilgmgged anfdl aggenadd wnessels conducting direct
25.The Panel has recommended a I|-isbagoeéd current
tankers that directly delivered refined petrol eu
of Korea to be designated fo239%7 o((zsfeleh)y paragr a
S/2020/4&112%, 48 and 44 and anne&wnl).y af t hose
(I'nternational Mariti me Or giina man(dlovM®O (1 MO) No.
No9 13 26Ho02k)o(nflgMO No. 9S00 6Li5®@)0lo Kwaonvg @lson 2

(I MO No. §bangadaBl)s,o Bnowk( A(slyM@ gN@. 8817007),
Subb(lliMkO No . BhaRP6ERABQ) No. 8 5Y1lu4n3 OHod) Mmga m8dt i me

mobile service i dehnatviet yb eNeon. r4elp304r5 9%3d8 Ob)y Me mber
continue such deliveries during the observed tin
annex®Tlh%o)s.e vessels are |iable to seizure when t
waters of other B3IaTec2@ser. re@psol ution

12/211

16

17

18

19

Based on Member State calculations of the total of [ I B A
May 2020 equalled those from Xampuariy yt c gMaaye rs0craldiiven |
Democratic Peoplebds Republ i cS/®2f01Wdddaiexornt)s (see annex

The 43 Member States have estimated the amount of petr ol
Democratic Peomlfe &sorReap wbbyl it he vessels observed making d
January and May 2020 to be nearly 600,000 barrels at 33
50 per cent | aden and over 1.6 million barrels at 90 peri
Two expertswateavofthleeevise no need to reiterate recomme.]
on the Committeeds agenda.

Of the vessels observed conducti nNgewliRdedcdtiDtdel i veri es i n
No. 831249i) (dnMdd tNlhe 9045962d twerheawmeotdeleipwearteed refined
petroleum during the firsvti efti \Td MO®drNtohs 8&f0 8BBBQ, hvalsi | e t |
been detained in Malaysia since December 2019.

20-1043¢
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Transition to Democratic Peoplebs Republic of Ko
26 .Two tankers named in previous Panel reports
Democratic Peoplebs Republic oFfi Krowaesa f | eet as

regi stered by the Democrati cSiPhe ofp(lhd)dysonRge paubl i c
August®ahi@1lRehien, 0Ot ecorded i n satdelclki tfeaciithagegry i n
of t he Democratic Peoplebdbs Republic of Korea at
S/ 2020/A&rta. 14), whkwameggdino eOrc20dl Bes t2h e

Transition to direct delivery vessels
27101 n 2020, tfhlea gMgeekdn K(@nMkO No . 9 0S3/62838BZ0/ 15l e
par a. 32) began delivering illicitscs&igo direct
was reported by Member States to have conducted
occasions from January ttos Mapy t2r0a2n0s.f eFro il no wdi unnge a2
wi t hVitfhieh MO No. 9045962) , a dNierwe ckwadke |l i very ves
derisg ered from the Sierra L&one flag registry i:1
Figure |
New KeothnkNampo delivering refined petrol eum

S e
MV NEW KONK Delivering Refined Petroleum
Nampo, North Korea
38:42:56 N 125:22:02€

MV NEW KONK Delivering Refined Petroleum

38:42:56 N 125:22:07 €

GWT4TISS

Sour ckKember State.

28 . ThHew Ksohnakr es t he same registered owner, ship
thei fi(meSed 2020/ bpal as. 18, 19 and 32) . The Pane
investigations into New Konk Od&Nean Klomtker nati ona
Ocean), the vessel 6s registered ownZ®r, ship mane

New Konk Ocean has yet to respond to the Panel¢
Kong <corporate registry reco’thass fae rGheidn esse nat

Di roerctof the company. The Panel sought t he ass
MsQi an and information she may have on the vesse
to date, the investigations have not yet been co

285in Pyasng nX or med by a Me nshienr Phtgamtneg uilkrs eMaiye n20d 0 ;
recorded by I HS Markit in an update on vessels flagged u

of Korea as submitted by the country in July 2020 (acce:
2| HS Mar kit (accessed on 22 July 2020).
2] HS Markit (accessk®d) on 28 November 20
2 nformation from I MO website
A Ms . Qian is listed at an address in Yunnan Province, Chi

20-10434 13/211


https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/151

S/2020/840

Continued direct deliveries

29 Largapacity f or mer -falnadg gceudr rteanntk efrosr ewegrne obser
have conducted multiple deliveries to the Democr
2020. They included the | argesher 8t-erdadlLdbnect
fl aghbieamon@d! MO No. 9132612), with od dead wei g|
approxi mately 8aghyodtlisme sk(htobwang aRi InMO2
No8916293), one of the most active Democratic Pe
The Pameslesadshe wsaagpacf tyarddgerect delivery tanker
efficient met hod -tod hidpliwvengyf drmhancaoermdwpcted by D
Peopl ebébs Republic of Korea tankers with smaller

Di amond 8

30.ThBanel continueéed atmocadmBect e nghesuspicious voy
after the vessel had delivered refined petrol eur
2019 gY/s20e2,0/ pafdas. 21 and dcetmnmaenrdci adnemxarli)t. ma

pl atform showed the vessel without an automatic
ldays in February and 10 days in March 2020 whil
Sea. Dihemonsd Bebruary 2020 voyage exhibited <cl ea
October 2019 voyage in terms of route, l ocati on
system transmission signal. |l magery provided by
Diamomad8 at peratstc dlwlos at Nampo in February an
deliver refined petroleum (see figure I1). The P

awaiting a response.Di%imocaed p@Bcatrosb etro 2h0alv9e, ptrhiemar i
l oitered Kmowasti amgOmpfoXr6 May 2020, the Panel obse
vessel had reported a bahedulilre pa@ame adaylamd INaadwd
the assistance of China.

14/211

®Refers to the cargo, stores, ball ast, bunker fuel and cr
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https://undocs.org/en/S/2020/151

S/2020/84

op anbDi b mbdhsd mBay asgens liamr i Qcyt oobfe rt h2e0 1 9 ¢
rt in FebSruary and March 2020

< Asimty Twmmbars 39034 iE

MV DIAMOND 8 Delivering Refined Petroleum
Nompo, North Kores
38:42:56 N 125:22.02€

Sour ckEember State, Wi ndward.
31.The Panel continued its nedngeunitriiteise si nftaoc itlhiet aitni
the vessel 6s activity. A company, Vanguard Ship
Vanguard Ship), with a registered address in 1 nc

manager and operator as of Sdptembef o2@idransd al
of Dih&modsd r8egi std maldb newnear stated that Vanguard
registered shipping agency operating in I ndone:
appropriate permits issued to it, and neither tf#F
the databases of I ndonesia (see annex 18).

32. The Panel notes that according to historical
t a, the vessel opRowna&lisnagiclaetd tthoa tWotnismaen apso rtth eon
ound 4 June and 30 August 2017 and to Chongjir
17, timdi ctcahe vessel ds past trading history wi

N O
o - o

%Al l featured dates atrterpiobrutt eadr et oi nWi Ehadswaerrdn i St arhdear d Ti me
”Address information submitted to various maritime dat ab:
di fferent vessel registered under Vanguard Ship.

20-10434 15211
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Republic of Korea. The Panel has yet to ascertai
previous and current owners and manager s.
Shitpshi p transfers

33.The Panel asesBPsemesrahbat Phopleds Republic of
to utidishd pshirmnsfers as the primary means to o

and evade quotas imposed by the Security Council
Peopl ebdbs Republ i o eofbekmr &kan otwann k eort se dhiagh u ¢ t il ici
transfers as reported by a Member State and o0bs
annkX. The Panel i s investigati ntgs htihpe f ol | owi n
activities conducted wiklhi cDecmMfocKatéa ttaophpérds ufr
subterfuge antdi mehrtou@msfndrgshti n the East China S
Member States (see annex 20 for detail ss):

ASam JongMO2 No. %7a4n0d8 873 ) uni denti fied vessel on
9January 2020.

AMyong (RIYMO1No. *a:324 h3¥ Padaged ni(tleMQ uck

No. 9063811) on or around 10 January 2020. Pan
with documentation hpatlTnhfbien iRRsenreddwdikst ereevd e wi
owner, Uni form Shipping Co. Ltd. HK, has y e
I nvestigations continue.

Detained vessel s

Cour agaelosuos ,k sewan Pa$ ma

34.The Panel continued $d¢a RP(mivMe@ tNog. a t8i 60ln7s5 2i4n)t,o t |
which condtothed a8 ramish e biynwiSepttehmber 2019, a mon
afte$ed hRrddnabeen del eted f#¥bme ivessdalstr ddamgde @& g,

t

a namangCCeoutreageouwsanuary 2020 and sailed wunder
following a gap of at |l east two monfths when the
The Panel has written to Cameroon concerning the
regi simédoiromati on and is awaiting a response. Cal
the vessel when it was found to be flying a Camb
the requisite authorities on or around 6 Februa
August 2n0 1Ca mbwohdei a cl osed its ship registry, any
under the Cambodian flag is false

35.Between 2017 and 20109, the vessettowas also fo
ship transfers on five occasiosel fiomtluamnger S |
transferred the refined petroleum to smaller b o
Chi¥@Gambodi an authorities reported that the vess
petroleum to Nampo on one occasiboh afhdthbhenfir mec
vesseltbshisppi pransfer with a Democratic Peopl ebs
Further investigations are required to determine
pl ace with the smaller boats weré& Ltheked to sa
Democratic Peopleds Republic of Korea.

36.The vessel was carryi

g a crew of 16 with no
u

n
detained. The ship particulars document (see ann

16/211

®Designated for an asset freeze and port ban in March 20:
P®Recommebnydetdhe Panel f &7 20@9igdddasondP/s2a@d9/4B71 and

par a. 50) .

] HS Markit (accessed on 25 November 2019).
81 MO website.
2Two experts are of the view that this information can be

20-1043¢
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New Eastern Shipping Co. Ltd. (hereafter New Eas

addr essmeinn XCihd n a, and t he vessel 0s management
Mari B2ameompany incorpGoatadeowsBel amd. mihagement
company do not appear to have an online commerci
their contact det ai |l s. I nformation obtained in t
shows that the vessel wa s pvuirocuhsa scevdn eirn  tJhurloyu gzhO 1
brokers and agents based in Singapore and Kaohsi
37.Preliminary investigations i rtoartlyeousdi vi dual
indicate at | east an associ etaiserd baatdwesréArd ut he ves
Mr Kwek, whose company providediporfTianlother
when the vessel was at port in January and Febr
buyer, New Eastern, during preparations for the
sought Mr. Kwekbés assistance on his role and act
New Eastern or its associates. Mr . -IKve k replied
pandemic, replies are generally much sl ower and

response.

38.A shipping agency based-KCh BHabbgkedhyg esktyefca
agents representingKk@erwe Emerntdcecad .t lCaotmpiatnydi d not
Eastern, had n o i dea of any contacts concl ude
represeanndtieresed as fia shipping agency only for
in Septembero -KZ0189)yth€ompadycated that records
bank account details requested oyu rtahgee oPuasn e | for
were finot heaiPlaamtell e 6s.ouTg ht furtherKCcl arificatio
Il nvestigations continue.

Vi et Tin 01

39.The Panel continued its investifdatgigens i nto tFh
Vi et Ti MOONo. 8508838) at Nampo onodnd around 2
individual s and entities tha&t 2020/ lbtlat ed3t he ve
and anne$/ 2Q19A®&@IAR). 1AccorkKdwenkg, thoi sMrccompany

(Acomgaphywas appointed by bot-hasbd VeeseTiHssbwne
Shipping Corporation, hereaft-base/detHagpwy st) an
Shipping Co. Ltd.) to serve as therpgorth shipping
Singapore from 31 January to 3 February 2020.
instructed him to declare on the port c¢clearance
Kong, Chi na, prior to the ¥Peseméatsedatedre (
betewe 29 January and 1 February 2019 for the pi

omboar Witthe $howOI Energy I nternational Co. Ltd.

as the buyer. Vi et Nam had previously informed t
a victinreoft farnadudun | awf ul appropriation of the ve
40.T Energy purchased thoearevVitemtedTipnemd bl eum on
Continent al Pl atform Pte. Ltd. (hereafter Contin
of the contrakctwibiyh cTonprnaenrygy ®adhé&dowPeameeér 2018.
continues to investigate discrepancies between
Uni t etdesStaol | ar acckbuand ot heceommanownt transferre
comp&ny o a Singapore dollar account held by Con
%The company is |isted on a maritime database platform a:
company and technical manager.

%The vessel tsuwmssemguearetd ysever al di fferent destinations bef
tracking data in commerci al maritime databases and port
indicate any port entry or for the vddaaltitomshave been n
| nformation according to Mr. Kwe k .

20-10434 17/211
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has yet to receive a response from Mr. Kwe k . T
Panel 6s repeafPadeénqgontiesesThe trace the history

41 Mal aysia confirme&itetheJdrt@h8i Dacembehe2019 o
t

the basis of the vessel being a potenti al obs

maritime navigabimom Idaerc&. | dmarbtoofk (entries from
2019), masterod6és night order |1 og book (entries fr
crew | ist, no relevantbornedondse tvepisedl Iwerea rf roiuen
regard to shippi nmge mtnadt inoanv,i gcact mmouwunn idcoactui ons and ¢
sought by the Panel. The Panel notes that the d
Panel 6s investigative period. The night order |
around 26 and 27 Febweasrsyl2®@k9 ismd Ilinggad tYeé !l ow
at AiBohai Sead i mmediately prior to and foll owi
other | ogs and documboaati bhenvesbsdbenwobfl ddi ahor
vessel ds |l ocation on or around those dates.

42 . Md aysian authorities issued a |letter via the

that the vessel ds owner <c¢claim, take charge and n
heal th conditions that prevented travel, i ndi ca
s e ttthlee out standing charges and fees incurred. The
was finalized in March 2020, with the intention
from Mal aysia at the end of August 2020. At a co
i mpeods f or two charged offences, which were sett]l e
of the owner. A fine was imposed on the ship ow
vessel, to be settled prior to the vesselds rele
43.0 n comparing docunoem tvaatriioonu sr epcaeritvieeds ,f t he Pane
the MastverrtofTianhMylanmar national, has the same n
date of birth & utrlaeg edavsdt eort hefr tcrew members who
ofboar dvViteite Twier e0Olal so Iciretwe d i &gio utothe®e & e s

I nvestigations continue.

Maritime exports from the Democratic Peopleds R

44 Vi ol ations of Security Counci l resolutions ba
Democratic PeoplebéesnRepubli A bMémiKer ed8tate report
exports had been suspended from around the end

coinciding with the publicly reported restrictio
of Korea on internatcoonatetrtfabde -189p.deWhdiawet | COVI D

mo s t Democratic Peoplebs Republic of Korea vess
coal shi pments at the time continued with those
Peopl ebs Republic of Koreasides Nalmp oa d ppeca&kr egdat an ¢
during the suspension period, very | ikely result
goods traded over the period. The Panel observe
idling along the Taedong River r(epowea temdnaxhaz3d). T
some Democratic Peopleds Republic of Korea vesse
aid such as food and fertilize*, from China dur

18211

36

37

Th€@our agvacsusr ecorded on Windward as 4deaiblriurag yfrom Kaohsi u

2020 towards the port of Sihanoukvill e, Cambodi a, foll oy
transmi ssmoMmugyuaspt ftroo December 2019.

During that period, the Panel observed a number of De mo
vessels transmitting an automatic identification system
Democratic Peopl ebds ReChumleisce pforkKoesr.edA amudnbsomef those v
typically not transmitted an automatic identification s

stretching over a period of two years.

20-1043¢
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45 According to the Member St at e, the Democratic
resuceneall exports in |l ate March 2020 when three v
sailed tozZhbesaMemgband dfnf IChda dched ecaealrritori al w
Coal export activity from ports along the Taedon
Thi s ftriammee f or the resumption of coal exports L
Republic of Korea is consistent with ship moveme
by the Panel

46 . The Panel continues to investigate the presenc
Republ of Korea vessels-Zhopushaenwawheseof heidNi ngho
to be observed &7 2820 fdénap PN IdHBdHa. 19
Satellite imagery provided by a Member State re
Republic of Korea vessels |l oading coal at Nampo
Chinese waters, where several of the vessels wer
opewi th what appeared to be coal (see annex 24).
recorded wi t¥ifnthiel Chéenmrese &oast (see annex 25).
47 . According to the Member St at e, since the Dem
Korea resumed tahte |leexapsar t320fofcaals, vessels have | ¢
with coal, and at l east 33 shipments had been

Me mber State has assessed that the vast majorit.y
delivered to Chitrhe afzZd ghofefhlama daerce-dienthti pough ship
transfer.

48 . Commerci al satellite i magery, materi al from
assessment of the vessels overall align with the
St ate. A number of e@Gsh eReDpepunpiciraat ofc Reoepd vessel:
Member State has recorded making shipments have
Panel as having-sthi ppefdethed rorcotal akKdhese vessel s
Ma( | MO No. 858R322B9/ & kreedxa N3 )UMO No . 8822260)
(ibid., Rmyemxgll®e h No. 868962020/ f{s5deuwrien 15) ,

Hung( I9MO No. 9035967)UnBobgdaMO &dNmne x891153)1,86) (see
S/ 2018/darnkdae58¢§mndMO1l No. 8 99/50MD,0 / fi(issdeuer e 15) ,

Su SEh@gO No. 9034289/ fiskadlamlDae ( CMOnN
No91386809/ 2(0sleQe/ amtbhex 15) andi thenf H®®n gnat ed

N09114555) 20sl8d A1 drna. 59), with the |l atter sancti
Counci l in -2BilBméotr of amsal from the Democratic
Korea whileUftalli.Bdmgs®tmee cases, Democratic Peop
of Korsed svewser e shown alongside | ighters, barges
typically wused tot®Hifp otada cafregros i amt sshe . None of
appeared on commerci al mar i ti me pl atf or ms to
identificatiloenduysthgmthiegmael evant periods of i n\
not transmitting such sign#&liandicematangi ghatfi ¢cart
Democratic Peopleds Republic of Korea continues

the routes @&ndtwatverssewlernrrade.

Kal aMaang Un

49 . Thkal (MavMO No. 8503228) was recorded on satell
on or around 21 April 2020 at Taean, Democratic |
Democratic Peopl eds Relpaunbgl( lUMOo NoKomB&8&2 226D el watsh

%Democratic Peopleds Republic oft eKoirneaag evreys saenl csh omeerde r ec o1
within 1 nautical mil e of, or |l ess than 2 kilometres fr ¢
®Two experts are of the view that the information in thi:
can be further corroborated.

A gap of at btaasttamgeic identification system signal tor

19211
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v

featured onl|lblhedi sgmeodhyat Nampo. Satellite i ma
vessels anchorzZhdo uisnh atnh ea rNeian gobno or around 3 May 2
Member State assessed that the vesKals offl oadec
Maand Jtamgwéme f eptaviedusnPanel reports for expor:t
Peopl ebébs Rep-abl gicnof/oXKbl f/sdereiexes 13 and 15).

(|
right ( tkeap aMmed Jtbalonégtl cma)d:i ntgh ec ®&12 0i; n bAoptrhi |

o
s at aneZhhooru snheaanr i Mi n\bebyog2Z @A @ ;u ctt htesgh isphi p
e

r off the Gulf of Tonkin in September 2018

DEM.PEOPLES

" PEOPLES " '.\.;
s, MV JANG UN Loading Coal REP.OF KOREA
2o 1& - Nampo, North Korea 2
\:. v 38:43:36 N 125:24:55 €

REPUBLIC g 5> - REPUBLIC

OFKOREA : k ’ ) - OFKOREA
R D .
’ - .
2 s . - n
« -
.
s

MV KAL MA & MWV JANG UN at Anchor
Near Ningbo-Zhoushan, China ™S Sepamer 18 | WV JANG UN Conductng Shp-o-$hip Transfer of Coal
30:13:15 N 122:40:44 £ Gu of Torkin
WASMUN e 150

e

X
,9;4:"

Sour c ke nshk eart e ; map: the Panel ; commer ci al maritime platform: Wi
50.The Panel al so investigated the following De
Korea vessedhsouasth aNni nignob oApr i | 2020 and sought the

20211

(seperan26):
AlJin HEhHO9 No. 9035967) exporting coal from th

Republic of Korea in April 2020.

ANew D&EWNMO No. 9135494) conducting suspect V 0 )

false identifiers in January to February and /
51.China replied that on vessels in the Panel 6s |
shitwhip transfers,tismnsf aravteh en oitn voeesetni gcao mpl et ed
replied that if any Chinese vessel, individual (
il l egashsipi pransfers, the Chinese | aw enforcemen
them in accordance swith | aws and regul ati on

20-1043¢
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Transition of bulk carriers to Democratic Peopl
conduct illicit activities

Tae Pgybag, ewsowmt Wenshan

52.The Panel i's i nvestiTgae iMmygoantgse ®maawtsi mison of
WensbhbhaMO No. 9018751) to the Democr dtic Peopl eds
as wel|l as its illicit export -oorfi gbhenmoccoraalt.i cl nPe orf
itslouesons, the Security Council prohibits the
Korea from acquiring directly or indirectly, t hr
used vessel s, as weelnmocastpirrolPieiptliedg MRempubl ic
nati onaolwnifnrgom | easi ng, operating, chartering, c
associated services to Democratic Peopl ebs Repu
hi ghlights the vessel s maiden voyage to the Den
and the chaege obdbomdenhteéerfi ¢doluamttirgn fflragmragi itrg
identifier manipulation throughout the vessel 6s
Peopl ebébs Republic of Korea to transport its coal
i nformati on.

530 n | ambebe2619, the-fi1aguedlty Weagatmmner ed

an automatic identification system transmission
with an unknown destination of #AO%¥Tdheer 0, prior t
vessel 6s heisstsolrdwed irtougri marily operating in th
parts of the East China Sea since December 2018
journey towards the Yellow Sea on or around 29 D
i ts nor mal tradilng whouthe.waTsh ed evreesgsiest ered fr om
5January 2020, recorded an automatic identi fica
around 6 January 2020 in Nampo. At some point in
t dae Pyosnagi | i ng under t heep ubbel mocc roaft iKco rPeeao pfll eadbgs. R
Mani pul ation of vessel identifiers

54 Automatic identification system transmission
the same i delTmtei fRiyeotnsga as Mintkhtec ogd ast ed a port call
Nampo on or around 24 April 2020, proceeded to
HangzhyuvarBeaa t hree days | ater, and returned to th
of Korea on or around 4 May 2020. The vessel con
including spoofing another vesBaed ,PHywadngubsequen
I n t hsee coofurt he Panel 6s investigation, a Member S
showi nfgaet Pdyoadi ng coal at Nampo on or around 1¢
remaining | aden on the Taedong River until April
Zhoushan aernebae.r TShtea tMe aTsasee sPydodnigtotaadte dt hd s coal ir
Chinese waters (see figure 1V). The vessel ret
Republic of Korea on or around 5 PMBY 2020. T h e
conducted a similerZhooylhge &d&oeahenNB@dghklay 2020,
to the Democratic Peopledbs Republic of Korea fiyv
“Maritime databases and | MO website.

Wi ndwar d.
“Name chanTgaee tPoryeahreg ded on | HS Mar kit (accessed on 22 Jul

20-10434 21/211
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Figure |V
Tae Pdysonvgoyages to export <coal originating from t

MV TAE PYONG Loading Coal DEM.PEOPLE'S
Nampo, North Korea REP.OF KOREA
38:43:36 N 125:24:55 € ,a'\“w'v]

REPUSLIC
OFKOREA | M

MV TAE PYONG at Anchor Near Floating Crane
Near Ningbo-Zhoushan. China
30:38: 15N 122:29.626
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Sourckember State; map: the Panel ; commerci al mari ti me

Limited data on ownership

he Derm

pl atformn

55.Great Wenshar t®hH erpd anfgt e€Cro . Gr eat Wenshan Shippi
|l i sted as the vessel ds registered owner since Sc¢
Shipping* Choer elatfdt er Fujian Hengfeng Shipping)
manager, operator, t ecehtni @¢fal c onamlaigen c e ndo dmamuyn h
Neither company appears to have an online com
confirmed that the vessel had been sold and del
November 2018. TheGrveatseWensmdareidm@p yaPanlaena

as cancelled from its ship registry on 5 January
vessel ds onward sale to another entity with a ¢
reported fl ag chanwret rnty*rampét shtteirrg atihin armds ¢ o

56 . Hong Kong corporate reffjasttriyerecmnpamnsy | D

ist ea@at dvi

of Great Wenshan Shipp®ayg tamea majddrfifteyr esmmhtarMaeholLd

“l'n ChiXnese: E .
“I'n Chinese:F E”
0

“The Panel notes that the vessel was recorded to
Republic of Korea vessel in Nampo a day after it
“Mr . Liu, of Great Wenshan ShiampiPmgyviinsel i the chaat
B Mr . Liu, of Fujian Hengfeng Shipping, is |listed

at an

22/211 20-1043¢
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Fujian Hengfeng Shipping. The Panel has written
Fugrn Hengfeng Shipping and also sought the assis
investigations had yet t o be completed. The Ve
management company have yet to respond to the Pa

Samziam@EB Hong
57 . The&amzinh M® No . 881RH7HIOINYOIdNDhe9162318) were

recorded on satellite imagery alongside other De
vessels on or around 29 April 2020 -within proxi
Zhoushan ared)(Sdmeawas8x@| so recorded on or arou
2020 with other Democratic Peopleds Republic of
Me mber State assessed that the vessels offl oade
Kor-emai gin coal -ZihmhuashearNean.gbdDhe Panel 6s analysi s
available information and documentation receive
Member Stateds assessment. Si eSamz weedh e infor mec
deregistered in May 201i6n oavi sgndtoi chreed idduwemgtarly e
Democratic Peopl ebs Republic of Korea) . The Vo
Democratic Peopl eo6s Sraenp ukidni of oA u YRomrneaad #ls9 .t h e
confirmedRithdthad hdeen deregisterednfrom its s |
2@MDecember 2019 on the basis of theA transfer of
Member State has since assessed it to be a Demo
vessel

58 .Ji Chen I nternational Trading Co. Lt d. (her ec
Samzébsan Begi stered owner, shared the same corpora
address with dozens of other companies, i ncludir
owner lonff itnhi¢tsee el upcakr a%'J i3 3Chaebmo v®Ehi.p Management Co.
(heafter Ji Chen Ship) was |listed as the vessel d

and operSatmezdsntniBee JU¥Tlye 2Pdrbel notes that Ji Chen
previously managed vessels prior to their enter:i
of Korea fleet in 20d6mafand@®® No.i BE6I6UBI5Mg tama
t hkum SqAgVuO7 No. 8739396) .

59.The r epiwntear X H dnkgi Ho
t

g Shipping Co. Ltd (F
Hong Sh®¥peihipg$ted under e

n .
h care of Hong He Shi
Hong He Shipping), the vesselds ship management
company with an #®ddodwve g ei,n Chinmamd o ddhedabwownmer s

and management Sampiamd&sEhaelfoaigheyet to respond t

the Panel 6s enquiries.

60.The Panel is also investigating tithe Democrati
fl aggue dRi, Banhgao krsPhut hZehbar merly the Fu Xing 12)
No8605727), which exported Democriagiint ®eaolpl eds |
(seSed 2020/ Parxiarsr.) . 73I he Panel requested assistan
comene ng information on the | isted buyer of t he
voyages and i ts cargo; t he Philippines concern
Limited, incorporated in the British Virgin |Isla
followieg amde asamanagement company based in Kaol

Y] HS Markit (accessed on 23 July 2020).

°The | MO website |lists the vessel sailing as flag unknowil
flagtrggaesd is awaiting a response.

>The vessel was deregistered from Hong Kong corporate r e
2] HS Mar kit (accessed on 1 June 2020).

%Li Hong Shipping, with a correspocodeot asedrassain Dali al
no-nesi dent domestic corporation in the Marshall Il sl ands
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as the vessel ds document of compliance company f
was flagged unY€hi BaerepliLednehat investigation
completed andhinkast ivfesanay, Cindividual or ent it
i nvol ved i nt-sihlilpe gtarla nsshfiepr s, the Chinese | aw enf
woul d prosecute them in accordance with | aws a
responded that it wasl ds oprno vaisd ei ti nbfeocramae | @wnai | a
management company stated that it had no knowl ec
been contracted for safety management services th

Fishing rights transfer

61 Accordioagmabi onfprovided by a Member State, th

Republic of Korea continues to sell fishing ri
allowing them to operate in Democratic Peopl eds
Member St ate obbsoeurtv e7d0 af itsohtianig obfoat s heading t ow
Peopl ebébs Republic of Korea waters up to the end
identified post s on an I nternet site solicitin
Democratic Peopl ebds sRe pithlel iPanefl Komdd rwaetdert he ¢
an advertisement about whi ch it was i nfor med
adverti sement was posted in | ate March 2020 by a
I n the advertisement are cantiabBnedrai ECopgptefiasnuo
by a chamber of commerce in the Democratic Peoj
confirms that Songsan Trading Company in Pyongya
authorities and has the right tthee dDeembwatatfiicshi ng
Peoplebdbs Republic of Korea. On méembppearst ed contr a
month is at Peash 2heé09tiypalhnati on that the forei
provide 100 vessels for fishinagnneaelxony8)wi th sup
I nvestigations continue.

Recommendati ons
To the Committee

62.The Panel recommends the designation of the f
of paragraph 253 7% (r2®lod)uti on

i New K(OInNMO No. 9036387), fommgeldy Sierra Leone

63.The Panel reiterates its recommendati on, con
docum8h2020/ 161 t he designati on of l i sted ves
para@gr abp of ra3d17 u({ 2 6od hler Vihatn T(hieMOO 1
No8508838), whi chb%drmsd Mehidiayle g t kaneoavend jays F V

(1 MO No. 9045962) , t he f oglrlaopvhi n4g4 voefs sced csu nhei nstt e
S/ 202 @®/Aakhl continued to deliver refined petrol
Peopl ebs Republic of Korea during the observed
and May 2020, in hAumghephvibob807Vef®DOLTHPon
iBonvdqy MD No. 8978784), flag unknown

iDi amoOadM® No. 913261P2)agedrra Leone
iHok o(nlgMO No . 9006758), fomrnmgrldy Sierra Leone

24211

“Flagged from July to September 2019 (I HS Markit).

%¢356 (rate on 8 July 2020).

%As of December 2019.

Two experts arthefeths wmbeweeHato reiterate recommendat.i
on the Committeeds agenda.
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iTKwang Choéobor 22erd yL) n(I0OMO No. 8910378), Democr

Peopl ebs Repdblaiggeadf Kor ea

iSin P(h(fyoornnge ralnyy ool MO No. 8817007), Democrat i c
Republ i c-fdfa gkgoerde a

TSubb(lliMO No . 8126082), fommgeldy Sierra Leone
TfUni claMO No . 8514306), fomomgeldy Sierra Leone

iYun Hommar8i ti me mobile service dgdentity No.
fl agged

To Member States, on best practices with regard

Democratic Peopleds Republic of Kor ea

64.The conti nud®deimorr affi cnoeopl ebds Republic o f }

directly deliveringDenddrnaetdi cp eRe wpleeudrs tRoe ptuhbel i ¢

strengthens the need for heightened due diligenc

owner s and vessel operators as wel | as rel at e

recommends the followingebBeamhdpi adtuiscey ftor cdemb

On infosgmaniimgp among fl ag States

65.The Panel recommends that flag registries <co

Il nf or mahdaroinng Compact, an industry initiative o

I sl ands a%tdh altinbfdoriizae s i-snhfaorrimmagt itoon al ert fl ag St a

vessels that c orud lda tpeods ec osnacnecrtnisonsso as to potent

vessel sbd applications.

On promoting transparency

66 . The Panel recalls its recommardaatoiucn ttohat Me

coll ect identifying and contact information fo

exerts control over the foreign entity to which

t he informati on, when requested, wi t h t he Pa

i nvests gianttioonsancti ons evasion networks through
as registered owner s.

On automatic identi-facgéiodesyistiemat aod &dodgtr ack
67 .The Panel recommends t hat Me mber St ates enc
indury to foll ow best practice measures alread
including vessel i nsurance and reinsurance bu
compani es, banks and flag registries, t hat i n
automatic identnd/icrtaong siyde etmi fai cati on and

tr
system transponder mani pul ati on before enteri ng
revi ewing ongoing business.

68.The Panel al so recommends that Member States ¢
mari ti me and vessel traffic services aut hori ti
requirement to maintain aut oméadttiacn kiedresntainfd cati on
bul k carrigerisn aanmd vieaving t heir jurisdictions,
I nternational Convention for the Safety of Life
t he wval i ddstuys pefctwas odl tampering with their 1 den:
activity tthegymaooue @ nt wdtol ati on of sanctions resol

Al so joined by the r tries of Saint Kitts and Nevi s,

e
Vanuatu as of April 2

251211
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On heightening scrutiny

69.The Panel reiterates its recommendation that
port and relevant authorities engage in higher
cranes inivi aweeafemtiphitp ansfers with Democratic
Republic of Korea vessels, including verificati
of their cargo, particularly in locations that
Democratic Peopl e dvse skseeplush.l i ¢ of Kor ea

70.The Panel recommends that any Member State re
del i very -scri prmhamtns t ake enhanced measures t o
documentation accompanying those shipments.
71.The Panel recommends t hat Member States remai
movement of vessels trading in restricted or ba
in waters whesédiiplltiransfehisphave been known to

Trade statistics of the Democratic Peoplebs Rep

72.The Panel contixmpwed st a@ananalmpoets by the Democ!
Republic of Korea in violation of relevant resol
based on Member States6 customs dat a, availabl e
(I1'TC) Trade Map (seeulamnexf 29hd oPardelllds i nquirie
Democratic Peopl ebs Republic of Korea recorded
widening of its trade deficit, compared with the
Tabl e 2
Trade of the Democlriad icf PKi@Pd®,6s2 Repub
(Thousands of United States doll ars)

201 201 201
Exports 2 05¢ 336 414
Il mports 3 55E 2 32¢€ 2 718
Trade bal (1 491 (1 98! (2 35.

SourckTC Trade Magp ulneec 2e02s0d on 24

26/211

73.The Panel notes the impact of the countryds bo
(see annex 1) and the absence of the biannual Pyo
that period. I nformation from aMeintbelPe oSptlaetéess s ho
Republic of Korea continues the illicit export o
not appear in the inter nBbtldi ocanbaolv et)r.a dleh i dsa tcaohud sde e(xst
how the increase in the trbedca deafritdiatl Iiyn orfd sertt. y
Embar goes, designated entities and
overseas workers

Embargoes

Czechi a, another European Union member State and
74 According to a media % emp ®20tl 20fan2l9 2DdmByarnyhe2 Cx(
intelligence services successfully prevented pro
®%0liver Hotham, fACzech govét foiled North Korean arms s mi
sayNKR,Newd89 January 2020.

20-1043¢
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Peopl eds Republic of Kor-sempugighchgdphotbpyfai hanhg
of the Democratic Peopleds Republic of Korea.

75.0 n proensse to the Panel ds enquiry, Czechia repli
a Secretary in the Economic and Commer ci al Sec
Democratic Peoplebs Republic of Korea in Czechiae
and Commerci al EBkradsynofoft tdheDemocratic Peopl ebd
Korea in another European Union member State sou
Uni on memb-&rd 8SbBEHtE@sgilines, spar eBRRBMtand oBTBMP

armoured vehicles, sopnanraei spsaarntcse fuonrmajnentesd aanedr irae c
wer e availabl e. Czechia cooperated with foreig
activities in the preparatory phase; there was

sanctions.

76 . Anot her European Uni ohnatmeHmobnegr YStnagt eSur,e ptlhieend Fti
Secretary for Commerce and Trade of t he Embass

Republic of Korea in that country, endeavoured t
purpose of shipping them to a country in Africa.
77.Accordhegassesessment of a Member State, Mr . Ho
of t he Reconnai ssance Gener al Bureau (KPe.031)
Republic of Korea. I't is believed that Mr. Hong
Panel has not yem Néegervad a reply fr

Gol d smuggling between the | slamic Republic of |
78.Concerning the gold and cash smuggling betweer
of Dubai, United Arab Emirates, by officials i1
Peopl eds Republic of Kor&A2DRAOTA®Man (88, anhe x
Panel obtained information that three Il ranian ne
who are suspected of i nvol vement in this smuggl
accounts in China and Bul gfartitaeiumdfeamitlhy i me maenres
China replied that: AiTwo of three individuals o1
November 2018, al |l their accounts had been <c¢l o
accounts and transactions ar eesnodte srieglnaatteedd tboy an\y
the Security Council and has nothing to do with
those I ranians owned sever al companies and bank
has yet to receive a reply to ts enquiry from t
Military cooperation in the Syrian Arab Republic
79 . According to a Member State, i n August 2019 t
Peopl ebébs Republic of Kor e a3 ecogn5d)u cstuadf rancoer k at a

mi ssile unit in thBheSyPamnanl Amad Retpubécei ved a
enquiry from the Syrian Arab Republic.

3M and DuPont

80.According to ®as omesdicau arreemaritn,e wor ker s of t he
Peopleds Republic of Korea were shown in Korear
March 2020 wearing 3M hazmat suits, i ncluding wh
Protective Coverall 4570 and the 3M Disposable P
two different models of DuPont Tyvek hazmat suit

®Mohammad Mehrchian (date of birth: 23 February 1969), M

1981) and Heidar Sadlmelh drmrapkglidb) eFafapirth: 23 Septemb

82Jeongmin Kim, ANorth Kor ean -bgruaanrda nptriontee cwoirvkee rssu iwesa: r isntga t!

mediMNMK , News9 March 2020.
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81l.n responrhsee Ptanel 6s enquiry, both 3M and DuPon
unable to verify whether the coveralls shown w
emphasized that they were in compliance with th
their productstitbesafséeeéoardexesn3l and 32).

Figure V
Quarantine workers of the Democratic Peopleds R
what appears to be a 3M Protective Coveral!/l 457

SourckKorean Centr al Tel evision.

Figure VI

A public heal Demwenrlkern cofPetolpéd eds Republic of Ko
wh at

appears to be a DuPont Tyvek protective su

Sourc®ogwang and DuPont Tyvek catal ogue.

Mi suse of embassy properties

82.The Panel investigated attempts to use Democr
di pl omatic property for revenue generation in Vi
Counci l p8g&8al g2 b 6twhe chounci l decided that al/l M
shall prohibit the Democratic Peopleds Republic

20-1043¢
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t hat it owns ofr |l eases in their territory for
consul ar®activities.

Ger many

83.The eHaninvestigated for several years the il
il 1l egal revenues by the Embassy of the Democr at
Ger many. I n response to the Panel 6s enquiries,

Admi ni str atdi vuep hGol udr tt hhea or der to c¢cl ose the City
Embassydés premises (see annex 33), and since t he
has ceased operation.

Pol and

84.The Panel requested information from Poland
comenr ci al entities continued the commerci al use

Democratic Peopleds Republic of Korea. In its re
of a coor éaigneantceyd aipnptreorac h, commerci al use of the
of Démocratic Peopleds Republic of Korea no | ong
Romani a

85.The Panel has requested an update and additio
about the | ease of the embassy property of the D
to | MA Partners SRL. The Panel has yet to rece
provi ded ni mfnortrhaet iaonendment of i ts internal sanct
to i mpose a fine.

Bul gari a

86. The Panel requested information from Bulgari a
suggesting that the company that owned the fATel
appeared to be the former Ambassador s residenceé
the Panedaoampdmrsy,call ed fAlLora Cateringod (see anne
operating at t hat addr ess. Bul gari a asked for
investigation oWw9 ngpanadetmmhe. COVI D

Recommendati on

87.The Panel recommends et @hdter MembempoStsatbeése kffo
the Democratic Peopl ebs Republic of Korea dipl
property for extracting ill egal revenues.

| mpl ementation of | uxury goods ban

88.The Panel notes that the DemontathuedPebpl ebs
efforts t o obtain l uxury goods i n circumventio
par agdr a(pah) (i1 i )QX174a8 @ 8ahke)tHaonne l has also obtair
i nformation cwfciemwneé tgi pateivo s .

89.The closure of borders and trade channel s, i nc
much of the first half of 2020 Iimited opportu
Republic of Korea to import | uDxeumo/c riatteints . The
Peopleds Republic of Korea aadshheontiitdlesgdomdslo,mit

2S5e®/ 2018/ ®w&ne2a8, for the Panel s previous reporting.

20-10434 29211
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i ncludi ng e l%eacltsroo nprce vietnetnesd, commer ci al entities
l uxury items for retail, l eaving thmhes,only windo\
reserved for goods for consumpti on by the hi gt
Democratic Peopleds Republic of Korea, i n most ¢
90.The Panel 6s investigations show that the coun
l uxut gmahbil es, often through el aborate supply <c¢h
manufacturersd cofimlrieanicnet emdegr aanomepsr event trad:
Democratic Peopl ebs Republic of Kor ea. For exal
received framte,Membe&r2® the Democratic Peopl ebd
continued attempt®8enaClimmsporlti mMbeursdendeess usi ng € 0 my
based in third countries.

Audi

91.The Panel has received information concerning
Democratic Peoplebs Republic of Kor ea, i ncl udi ng
mountain resort of Masi kryong, reserved for the
annex 35) . The manufacturer informed the Panel
produced fooh02812and that it could not trace th
annex 36). The Panel is aware, however, of the ¢
the Democratic Peoplebs Republic of Korea.
Mer ¢ eBkeensz

92.Continuing its investigation of the case of
Democratic Peopleds RepubBéermzCdBrsKobO®d &Gfedtawo Me
Long Guard VR9 vehicles, t he Panel obtained fur
chain of snepl 7)Y se&umbaoapean Cars & More infor me
dealings with Logistica & Spedizioni, whi ch was
out of the European Union (see annex 38). The fo
to Logistica ac anrusmboefr tohfe Iburxaunrdys observed being
t he Democratic Peoplebs Republic of Korea (see
not responded to the Panel s enquiries.

Toyot a

93.The Panel has noted the pubtthel Demoval dtaibd e i m:
Peoplebds Republic of Korea wusing Lexus Luxury Se
LX 570 vehicles and a Toyota Coaster bus as a
information received from Toyota Motor Corporat
producien Japan from October 2009 to June 2012.
manufacture any armoured versions of the Lexus
the purpose of t

Lexus LS model specifically for

party.

94 According to information available to the Pan
Peopl ebds Republic of Kowhdas kogyf, alogmhacl,i drmevdegr aye
wine and beer (not all Member States classify th
goodsnce the start of 2020 were irregular.

301211

Jeong Tae Joo iN. Korea announces alDaidtyr iNKi al 6 i mport s

23 April 2020

4l ncluding the compliance programmes of the manufacturer :
20-1043¢
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Figure VII
| mported alcoholic beverages on sale in fiDaesong

SourckKoryo Tour s.

95.The Panel continued its enquiries concerning
TradeLtGAccording to a Member St at e, the compan)
involved in the supply of lTuxury goods to the De
An opeuwnr c e®rreecpoorrdts t hat the company has focused

Peopl ebébs Repablmac kef, Kand the company®6s owners
operations involving designated vessels and pro
Peopl eds Republic of Korea. The company, as wel/l
Myunghaeds registededoadd,r eis me¢al miednpragetnbsr aanndd

el ectroni cs yexfpoorr tp otsos itbhlee Dreemocr ati ¢ Peopl eds Re
answer was received from the company. China repl
provided by the Panelwad fEoaprddt s, no violatio
96 .Singapore informed the Panel about further c
concerning il al supplies of lwuxury items witt
companies AT |l istdo and AOCNO to Bugsae Sh

ci a
i nv eSd t2i0dgledt/ gl ralps. 4t Hadn2dP a n e | (se

s. 1162)andnébadi ngseel evant ver

eg
Spec
Reublic of Kor ea,
annex B220apdadrla

42

annexes 41 and ) .

Recommendati ons

97.The Panel reiterates its recommendation that
more detailed I i st of prohibited |l uxury goods
Har moni zed System commodity €odes)l for consider
5Addr es s: Suite 2102 (or, according to other available ir
Zhongshan District, Dal i an, Liaoning Province, Chi na.
Hel en Koo, Edmund Xu and Samuel RmbehifehddofiBaer Nehipmen
Koreade networ k: how a multinational trade network defie

Khar on, 26 Aprilht2aQx0. /Avwdielfalkhahiajmencimspk pidat es/ beer

mi | tdiod-d anrktohr-teraendee wor k/ 2ut m_medi um=emai |l &_hsmi =87215898&_h
9u2KEsSaVxyJt mKDO HIIl RAOOKIBIKBKNpTc k|l uePmEKkRg2VJcAfr KFD7i gqHY
utm_cont®eha&EBwWi2m_sour ce=hs _emai l

20-10434 31/211
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98.The Panel reiterates its recommendation that
their busi ness entities and national s exporti
contractual provision to prevent resale to sanc
99.The Panel reiterates its recommendation that
their export contr ol l'ists to reflect the 1ist

100r.he Panel reiterates its recommendation that
organi zations enodurtagensepbrppit hgnacompani es t o
thorough systems for checking consignees, bear
shi pment .

Designated entities and individuals

Korea Mining Devel opment Trading Corporation (K
t hlesl ami ¢ Republic of Il ran

101A. Member State informed the Panel t hat repres
Devel opment Trading Corporation, Ha Won Mo and K
|l sl amic Republic I ran as Sdf20Ri0é phegi nniOBg . of 2
MrKim continues to use passport No. 108210148,

using passport No. 108210147 instead of passport
The Panel has notthecebslvadctia Replbplicomf | ran.

Mansudae Overseas Project Group of Companies (K
China

32211

102Z.he Panel enquired of Xiodan ‘Rohgwtuatniye Cul tur a
possession of the Mansudae artworks exhibited in
S/ 2020/ pa&ada. 102) . An individual, AJino, repl i e
artwor k, and hadcudeate purtovoa kesd sMance August 2017.
Republic of Korea

103ro the Panel ds enquiry, the Republic of Kor e
Mansudae artwork seized at I ncheon airport, whi
members of the World Federation of Korean Associ
to Pyongyangri 20 NSBNZEWmmIeE/ fOLa. 40) , the authori:
conducted investigations on some members fAon che
l aw [ of t he Republic of Korea] 6. ©@Arfed er t he i N
prosecuted and fined. The Republic of Korea al so
Criminal Procedure Act, the additional ruling in
Nami bi a

l104Loncerning teret rmudst iipnteo rMNa mi bhiea foofr meirm Tong C
representative of #AM. O.P. Architectur al & Techni
subsidiary in Namibia, Angola informed the Panel
from Ethiopia on 8 August 2018 with an official
Il eft for Nami bia on 24 August 2018 (see annex
informed the Panel t hat t he Democratic Peopl ebs
Nami bia to propose the sale into a trust fund co
of reatthaetsttaae®d been frozen by Namibian authoriti
by the subordinate of Mansudae in Namibia. The P
% Name in Chinese: LAddr es s Building 1, Pi oneer Pl az a,

Road, -tidictphh Z@ameaa 8 Xii Province, Chi na.

20-1043¢


https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2019/691

S/2020/84

20-10434

further informati on, recalling that the purpose
of those pPStepeddpi@®drla. 35) .

Statue construction in Benin and Guinea

105.he Panel obtained information on possible ¢
statues in Benin and Gubreanivm!| wieidchi sMags odd & s cc

identification (see annex 45).

Munitions I ndustry Department (KPe. 028)

106T.he Panel continued its investigation into il
Munitions I ndustry Deparotrngeannti,z aat i poonl ifcoyr annudc | cevaerr
mi ssile programmes of the Democratic Peopleds R
di spatch abroad of i nformati on technol ogy and
rporati ons ®Auwhcoorrdii magt & ot ;a iMeimbpat Shatebywor ker
e Muni tions I ndustry Depart ment entered mul t
rposes of work and remained there in 2020 1in
ten aided by diplomatic missions %f the Democr

—~c O

c
t

p
0

I nformation technology workers in China

10N the basis of information from a Member St a
di fferent groups of information technology worKk
Republic of Korea opeitli amtcieng Cihn n¥anjAiccoddil hg Po
informati on, al |l of the groups are subordinate t
t he wor ker s remai ned wi t hin China as of early
resolutions, and two groups envkrYancjliosSeillyv elri nSkteadr
Net work Science and Technofogy Co. Ltd. (Yanji S

10According to the information, the first group
Yanij i Devel opment Zone Science and Technology ||
wor Ked Yanji Silver Star and earned nearly $1 mi
was composed of 15 workers -eastwc@hieda firm mJ &raundroy
, sponsored by Yanji SiiTvheer t $itiard fgaro utph eviars e
he
e

N
o
N
o

bRy Ki ®ong, t chief of a del egation of i nf
ordinate to th Munitions I ndustry De rt ment
team and al so haf@gecennhrbdokeamyewhanatb hfroeea
a aso0a@ab.edahkeyfdurth team, of seven infor mat
by Kwon Kwang Ho, arrived in Yanji in Augus
y 2020.

P a
et

- 0 T wnw oo
>

9o the Panel s enquiries, China replied that
ovisiantogf Chacnci | 6s resol uti on n repatriatinecg
come abroad. Al DPRK national s empl oyment co
December 20109. China has also submitted rep

0
0

N—TTEFR ©—QOT0 —
NS SO Q0O —CcCO

“1TACC

8See annex 46 for the Ilist of Demoorpbrat Peopl eds Republii

subordinate to the Munitions I ndustry Department.

®For Member State information on the modus operandi of D

information technology workers in China and the Russian

®“The Panslders Yanj.i Silver Star Network Technology Co. L

Silverstar Network Technology Co. L'E'd)., (wmhaimeh,in Chinese:
according to a Member State, was established by the Muni
S/ 2020/ A&nuals2.5)1L.23According to the Member State, Yanij i Si |
spo for the entry of hundreds of Democratic Peopl ed:
t ec y worker.s into China in 2019

to the Member State, it is very I|likely that tl
as students or industrial trainees.

0o s oo

t o
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paragraph 8 ofr &eelRuldidit7y n(Qdlibnicnial i s stil |l i nvest.i
the case of DPRK workers in Yanbian Silver St ar
Co. Ltd.o Cambodia has yet to reply.

110.he Panel ienveosmp grayt edaltihan Xinlu Science and
Ltdan the basis of information from a Member St al
the company is |inked to a Democratic Peoplebs R
Hy ok, allegedly &ankbkggy nfnanmgeiowmhads endasi n Dal i an
directly involved in bringing additional inform
Democratic Peoplebs Republic of Korea to China i.
Ha-s u, anot-hasedchbemocr apubl Peopfed&sorRa i nfor mat
technology worker and manager of multiple teams i
AfKorea Corporation of I nformation Technologyo wa
di spatch those workers towOhikea, aredei tsuwas dli inlae
to the Munitions I ndustry Department. The Panel I
111T.he Panel investigated the company Jinse Guan
i n Shefoynantgh,e basis of information from a Member
Peoplebds Republic of Korea national, Ri I Jin,
based in a third country to fraudulently gain
freelance wowkbantiepaymast associ ated with a spec
in which Jinse Guangmang was | ocated. The Panel
company.

Ot her workers subordinate to the Munitions I ndus
112According ono firnofmoramaMe mber St at e, Korea Changg
Corporation, a company subordinate to the Munitd.i
about 500 Democratic Peoplebds Republic of Korea

Co. T'Ritnd.J i

i n Prhoev iwocrek,e rwvsh eereemati ned as of Mar ch 2
has f ound fu

rther cotriraotbormt iMag c h nf2®rR2m@at iwonr k er s

operating in a factory building where Democratic
propaganda posf’®he poeeemye haatst aycehtedt.o reply to the P
on the presence of Democratic Peopleds Republic
I nformation technology workers in the Russian Fe
113rrhe Panel investigated threebygicups &brPamocr
information technology workers in the Russian Fe
to the Munitions I ndustry Department. According
Stat e, a group of approximately 50 workers in VI
March 2020. The Democratic Peoplebs Republic of

(passport No. 927332193) and Pak Kwang Hyok were
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?I'n Chinese: ET .

“According to information from a Member St at e, Mr . Ma h a:
Democratic Peopleds Republic of Korea and other infor mat
Democratic Peopleds Republic of Korearisn China to send i
temporarily back to the Democratic Peopleds Republic of
work after resetting their visas and/orsobdt@adning new w(
t hat Mr . Ma and the teams ofr eDee moncfroartmact iPoeno ptl eecolrsn cRleqpguyb | i
workers that he has overseen remained in China as of | atl
wor ki ng whadseedhiimdi vi duals and entities to obtain inforn

“I'n Chinesé: EY .

“I'n Chinese: EX .

®Sekttps:// www. sohu.com/ (@d S8288dd6dN 1DD 1HUHWBI7H82020)

“"Two experts are of the view that this information and ar
abovepaercaul ative and are not conclusive information.
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of six teams of software developers. Another gro
I nduspayt dent, was operating in the Russian Fede
was | ed by Jang Ho Yong. The third group, of app!
$40, 000 in February 2020, and the manager of th
address e Kgrrtlead yays Pereul ok, VI adivostok.

1140 the Panel 6s enquiry, the Russian Federatio
sever al groups o f Democratic Peopl eds Republic

Pri morskiy krai at one poi nttegarhy, mancolrudiyngo fRip
Kyong Si k, Pak Kwang Hyok and Ri Yong Min, had
the end of 2019 in a23c%7r d@anbciet )wtihéh mestol wern enuna

to returemotca atthee BPeopl eds Republic of Korea aft
empl oyment in the Russian Federation because #dAtr
Peopl eds Republic o f Korea was suspended oOwWi ng

(COV-L1®) pandemitcioo n sl ncvoensttiinguae .

Munitions Industry Department erative in Viet

il 1l egal acti vi
4 8 ; date of e X
et Nam. Accor

4Mar 1985; passport No. : 108
| ndu Department operative
has operatiprocur ement agent fo
S i 6 and is allegedly sti

trading, mi ning and s activitic
a nt if wirteiiggsn tcauregaerncy f o e Democratic
ccording to the informati on, as of ear/l.y
prohibited Democaraitdgicn Peogll eadrsd Rteiptuan ii
charnt amidngptdhfervesoalosnic activities in
ons. The Panel has yet to receive a repl

op
115T.he Panel investigated variou
22
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Reconnai ssance Gener al Bureau (KPe. 031)

Dencor ati c Peopl ebds Republic of Kor ea cyber
Reconnai ssance ®Gaemdr aals Buarzeaaruw,s and Ki msuky, in
cyberattacks targeted at critical infrastructur e
use technol ogfy rienl evvi aor ta tSi/eXsoA ,Qu/tdi &orlriaksl .g )sleles

l116r.he Panel continued its investigation into cyt
act

11 Responding to the Panel s inquiry into the a
Nucl ear Power Pl ant, I ndi a conv eyeedh cti hees itrhfadr mat
the mal ware wused to attack the nucl ear pl ant h
alware reportedly wused by Lazarus, and informe
eing further analysed. Il nvestigatielns continue.
hat a new campaign targeting the aeronautics an
n 2020. According to a report published by a c¢
irst contacted employees within multiple targef
akenkedln accounts, impersonating human resourc
nd defence firms. Pl nvestigations continue.

1

n

a

8According to information from another Me mber
cluding at least 11 officials from six members
rget s -pohfi sah isnpge acrampai gn in 2020 which appeared

78

79

See annex 48 for the roles of the Reconnai ssance Gener al
cyberoperations of the Democratic Peopleds Republic of |
Domi ni k Breitenbachpear atnido rKalsrmp(atresr )Ocsd pst, i dinrD: t argeted atta
aerospace and military compani eso, ESET Research white |
https:// www. wel i-cvoensteecnutr/i utpyl. ccaodns/ /wp0 20/ 06/ ESET_Operation_|I
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by a Ki mdwknnced persistent threat group. Accord
Democratic Peopl ebs Republic of Kor-ea <cyberactoc
themedpBBipelirng caMpaichnaigmimisd Gmail accounts of
individual malbiycipdws ilnignks i n the email, ut i i zir
bl ockers of the potential wvictims. The investiga
119T'he Member State further reported that t he De
Kor ea cyberthreat act ,or sofddmrdiadtsenwiltyh tar gatr é @&
cyberoperations, and throughout March and early
emai | addresses bel onging to an executive bran
phi shing messages; Democratic Pbapke@d sRepublic
targeted the personal WhatsApp ®ccounts of its o

Figure VI II
A spehirshi ng emai l and a What sApp message sent
Me mb &8t at e

Received (UTC): 03/02/20 07:09:56

Sender

Recipient

Subject: Impending Abandonment of the US-DPRK

Attachment: 03-02.doc

Good morning,
We are sending materials on the situation on the Korean Peninsula

Best regards,
UN Security Council Sanctions Division

from Sout

| would ke to ewite you in for a
video intenview. Please feel free to
contact me. | look forward to
meeting you.

This sander |5 not I your cos

Sour ckKember State.

12@yberattacks agtaiimwdd.t hen Peaxedr tcomecei ved a pt
with a fake security alert from the United Nat.i

emai | in which the attacker spoofed as a member
soliciting an arti cnloet efsr otnh ee xspiemmitlsar Tchyeb ePraantetla ¢ k ¢
expert community on the Democratdic Peopleds Repu
12TT.he Panel reiterates its view that <cyberattac
such United Nations bodies as the Committee and
monitor t he i mpl ement ati on o f United Nati ons S

evasion, gcohei gerisnstent and highly disruptive

8%The Member State further itnfcoPrmreopl|lteidise Rapelbltikctatof DKmo € &

cyberactors had targeted individual empl oyees of its go\
certain individuals throughout the o6lifetimed of their ¢
81See, for exampl e, Mi n Chao Choy,e afi PMaitschhiergs egmaoiwvl s t ar get
increasingl yNKophivstidchyepd®20/ www. nknews-0rg/ 2020/ 07/ phi
emht ar geabbirkdpr-veat clge sisn cr e assoipnhgilsyt i cated/ 2t =1595471041622
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Democratic Peopleds Republic of Korea national s
122Tlhe repatriation of nationals of the Democr at
earning income, pursuanz39b pPpaeghgulapghhd8vefbeens ol
compl eted by Decemberepb6idedSbmet heuldbmmestee d
repatriation because of t He meaduwrtes Jiam uraa syp ?2r0s2e
It was also reported that in |l ate 2019 and early
i ssuancwomwoki mgn@8i 880 (@g@nkialA.7)1 44 d of new contrac
to dispatch nationals of the Democratic Peopl eds
the Panel 86s review, obligations in the resol uti
numhr o f cases. The Panel reiterates the import
vigilance in screening all/l nationals of the Demo
including in implementation reports to the Comm
Panel rhaisnwesti gating suspected cases of nationa
Republic of Korea earning income overseas in v
regardless of visa categories or the stated prin
Member State reporting

123As of July 2020, about 40 Member States had ¢
March 2020, and fewer tha 50 Member States had
March 2019 (see figure | X). I n addition, Angol a,
Lao Peombedéat De Republ i c, Latvi a, My anmar , Nepa
Saint Vincent and the Grenadines and Serbia sub
whet her they were final or mi dterm reports. Re |
Democratic RepubTHai,®vwdodeg cmloita paurbd i shed. Al geri a
Moz ambi que, Panama and Tunisia included informat
ot hemmpl ement astion report

2Thailand published its final report.
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Figure 1 X
Countries

Africa Group

Algeria*
Benin
Botswana
Burkina Faso
Burundi
Cabo Verde
Cameroon
Central African Republic
Chad
Comoros
Congo

Cilte dobél voi

t hat

re

Democratic Republic of the

Congo
Djibouti
Eritrea
Eswatini
Ethiopia
Gabon
Gambia
Ghana
Guinea
GuineaBissau
Kenya
Lesotho
Liberia

Libya
Madagascar
Malawi

Mali
Mauritania
Mauritius
Morocco
Mozambique*
Namibia
Niger
Rwanda
Sao Tomeé and Principe
Senegal
Seychelles
Sierra Leone
Somalia
South Africa
South Sudan
Sudan

Togo
Tunisia*
Uganda

United Republic of Tanzania

Zambia
Zimbabwe

Not ecountries
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wi t h

have

not
Asia-Pacific Group

Afghanistan
Bahrain
Bangladesh
Bhutan

Brunei Darussalam
Cambodia
Cyprus

Fiji

Iran

Iraq

Jordan
Kazakhstan
Kiribati
Kyrgyzstan
Lebanon
Maldives
Marshall Islands
Micronesia
Nauru

Oman

Palau

Papua New Guinea
Philippines
Samoa

Saudi Arabia
Solomon Islands
Syrian Arab Republic
Tajikistan
Timor-Leste
Tonga
Turkmenistan
Tuvalu
Uzbekistan
Vanuatu

Yemen

Eastern European Group
Albania

Bulgaria

Croatia

Czech Republic
Georgia

Hungary

Lithuania
Montenegro

North Macedonia
Republic of Moldova
Slovakia

Slovenia

asterisk

(")

submitted

reports

BBOIULRD 1T

Western EuropeanGroup

Andorra
Greece
Iceland
Israel
Malta*
Monaco
Portugal
San Marino

Latin American and Caribbean

Group

Antigua and Barbuda
Argentina

Bahamas

Barbados

Belize

Bolivia

Colombia

Costa Rica

Cuba

Dominica

Dominican Republic
Ecuador

El Salvador
Grenada

Guatemala

Guyana

Haiti

Honduras

Jamaica

Nicaragua

Panama*

Paraguay

Saint Kitts and Nevis
Saint Lucia
Suriname

Trinidad and Tobago
Uruguay

Venezuela

stat md!| pmenht ati onfoemattiten o

20-1043¢

n

P e

r


https://undocs.org/en/S/RES/2397(2017)

S/2020/84

20-10434

12MNot al |l reports contained substantive inform
repatriated workers, actions taken by Member St
States faced in complying 8%B8ometbh@mbdrepatriatior
States reported only on the revocation of work p
or stated that there were no nationals of the De

earning income because no work permits had bee
reesting clarification from Member States on the
of the Democratic Peopleds Republic of Korea may
wor k permit or wloirlke ngt wwalisyag iom iat ssoinmpl ement ¢
port, noted that no repatriation measures we
mai ning individual s, in line with applicable
AC. 4A/5202I0n t hesSi/TACr épo@2mM&/M0OAQR.1497/)20 2t0h/e3 0
ssian Federation and Viet Nam stated that it

patriation because of the border closure by t
rea in resplodnnse to COVI D

5ari ous countries took HEetgani aacd memde dF oirt se x
gislation to establish the | egal basis for ref
escribed by an inBSeACatdbhaaPlIohaE A atnido ni mpoese d

asurcdckededrdos aill egally working nationals of the

Kor8hAACs42/)2020/

03T —Fr XTIDWN~T T
-~ DO DN ODdC ~®®O

20

(0]
o

cer players in Europe

aly replied to the Panel etéh/a20 DWh/el 5lf t he t
32), Han Kwang Song, exited Iltaly in Jan
er player, Choe Son Hyok, was in Italy ow
Actcadrydi nMr .t oHan received approximately
rom Juventus Football Club from 2018 to
oe received approximately 020,000 gross pe
zuzna i | January 202 0G.suletsaloyf rleecigtadr actheal | enge
European®&dndopowanstiunder rdgmeat.i
atriation. Mr . HRwh avials itm a@Qatf &mr r e
20. AccoradmndDal aoi doxgmeand st, he utvreanrt 2
Mr . Han in January 2020. Alt hough the Panel
Handés transfer i mmedi ately after the announce
ncelled and Juventus <c¢l| ai muwhaihle. tAcacnosrfdeirn gf e e
t hyeedri veodtuhad¢t, i &l paying a total of a4, 310, |
om February to April 2020 he received 0270, 00C
Han is stild]l pl aying in Qat @r.ayfacorfditnhge t o
emocratic Peopl eds -DRuehpauibll.i cT hoef PKaonreela raeti teelr at ed
the relevant resolutions concerning the case.

V
L

r

r
ol
d

12®mak Kwang Ryong was |isted as a team member

Sportklub Niedeehstasrendhc&8tedPd®h the clubds wetk
(see annex 50). Austria replied to the Panel t ha
work contract with St. P°lten expired on 5 July 2

83

84

85

To address this issue, the Panel previously recommended
the reportiomdebnbiegatStan.es shared their working draft f
assistance notice to support the implementation of meas:
del i berations are confidential.

For exampl e, Singapore clarddligyd2@0d0tthleatameheir @ ar ¢ ecarenr
zero DPRK nat i etnearlns rheosliddienngc el opnegr mi t s (i .e. for stay, stu
I'n its implementation report 2pur7’su@ntlnt)o paragraph 17 of
(ST AC. 49/)2018/a80 | i sted decision 2018/ 293 of the Council
of the bases for the repatriation obligation.

39/211


https://undocs.org/en/S/AC.49/2020/15
https://undocs.org/en/S/AC.49/2020/21
https://undocs.org/en/S/AC.49/2020/30
https://undocs.org/en/S/AC.49/2020/12
https://undocs.org/en/S/AC.49/2020/20
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/AC.49/2018/60

S/2020/840

further fsdtuaet etdo tthiaet pG@\MleDni ¢ al | DPRK borders [ wer
it [was] currently not possible to travel to Nort
Austri a, submi tSt/eAdC. 4B B2 AP X222 elE were scrutini
repatriation procedures were initiated, with rel:¢
Medi cal workers in Africa and South America

128.ngol a replied t o t he Panel t hcaatr ei t had re

coopematahd repatriated doctors of the Democrat:i
and their $/@aand 2,0 /es® (as.e el 33) . Angola further repl
November 2019 and Febr u2a9r6y n2alt2i0o,n ailts hoafd trheep alternioac

Peopl ebébs Republic of Korea and established a new
129T.he Panel investigated agreements to invite me
Peopl eds Republic of Korea teoepEyufadom.t F@ePiPalmieh
provinci al government that three acapuncturists

a private company, but the contract was supposed

13Mozambique replied to thesBagaelkdthat PEBmbaldon
Provincial Hospital for medical cooperation, had
without governmentS/ 2020bpatati dB4) sedhe Governr
cl osed theimdtiewnd chi d ecmntract and repatriated
Moz ambi que, as of March 2020, 97 doctors of the

Korea worked in Mozambique, based on bilateral
medi cal exchange isewvwant predobiutiedndy Mbramei que
to cancel the exchange and reduce the number of

Over seas restaurants

13T.hail and reported that, in addition to revokir
of the DPemmoplabdbscRepublic of Kor ea, Afon 29 NovVe
authoritiessictosmdiurmsd pelc toinons of three Korean rest
il l egal wor ker s of t he Democratic Peopl ebds Rep
rest aliaAlantef them were arrested on charges of [
They were deported to the Democratic Peoplebs R
20190S/(A@ed49/)2020/ 20

1322 Member made t hef oPanel about the closure o
Il ndonesia. The Panel noted media reports on the
According to another media report, t he l ndones
i nvestigation intoedalygedteauwmmgaruts etdh bty itshealRleecgonr
General | Bdoeasia replied to the Panel that the r
133the Panel continued its investigation of restatl

Republic. As of Mawr2ah2o, oy ngfy atnlge Rreesstaur ant (
Pyngyang Restaurant) was registered as active on

40/211

The restaurant is collocated with an information
both of them wereamegobo$teéehedsameer ndheidual, Pak
Yuni | ). Medi a reported that this restaurant cont
|l ocated near the original |l ocati on. The suspect
l1Januvary 2020 wunderdiar edcitfodre.r elhhte nlaanee Readpl| eds D
Republic reported that al/l 28 nationals of the L
who had entered the Lao Peopledbs Democratic Repub
providing a |ist o6.the repatriated individual
8%Haemaji Res3/a2ur2an/td &rlsae e 141) .
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New contracts in 2019 and 2020

134ccording to a Me mber St at e, Kor ea Namgang
Corporation, subordinate to the Namgang Trading
the dispatch of workers of the, Demeciavotcvedopl e
in multiple construction projects in the Syrian
October 2019, a Syrian company requested count er
Republic of Korea to send more than f®0@0 | abour el
construction. One entity of the Democratic Peopl
be involved in this case is Korea Haeyang I ndust
has not received a reply from the Syrian Arab Re
135%According tSa aa eMe Stheernyang Kumj e #Hot el Managen
hired 40 nationals of the Democratic Peoplebs Re
and the workers could stildl be earning income i
t he empl oyment of teka Wogokegnonangi Fedlhmrolfokgoyr Gene
Corporationo, which is probably subordinate to t
t he Democratic Peopleds Republic of Korea and mi

Panel has not received %8 reply from Shenyang Kun

136Accordi
Lt 8®hored

ng to a Member Stat e, AfiDandong Mancho
29
2020 and 19
oy
n

nationals of the Democratic Peopl e
in August 2019. The counterpart of

2

0
of Kor ea menhe oémphe workers was fAKorea 51 Tr
y

this compa mi ght be using a different name. D e
materi al in October 2019 from the Democratic Peo
has not receiveadn@g Mamptclybddp@p.m Dand

137According to a Member State, Jianfgsu Honggquan
established a contract with the Democratic Peopl
bet ween September and December 2019, the travel
Democratic Peopleds Republic of Korea to China
bet weersewontfi tCthi na and the Democratic Peopl ebs
Me mber State that provided this information con:
| abourers entered Chi mae cteanbernr g &2¢el 9i m swaosrt ku diem t mi ¢
a cultural excechraynde keednd wearid | working in China i
including that company. The Member State furthe,]
Tangun Trading Corporation (KPe. 008) had arran.
wor ker s; however, a fPKiufriyemegmtangame adsmgh Cas por a
mi ght have been used. The Panel has not received

Visa categories

138.he Panel requested information on the statist
Ministry of InhherRatsiAdhaFedeoné&ation indicating t
the Democratic Peopleds Repubtiry 6br Kbheapwepesp

% Name in Chinese: . Address: Shenyang Economic and Tec

Devel opment Zone, Shenyang city, Liaoning Province, Chi i

8Two experts are ionff otrhnea tviioenw itnh atthitshepar agraph and the tw

paragraphs can be further corroborated.

®Name in Chinese: . AddrlelsslJii nhua Road, Zhenxing District
Dandong city, Liaoning Province, China.

®“Name in Chinese: . Addraes Taiping South Road, Qinhua
District, Nanjing city, Jiangsu Province, China.
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ee annex 54). To the Panel
e i n t hde earnrnoerxs ccoonntcaeirnnei n g
t

o} enquiry t he R
n t
he necessary corrections h
w
h

S )
ationality and t
ad been made to
I website, which now shows that no one en
Democr at i ce pPuebolpilce 6csf RKorea in the first quarter
Awor ko. The Russian Federation further stated: f
6s Republic of Korea had work permits vali
now pr esenitt oirny tohfe ttheer rRussi an Federation without

its or appropriate employment contracts). The
by the restrictions imposed by Pyongyang on trar
account oafvitrhues cpoarnodne mi co0 (see annex 55).

139r,he Panel requested information from the Unite
d concerning the possibility of
earni nghiitreaddo ikd nvghdiolme arse ssit duidregn
ory, which was not covered in
t there are two nationals of
dying imethieerUnd twids Ki anagtdeogngrr
d to work only for | imited h
h Afafter taking into account expenditu
oyment restricti ontshe hfastw alr RR K tnt aatcihocenda It so
y studying in the UK are unlikely to b
o}
e
S

—

e

]
— = o 00K ® c
‘_"C:TCD(D('D('DSDQ.ﬁU:T
O s5®> 3 Q5> o - @

re, to help to prevent the abuse of stu
d Kingdom in order te wegki aed ®arn i
tudents holding a Tier 4 visa.

5O T T 0O QS < S

Recommendati ons

14 Member St ates shoul d continue to exercise v

42/211

categories of visa applications by nationals of
of Kor ea, and to exercise vigilance throughout
prevent t he cfi rtchuenveatgubnement to repatriate n
Democratic Peopledbs Republic of Korea earning i
141As current | egal and administrative framewor
Member States to i mplement the HbBEéegati ons purs
Counci | re3d»d uf{ 2adh7ze) Panel recommends that, i f
applicabl e, Me mber States should take the nece:s
amendment dfe ge wil attiimogy or the adoption of new |
the i mplementation of these obligations.

14Noting that in par agedpilth8l &Sje crues alyutGooumc i |
required Me niboe rs uStnai tte sf i nal reports by Mar c h 2
reiterates i ts recommendati on that Me mber St a
reports pursuant to the requirement in that p a
Member State to include subshaative Freportmati on
“According to the official statistics, a total of 1,596 \
Democratic Peopleds Republic @f02Kor 83 Ol6&t weaem ohamhsamny ari
Democratic Peoplebdbs Republic of Korea were present for t
present for the purpose of study. I'n the revised data, t
nationals of the Duebmoiccr aotfi cK oPreeoap Isetbasy iRnegp f or wor k i s bl a

20-1043¢
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5

the basis of information provided by Membe
the Panel 6sssomwvestmagtaei oals, amhle opame | as
Democratic Peopmlomdds nRieepsu iloi acafeskoriema ernati o
through joint ventures, of fshore accoun
a assets (for exampl e, cryptocurrencies)
ts and ongoing i nweasttiicg aPteiogr s 6ssh dRve ptuhbd ti cD eorfi

d entities and indivi dusailzse d obnani knsu ei nt oE ausste
Skoaustth Asi a, whi provide broader access to
nk% Tilgi s i ssue is urther actcenspoiumaceaqubayt e Mg mb ¢
dressing their do tic corporate registrat.i
s
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C

mocratic Peopl eb ublic of Korea to continu
|l es make compliance and
s

ructures. Such | f
at financi al institutio

[
h
f
m
R
p
ocesses and proc u

es
ep
opho
dur e
nctions evasion through cyber means

AAccording to sever al Membeur ¢cSd at epopr tass, wteH d
mocratic Peopl ebds Republictoél Kassat coatvhoaes
oviders (for exampl e, cryptocurrency exchange
r the purpose of evading Uni ted Nati ons sanc!
cline in reporting on cyber daitet Pakelagainmott f i n
sess whether this | ack of reporting is the re
ability of Me mber States and financi al instit
tacks to the Democratic Peopleds Republic of K

.ne Me Bbat e reported that attacks against Vi
uses have produced more illicit proceeds than

os e informati on technol ogy infrastructure i s
berintrusioaohi niieks Panaekseaes that virtual asset
rtual assets wild.l continue to remain lucratiywv
public of Korea to generate revet®ue, as wel | a

2020 ,PelbegpmedrsatRiepubl ic of Korea cyberact
ing multiple forms of virtual asset s, to
tive cAocor(diianigt codo nsaodo)Member Stat e, t he
6s RepublicaofjeKaser asammgreca dyi ccray dtyodurrenci
er to provide additional |l ayers of securit

A.n its 2019 and 2020 final reports, the Pane
chniqgues that the Democratic Peoplebs Republ i

92

93

94

overview of regional concerns from the financi al
e Wal ker, ARoy aAs Und it @tdi Bre r eMio a@esa dl nndsetrd id nugt ret i
liifsetrsa tpiroonl fi nance shtvegpo// 208D. oAgaPF&Sbhlreeg2020
ing to one r ebpaosretd bcyy bae rlbneictuerdi tSyt aftiersm, the Democra
l'ic of KorMandre minmirr@sa&dtivisty at | east tenfold si
s mining of bitcoin over the same period). Moner o i
s additeomahceadopymitiogol s and doesi glot necessarily
rmanc computers in order to mine. See I nsikt Grou
net a a tool for rogue regi meso, 9 February 2020,
i S t
a t

n
n
a
d

e
s

er ihe s psAv digloabrleec oatdedf £2t020020 ¢.opnd hubf s/ repor
re advertisednaswsnakctrgphatctuvesgsncoemor éi wel bi
bo
a

—n un

S <
-

i s
n C !
| ughpraodssoTdeabemoweati c Peopl eds Republic

e ded in several altcoins, including Flowchain,
d Tet her. Ri pple and Tether are also known as 7

a
nderl ying asset).
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cryptocurrency, incledhdigngesophgsbipeatedossci als
mal warocei tesSp(l1z@e9/ Ada&rlialsl.5, BEG2@2,0/ A&rlials8.2)1L79

One outstanding question, which the Panel is co
Dentor ati ¢c Peoplebs Republic of Korea then | aund:¢
currency.

148A.ccording t o i nformati on obtained by t he Pai
contained within a Member Stateods recent l egal p
Republ of Korea exploited |l oosely regulated net"
providers and fdAover the countero bro erlng ser \
obtained virtual assets into a fiat currency (se
sevedalerwbil ities within the global financial sy
including virtual asset service providers with
protocol s, the | ack of regulation in some Memb
brokeri msfamertvieel ack of transparency in cryptoc
conversions within financi al institutions.
149rhe Panel notes Member Statesd obligations und
resolutions to freeze assaertes,ownnecd udri ngo ntirrdluladc
directly or indirectly, by entities of the Gov¢
Republic of Korea or the Workersdé Party of Korea
on their behalf %®%or at their direction.

Use of tjurienst avnedh over seas information technology
150ccording to several Me mber States, t he Demo
Korea continued to use joint ventures and/ or <coo
workers, to generiatt® prolinlniet edd pu@eemoammes and a
parasll30&6Mld3 A 22bove).

1510nt he basis of i nformation provsioduerdceby sever a
reporting and documents obtained by the Panel , t
Trading Corporationo is -reelgatged a ot isvanciteisonfsore
pur poses 0§ gewemnaé¢i t hat supports t he prohi bit
Democratic Peoplebs Republic of Korea (see anne
Corporation i-bsa s dPymntgyangt hat facilitates the
equi pment and techmalsggysuicrh vaar inoiunsi nsgecand hydr o
exchange for offering technical l abour or wor k i
as the xport of North Korean food products and
according to a MembéouStdateatTlhoe Banékaalktsone oc
Korea Narae Trading Corporation used financi al é
t h

e Korea Friendship Association.

44211

Overseas bank representatives and diplomatic per
152ZT.he Panel contaneexveéonseansvebank representat.
Democratic Peopleds Republic of Korea.
%SQOverheount er brokers help to provide liquidity in crypto
and sell ers.
®Virtual assets are not specifica22%0 af20b@whiteld i n par ac
the Security Council affirmed that fieconomic resourceso,
resollu7tli8on, 20 @) udes assets oifbleeeadry ikntnangiwlhleda hemowv amlige
i mmovabl e, actual or potential, which potentially may b«
such as vessels (including maritime vessels), and conse(
ability to control virtual assets
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53the Panel encourages Member States to i mplem
ask Force standards, with special attention gi
0 manage and mitigate the risks emerging from
nsur e t hat vvirtealprageiseeér ssearenonegul ated for
aunder i ng -taenrdr ocroiusntt efri nancing purposes, and | i
nd subject to effective systems for monitoring
el evant measures call adTaokr Foommendanbhonsal Act

54 .he Panel continues t o recommend t hat Me mber
paque corporate egistration rul es nd regul at
t S f t

r r a
0O ent.i i e he Democratic Peoplebs Republic

r
(o)

Unintended i mpact of sanctions

9.n paragraph 283987 (28hepsSekutrioy Council rea
at United Nati ons sanctions ar e not i ntendeoc
nseengcue s f or the civilian popul ation of the De
rea or to affect negatively or restrict those

d cooperation, food aid and humanitarian assi s
| evanesol uti ons, and stressed t he pri mary r e
mocratic Peopleds Republic of Korea to fully |
s peopl e.

b

S the Panel has previously noted, it is diffi
from other factor s, including wunilater
nomic and political factor s, but there c
S have had uni ntended effects on t he

n e Wwhe Democratic Pe’oAdadidotsi oReapl ul byl,i c of
g
e

t o a Me mber St at e, t he Democratic l
nt policyehackddwrpamkepsunéBesponse to |
|l ow capabilihagvdolrithetaHd he pore@my eidmeas sw
one do not appear to haveo.
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not esgotvleatn meavt @ad alorgami zati ons hav
ed Nations sanctions affecting the ci
s how sanctions analyt drualt hrees cwrncsd g a(i fnc
ransportation, machinery and product i
a resources for food i mports, |l eadi n
, decreasing food securi tde). byhitshee fpfoelcitt iical |
iorities of t he Democratic Peopl eds Republ i c
ccessibilityo through the redirection of neede

- o

8According to some assessments, sector al sanct.i
d ecemomiegquences for those employed in those
cotfide extent of this effect, however, is |l arge
mpil ation of economic data and the fiscal and
mocr atds Reppbkic of Korea may al so have a sig
S0 a concern about | ost wages for repatriated
ve been aff-&é&teedldatbeyd QQ@QMlrant i ne measures.
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“For the Panel 6s moSt2020kshd&dtr.epWwirting see
®Special Rapporteur on the situation o

f human rights in t

Kor ea, medi a statemaert 2h0tG&&mnse:v/a//wswew.uolh,c h9r .Jor g/ EN/ News Even
Pages/ Di spl ayNews. aspx?Newsl| D=25929&Langl D=E
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15COVI-IDx el at ed measur esof afefsescetnetdi ail mpgoorotdss and
operations of humanitarian organizations (see an

160rhe concern of fi nanesieaclt oirn setnittiutiieosn so vaenrd cpormipv
with sanctions regimes continuedfootaffect huma

restore the banking channel for United Nations
Democratic Peopleds Republic of Korea and provid
financing continued with marginal progress owin

suply chain operations and also creating risky si
l16Despite chall enges -1a9% sdowriiange dt wiist hp e&rGVoldD, t he

Counci l Commi ttee establlivdBe dh2gdad6auaalt ert ot ed s ol
the exemption proekbasefiohu@@vi Dari an assistance
day dencaksiimgh procedur e. Al s o, on an exceptional
granted exemptions f otrhd osntgaenrd aridnes if x ammoenst, h sf rtoom |
year . I n order to asd4®sont haumampaatr i ah COYaADiI z
operating within the Democratic Peoplebds Republi
organizations, including Uniittzati dlasi oamasd huma
no.governmental organizations, and awaits replies

Recommendati ons

162TTlhe Committee should continue its efforts for
stabl e banking channel for humanitarian activit
for bank transfers.

163rthe Panel notes the usefulness of bi annual br
Nations entities on the unintended i mpact of sa

and on their operations within the Democratic F
recommends that the Committee continue this pra

1644.he Panel recommenysCobhmaci t heoiseicnuée to addr e
and processes that affect the mitigation of t h

sanctions on the <civilian popul ation of t he De
Korea and on humanitarian aidlepepopuiabns onho ben
of the Democratic Peoplebs Republic of Korea an
the Cawl pbandemic.

165.he Committee should continue to streamline t
for applying for exemptions Asdgiest dhee totmsc ®f |
No. 7, as well as updating the | mplementation As
National I mpl ementation reports
Status of Me mber State reporting on the i mpl eme

166As at 31 July 2020, 61 Member States had submit
of paragraph239Q»0,1 7806 oMaumhheorn St ates had submitted
i mpl ementation of pa2a9rapRO®B7)Members&tatiesn had
submitted reports on t h2e375mp(l22mkhMambhen Stfatres ol
had submitted reports on 2t3h7el i(ngpd EHMeMe mbemon of r
States had submitted report®23@nd fam&lilpdpsl ement at i
Member States had submitted r ep202r7tOs (02n0 1t6hye i mp |l er

Recommendati ons

16 For a consolidated | i st of recommendati ons, S ¢
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Annex 1:-19COVWVlelmhocratic Peoplebdbs Republic of

The reporting periodehgencei ofcl 9 ema rada&/rhiDct.h eT heem C
Peopl ebs Republic of Korea responded rapidly wit
and from China and Russia were suspended in | ate
9Mar c h) . Passenger rai.l services to China and Ru
was @droodsr road transportation. Maritime deliver
continued Mariti me c arotcaiandrc <SPreioprhermdtss Rte@ utbh e c |
suspended from | ate January, resuming in | ate M
shi pments of coal , al so |l argely suspended for ov
por matoifogoods and commodities has resumed by roa
at -@OWwWIl1I»® | evels. The Rajin to Khasan rail frei gh
i ng humanitarian ai d s hiepmad mt ss,ubgrercitv itrog sipre cti had
the restricted entry of hauliers and crews, ther
into or out of the country. Di pl omagtoive rmime it ah s
gamati ons are unable to bring in staff
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AnneXoBgbnuarn ecanmp | e x

il ding, ur ani um enri ch

f a u
. 84" 8. 94" E / ur ani um enr
84"

Reprocessing Plant

Fuel Fabrication Building
Uranium Enrichment Workshop

SourPtaneaetfsSkyCoat e4upP920)
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(2) Yongbyonnu c | e a o]
(39A47' 44. 53" N 1

SourPtaneaetfsSkyCoat 28u2é& 20)
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Annex3:Ur ani um mi nec akned preddwom i on pl ant in Pyon
126A25'"58.12"E [/ plant)

(1) Overview

SourPtarnatf SkyCoatl ect , 14 April 2020)
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2 Yel lcavke producPiyongphant in

Source PlanetLabs(Skysat collect, 14 April 2020)
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Annex4:Pung-g nec | easstt e

(1Pprtals and main administrative area (41A16'40.
area)

North Portal

West Portal

Main Administrative
Support Area

SourPtaneth (Skysat Scene, 1 June 2020)
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(2) P urnig gTyees t Site: Command Center (41A22'67.96"N

Command Center

Sourkcleane(t Skyadvat Coll ect , 2 April 2020)
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Annex 5:

Suspected

ur ani um entr

chment

Sourckl anet

54/211

Labs

(Skysat

Scene, 15 March 2020)
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Figufie ©®Operation training from 28 February to 2

SourRkleahabs. 23 Feb. 20
Rodong Sinmun 2 March 2

e Ajoint stri ke military dManddhlso2@a0ratdaoluocd
om Wonsan could have been a demonstration of

ordinate different types of artillery fire pow
ntributedt hteo tiamptriocvailngmi ssi |l e system. The artil
19. 66"N 127A36'26.85"E; SE: 39A 8' 3625 IT'ENL 1warsA
obably |l ocated inland a few kilometers from th

0, 02 22 19 UTC; 5 Mar . 2020,
2
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Figuee Ballistic missile launches in March 2020
[ Launch of ballistic missile
Date Provocation Location Type of missile* Flying distance etc.
03.02.20 |Launched two ballistic missiles Near Wonsan Short Range Ballistic Missile Approx. 240km
03.09.20 |Launched two ballistic missiles Near Sondok Short Range Ballistic Missile Approx. 200km at maximum
03.21.20 |Launched two ballistic missiles Near Soncheon Short Range Ballistic Missile Approx. 400km
03.29.20 |Launched two ballistic missiles Near Wonsan Short Range Ballistic Missile Approx. 250km
Source:Member State
FiguBe Ballistic missildg?2)aunches i n March 2020
02/03 | KN-25 | SRBM | Wonsan | 35km | 240 km
09/03 | KN-25 | SRBM | Sondok | 50km | 200 km
21/03 | KN-24 | SRBM | Pyongan | 50 km | 410 km
29/03 | KN-25 | SRBM | Wonsan | 30km | 230 km
SourMeember State
Fi gu-de DPRK missi Mar iQ#®ROc (€8s i n
DPRK missile launches in 2020
Tyvpe Apogee Flight
Year | # Date Launch Location (as announced by the | Rads. aprix Distance
DPRK) (8PPTOX.) | approx.)
1 | Mar2 wo _I":angwou multiple-launch rocket 2 35km 240km
Province
> | Mar o Seondeok, Sm_Jlth fmntlinellonglrange 5 s0km 200km
2020 Hamgyong Province artillery
o Suncheon, North tactical .
3 | Mar.21 Pyongan Province guided weapon 2 S0km 410km
4 | Mar. 20| Wonsan, Kangwon super large 2 30km | 230km
Province multiple rocket
Total 4 launches 8
SourMeember St ate
'!The missile landing |l ocations are off the DPRKOs ea
21 b.i d
51 b.i d
58/211 20-1043¢
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Annex 8: Activity nabsoburtshhe g yatr dtblse sSicnpe boat
2020

Af ter -uupheofsea contdi7ner | (0aargouwmdd lad ound 2.5 m wi |
Pukkulkisoonnrg PulBRuksnonvpjay 2020 an e abrregheirescraseenorusupport b o
vehicles are currently visible on the site.

Moreover, the third submersible barge detected and described by a Member State during the 2 October

2019 test (se&/2020/51, annex 58.7) has not been visible since that test. It was different from the two
currently observed at Sinpo and Nampo.

20-10434 59211
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FigufL&i &@8po south shipyard ac lcoosnet ation etrh eh asse cbuereen bvai
2020 nearatmestambpyhe same | ocation (40A 1'33.7
detected on 23 September 2019

container
has
remained
static in June
and early
July and
2020

The container
flongth aound 17
m) fiest detected
on 27 May 2000

Sour c BlLaanbest. 22 Jun. 2,0 240 ,J uOn4. 5230 2000, WTIC 54 20 UTC; 5 Ju
May 2020, 02 06 514 WBRC;341 UMaCy 2020, 0
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Annex 9: Ballistic missile bases activity
The six ballistic missile baepsesratifemnalkdwittohbedn
in progress, focusing on:

-l ncreasing the underground storage capacity;

-l ncreasi ng atphaec i etyoruaagler sheds or bunker s;

-l ncreasing the number of support facilities or t
An effort i s made at some sites to enhance the
recently built infrastructures

FigufL&i @ao mi ©©9A38'ig.5 125A21' 19. 71" E)

~ | Two of the underground
gallery entrances with
#| protective berms in front
i 39°37'41.26"N
: 125°22'0.63"E

Source: Google Earth Feb 6,
2019

Sou:rPcIeanetLabs. 8 Jul . 2020, 02 05 07 UTC
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Fi guk¥&e®d8negljoenag mi ssi | ewhloassee caomtfiivinteyd unde
|l ocated al ongs 1tAnle9 'tA 1A THAB" TN DadbIBAIEI' 36. 94" N

One of the underground

gallery entrances with
| protective berms in front
41°19°36.67"N 127° 5'47.40"E

L8 3 - T
. 4 sP, ~
b — A .‘~ \'. ol

SourPcleanet Labs. 27 Mar . 2020, 05 04 59 UTC

62/211 20-1043¢
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2addi 9Bt N 21.26A54'38.16"E
aci |l ity A081LA/241VSex. 34" N 12

c o
S5~
Q &

B
- B

Al .

New underground gallery entrances
41°21'56.37"N 26°55'41.91"E

- -

SourPcleanet Labs. 29 Maiy2 62 ONa2r0., 022021 2 753 7UUTCC
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A& Kudnc hroin mi ssi |l e
e underground gal
A57' BlR2.72A8"6N 23 . 58" E

»

oper(a3t8iAnbg7 ' ba2s. e4 8a'cNt i1v2i7tAy3 5' 11
l ery entr-aBABE' B6eS5bobdiatadA

One of the underground gallery

entrances with protective berms in
front 38°57'56.59"N 127°36'6.52"E

Source: Google Earth May 3, 2018

SourPcleanet Labs. 22 Jun. 2020, 01 50 30 UTC
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i gurke:S®kkanmol mi ssil e opefR8ANG 1Pbage6e" NactlgiA
he wunderground ga ery entrances-3hAxh 4a2r. 0 41" dc
487t @ 8A34' 14. 31 1264 7rdeat o' &Ebl e because of

=
T
6

One of the underground
gallery entrances with
protective berms in front
38°34'24.22"N 126° 6'53.87"E

SourPcleanet Labs. 13 Jun. 2020, 02 02 31 UTC
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Fi gu#6:eSafhrgaram Mi ssile aperawddtA§FObaAs£L6" N 128A32' 47
firmed underground gal l ery entranc4eGA4®dr 35 ¢ 'anN
128A33" 1450 M419'"'E3 8. 57" N-4Q8A4A81342227'0N-E102A84/3 34'39 .9302'"N
128A33 berm

"W, A9 'eE identifi aohl et hirec puwod ecti ve

Several underground gallery
entrances with protective
berms along the valley

¥ 40°49'38.57"N 128°33'12.70"E

‘. Google Oct 3, 2018

Sourckl anet Labs. 8 Jul . 2020, 01 53 59 UTC
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Annex 10: Sanum Dong scientific and ballisti
Fi gurleGelnOer al view of Sanum Dong scienti.fic and &
Near the Sanum DSOA Br du 2" dNn Ispielkld &(i Cc. lalc"tB)v i t i €
from January to June 2020. Given a poTemgisailtee(:
9'11.05"N 125A47'52.10hE)Yx heoeatfedtBekmonmemehteas
roads of the storage area from March 2019 to Jun

R
"“ “# Ippul-Tong [
storage site |
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Fi gur2eSalnbum Dong production hal/l (1)

Between 5 add2@f6 UOenckrgnd ot her vehicle activity
the movement of a container (color bl ue, |l ength
bet ween 3 and 5 January, removedrgnabd daenhuaiy, vr
b 19 Januar

etween 17 and

Sourkleanet Labs. 5 Jan. 2020, 05 19 06 UTC; 16 Jan. 20

ur3Salmum Dong production hal/l (2)
ew canopy l ength around 5Q02BAWH
ween 29 Febrwuary and 5 March 202
red before being moved.

6B. asbEnhdwés

( d
b O probably to

Sourkleanet Labs. 5 Mar . 2020, 02 13 30 UTC
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, on the 18 Apr 20
g on the ring (39A
we rteh emosvtemreang es  aorf «

Sourkcleanet Labs. 18 Apr. 2020, 05 08 31 UTC
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AnnexDeéevel opments at the Pyongsong March 16 f

The transformation of the site c oenetni ndueetse catnedd twhiet
arced traces from tires possibly | eft by a Tr ans
where thel5Hwaassomg sembl ed in 2017 before the | CBM
could correspgndEtLto mobwvaeaentlsefiin Bugust 2018, and
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Fi gurleThlel surroundings of the new adjacent buil di
(see area 1); the renovation of the weseéeamedu).
The activity of big trarackd itd rekettgatced Hesrmaeu sae ev
the building

wih%e rvea s haes sHevmalsloendy i n 2017.

8 19 Dec 2019

ourkcleanet Labs. 16 Jun. 2020, 05 16 00 UTC; Pl anet Lal
020; Google Earth. 11 Apr. 2020; Pl anet Labs. 19 Dec.
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AnnexNdw :facilities | ocated 2 km souttihowvreslt of
Airplo¥a2A10'50.56"N 125A39'50.01"E)

Fi gurlee 1&ener al overview of the possible BM suppoc

"

Pd

by

Possible new BM support
facility

Sourkcleanet Labs. 11 Jun. 2020, 02 27 08 UTC

72211 20-1043¢



S/2020/84

on of the possible2BWM8stppa@nBt Juaei
2

F2e: 1B2v o |
10"50.56" 5A39'50.01"E

Tallest building {High-bay) : \~‘ Stabilization of future : Construction of a Railway |
roof in construction o N 1 railroad track soil | . boarding platform ‘
N\ | 5 »

>C
z C

N

Roofed Railway Roofed Railway boarding
boarding platform platform completed

Jun 28, 2020

SourPcleaanet Labs. 4 May2220J1u8n . 0210 1580,5%@Dp .bTXQIA B, UTN@pbHES5 04
2019, 02 30 52 UTC; 8 1Q\cotv.. 22001199,, 20415wW&03. R2Z208JTES4; 02T AQ; 11
Jun. 2020, 02 27 08 UTC; 28 Jun. 2020, 02 04 39 UTC
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Fi gur3e: 1Qomparwekhowntballistic missile facilitie
The infrastructure and buildingdagintpertacuivay,
tered station and the network of wide stabilizecd
training facility or to a BM assembly facility b
other BM facilitPiyosiggswhkladr ak 16tfactd(fhi gl.0Sdoihaoet i v
( Tongerhia)ngsatellite( frioghkRitth @ @ unatht(h i sge)Smybad@rmd Do n g
scientific and ball i st(ifd gii <Isdinlgeh arhees esaartcehlslicitoteep | re
(fi e.)J,dchon (-MupyMmgb6(5f ifA.rtloX gese infrastructure
the assembly of | arge BM and rockets.

Covered rail terminal for receiving railcars to load or The infrastructure is large

unload, out of sight, the BM components among other items enough for assembly and / or
movement of large BMs with
their weapon systems
including TELs. In particular,
the High-Bay section could
accommodate a gantry for
implementation testing of
such systems

Thanks to the DPRK railway
network the facility is
connected to the other BM
sites and bases which are
interconnected by rail (see
$/2019/691)

The underground gallery nearby offers large-scale

safe storage. The roads are wide enough to allow the
circulation of large and long trucks.

Sourkleanet Labs. 11 Jun. 2020, 02 27 08 UTC
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et ween tlhee bsatlrlucstturce nofs-gi-hlee psous
il e support f atche i Rwo n(g3s90Anlg0 6Madr
es5glLl ast N 13B5ABQR/ 1dDAar7sb."IE98 4drsck ea

Fi gurdeColm@pari son
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b
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factory aut 6 ORAILB

High-Bay ("), and possible
flow pattern for carriage of
BM system components .o
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Fi gurbseCol@pari son between the structure of -$ihle pos
[ i ballistic missile support f aacti Bohtepe (I&APOHLEO
satellite | aunchhei rhg rg rzoownniadanlg p(GcQoAngsanQBB\IIBG"E)
covered rai.l ter mi nal (39840028 / B8Brids .1PHA42n @919
62)

Sohae covered rail terminal (39°40°18.83"N 124°42'29.08"E) and
the horizontal processing building (39°40'9.79"°N 124°42'25 96"E)

| Sohae satellite launching Station
(39°39'36.22"N 124°42'19.27"E)

Sohae vertical engine test stand
(39°39'11.32"N 124°42'51.30"E)

The covered rail platform (left) and the horizontal
processing building (right) and possible pattern to
carry BM system components

Sourkcleanet Labs. 16 Jun. 208y 26206 0D UTC5F1ETC)(rigtl
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Sinpo south shipyard,

covered rail terminal
(40° 1'49.76"N 128° 9'49.32"E)

Sinpo Shipyard Secure boat
basin infrastructure
(40° 1'31.98"N 128° 9'56.67"E)

The covered rail platform (rail "> )
possible pattem to carry SLBM system
components .

Sourkleanet Labs. 2 Jul . 2020, 02 56 14174 WTa;. 1260 2J0u,n .0 52 0O
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Figur7fe Cbfmpari son between structures of the-lpossi
ballistic missileb5BuppoNt 1288430068 )FEdRALIDOdgatc
and ballistic missitlhe rSeasiaar O ngo pploadxicti on hall

R —
s mrvenagy
i I X TR TR v
H

. Sl Construction of the
Sanum Dong Production
Hall from 2011 to 2014
revealed a high bay and
its specific foundation ()
and a possible circulation
pattern in the area
(39°8'30.32"N
125°46'0.11"E)

SourcGoogle Eartih. D28.iQ@0JI32i02162 0Ic4 . 20176 Puane202@apso
00 UTC-Xurefa,) 2020, 05 00 22 UTC (right)
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FigurBeCadm@pari son between structures of the-lpossi:
ballistic missile support faciliﬁqn i 3O AAHWHBEI0I 516
l aunch hei tHoeri zont al processing bU|Iding (40A51" 2
processing building 40A51"' 3. 12"N 129A40'1.92"E)

vertical engine test

Unfinished New
launch Pad

/

Possible unfinished horizontal processing building

Sourkleanet Labs. 29 May 2020, 04 46 5@c &JWtCr  tlogpft;) ;1629
04 46 58 UTC Glowegrter eEarritchht )2;2 Jun. 2013 (bottom |l eft);
2 Apr. 2020, 05 01 16 UTC (bottom right)
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Fi gur%Cdmi@pari son between structure of the possib
ballistic missile support faciltihlegnc -8 P A anoi 9 No. 56
65 fathergputhern building (40ARBGed2i 77t Ne L12ZER26
the various underground galleries |l ocated along
126 A25" 35. 5e9a'sEt) (t400 Mo&'tch. 43" N 1264AM@A's21.e3Q"eld) 0 nA z
from dHyamaermch pad (40A36' 40. 2S/"2ND 1192 A5/ 2AD.TB8Y "1H)1
par a 9, 1SV A7 2D d 3; 7

)| The facility has a building
similar to the TEL
conversion facility below, it
incorporates a roof
superstructure (0) whose
shape is a semi-arc to allow
the erection of the TEL
launching table.
(40°38'44.29"N
126°25'57.86"E)

Around 20 protective
berms and the entrances
0 the underground
galleries

TEL conversion facility
which incorporates a roof
superstructure (0), whose
shape is a semi-arc to
aliow the erection of the
TEL launch table

Sourkcleaanet Labs. 14 Apr. 2020, 02 20 07 UTC; Googl e Ear
07 UTC,; Googl e Earth, 31 Aug. 2018
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Fi gurleOTh @ main facility compostehldr omdgiB b witledicroga eic
to a nearby | arge underground facility which <cou
component s

Camouflaged
west entrance
40 m wide

Camouflaged
east entrance
40 m wide

e
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Fi gurlelThByong¥aman international Ai rpsedd hfaosr atlhre
progr amme. It was used on 29 August (39A15'40. 9
a | aunch test site-l1Po(SsrWe 9/ BAFMaHWa&gZ4dhg

Concrete launch pad (39°15'40.96"N
125°40'32.79"E) used for the 25 August
2017 IRBM Hwasong-12 launch (see
§/2019/171 Annex 84)

Possible new BM Missile support Facility
(aka Sil-li Ballistic Missile Support Facility)

Sourkcleanet Labs. 4 Jun. 2020, 05 12 47 UTC
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Annex l1Sahdaenhe( Tangchsaangel| | ite | aunching groun

i gurleThHe& upgrading of -tihe Sahalgl ffeenmab ehalkri mctont
he renovation of the roads and pathways around
020 S(®e,0/daédrla. 198 and annex 62)

Sohae covered rail terminal
(39°40'18.83"N 124°42'29.08"E) and
the horizontal processing building
(39°40'9.79°N 124°42'25.96"E)

Roads renovation,
27 March 2020

| Renovated
M Roads
4 June 2020

Sohae sateliite launching Station
(35°39'36.22"N 124°42'19.27"€) Roads not yet
. renovated on
Sohae vertical engine test stand
(39°39°11.32°N 124°42'51.30E)

2 March 2020
Sourkcleanet Labs. 4 Jun. 2020, 02 30 29 UTC, 27 Mar . 20
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Annexl Mtdangi bl e transfer of technology (I TT)

The Panel has identified a risk that DPRK resear
joadneditorial t eams mi ght be a channel for
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AnnexMdmbmher Statesod | etter and report to the

Breach

of the UNSCR 2397 Refined

July 24, 2020
Dear Ambassador Heusgen,

On behalf of the Republic of Albamia, Australia. Austria, Belgmum_ the Republic
of Bulgara, Canada. Chile, the Republic of Croatia, the Republic of Cyprus, the Czech
Republic, Denmark, Dominican Republic, Estonia, Fmnland, France, the Federal
Republic of Germany, Greece, Honduras, Hungary, Iceland. Israel, Italy, Japan. the
Republic of Latvia, the Republic of Liberia, Lithuamia, Luxembourg, the Republic of
Malta, the Republic of the Marshall Islands, the Federated States of Micronesia, the
Kimgdom of the Netherlands, New Zealand, Norway, the Republic of Palau. Peru, the
Republic of Poland, the Republic of Korea. the Slovak Republic, the Republic of
Slovema, Spain, Ukrame, the United States, and the United Kmgdom. we have the
honor to submit to the 1718 Committee a request for the Committee Secretary to take
the actions described in operative paragraph 5 of resolution 2397 because the aggregate
amount of refined petrolenm products sold, supplied. or transferred to the DPRK
2020 has breached the annual cap of 300,000 barrels. Attached, please find a report,
sponsored by the above Member States, detailing observations of illicit North Korean
refined petroleum imports. None of these imports were reported to the 1718 Committee.
When these observed illicit refined petroleum imports are combined with imports that
have been reported to the 1718 Commuttee, the aggregate amount of refined petroleum
imported mto the DPREK 1s 1n excess of the 500,000 barrel refined petroleum cap set in
UN Secunty Council resolution 2397, In total, we have documented 36 shipments
between January 1, 2020 and May 30, 2020. For 20 of these 56 cases, we are presenting
imagery as evidence. Just these 20 cases when combined with the amounts already
reported to the 1718 Committee. exceed the 500,000 refined petroleum cap set in UN
Security Council resolution 2397

Specifically. we request the following actions be taken:

=  We request the 1718 Commuttee Secretary issue a public note verbale to all UN
Member States that the aggregate amount of refined petroleum products sold.
supplied, or transferred to the DPRK in 2020 has exceeded the cap set by the
Security Council and inform Member States that they must immediately cease
selling, supplying, or transferring refined petrolevm products to the DPRK for the
remainder of the year.

= We request the Chair to 1ssue a Committee press release to mform the general
public of this information.

= We further request this note verbale and press release mnclude a call for all
Member States to immediately exercise enhanced wigilance regarding the
DPRK attempting to procure additional refined petroleum products and to
prevent illicit ship-to-ship transfers of refined petroleum products to vessels
owned, controlled, or acting on behalf of or working in cooperation with the
DPRE.

Petrol eum C:
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* We further request the 1718 Commuittee Secretary update the website to include
the illicit refined petroleum imports in our report and show that the aggregate
amount of refined petroleum products sold. supplied, or transferred to the
DPRK 1in 2020 has exceeded the cap set by the Secunity Council using the
conversion rate and other information in the report.

We request the Chair circulate our report and our proposals to the 1718
Committee for action by today, July 24, 2020 under the regular 5-day NOP process.
We thank you in advance for your assistance.

P

Naureda Breshanaj
Deputy Permanent Representative, Chargé d” Affaires a1
Permanent Mission of the Republic of Albania to the United Nations

v/

Mitch Fifield
Permanent Representative
Permanent Mission of Australia to the United Nations

) (1

/Ilf:,f' apy

Alexander Marschik
Permanent Representative
Permanent Mission of Austria to the United Nations

<

Marc Pecsteen de Buytswerve
Permanent Representative
Permanent Mission of Belgium to the United Nations
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Georgi Panayotov
Permanent Representative
Permanent Mission of the Republic Bulgaria to the United Nations

2
Nzex 010
(vt Blacs
Louise Blais

Chargée d’affaires a.1.
Permanent Mission of Canada to the United Nations

o Ay
Milenko Skoknic Tapia

Permanent Representative
Permanent Mission of Chile to the United Nations

Tvan|Simonovié
Permanent Representative
Permanent Mission of the Republic of Croatia to the United Nations

Andreas D. Mavroyiannis

Permanent Representative
Permanent Mission of the Republic of Cyprus to the United Nations
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Karel Komarek
Chargée d’affaires a.1.
Permanent Mission of the Czech Republic to the United Nations

Martin Bille Hermann
Permanent Representative
Permanent Mission of Denmark to the United Nations

S

José Singer
Special Envoy of the Dominican Republic to the Security Council
Permanent Mission of the Dominican Republic to the United Nations

Sven Jurgenson
Permanent Representative
Permanent Mission of Estonia to the United Nations

Sofie Sandstrom
Chargée d’affaires a.1.
Permanent Mission of Finland to the United Nations
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Nicolas de Riviére
Permanent Representative
Permanent Mission of France to the United Nations

7|
i —

Christoph Heusgen
Permanent Representative

Permanent Mission of the Federal Republic of Germany to the United Nations

-

Maria Theofili
Permanent Representative
Permanent Mission of Greece to the United Nations

e

Irma Rosa
Deputy Permanent Representative
Permanent Mission of Honduras to the United Nations

Katalin Annaméaria Bogyay
Permanent Representative
Permanent Mission of Hungary to the United Nations

20-1043¢



S/2020/84

20-10434

Snuao—%wtﬁ(\
Jérundur Valtysson

Permanent Representative
Permanent Mission of Iceland to the United Nations

/_ﬂ;@_ﬁ

Ambassador Noa Furman
Chargée d’affaires a.1.
Permanent Mission of Israel to the United Nations

Antonini Maurizio
First Counselor
Permanent Mission of Italy to the United Nations

ik —

ISHIKANE Kimihiro
Permanent Representative
Permanent Mission of Japan to the United Nations

upa
Chargé d’Affaires a.1.

Permanent Mission of the Republic of Latvia to the United Nations
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Dee-Maxwell Saah Kemayah. Sr.
Permanent Representative
Permanent Mission of the Republic of Liberia to the United Nations

(>

Dalia Salkauskiene
Chargé d’Affaires a.1.
Permanent Mission of Lithuania to the United Nations

—

W

Fabien Raum
Deputy Permanent Representative, Chargé d’Affaires a.1.
Permanent Mission of Luxembourg to the United Nations

\

Vanessa Frazier
Permanent Representative
Permanent Mission of the Republic of Malta to the United Nations

Amatlain E. Kabua
Permanent Representative
Permanent Mission of the Republic of the Marshall Islands to the United Nations
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l

Jane J. Chigiyal
Permanent Representative
Permanent Mission of the Federated States of Micronesia to the United Nations

Karel J.G. van Qosterom
Permanent Representative
Permanent Mission of the Kingdom of the Netherlands to the United Nations

Cr’fbﬁ %vﬂﬂ

Craig J. Hawke
Permanent Representative
Permanent Mission of New Zealand to the United Nations

Vel
a e

I/ /
Mona Juul
Permanent Representative
Permanent Mission of Norway to the United Nations

Ngedikes Olai Uludong
Permanent Representative
Permanent Mission of the Republic of Palau to the United Nations

Neéstor Popolizio
Permanent Representative
Permanent Mission of Peru to the United Nations
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hgere Lwdle Nouy
Agata Duda-Plonka
Chargé d’Affaires a.1.
Permanent Mission of the Republic of Poland to the United Nations

2

Cho Hyun
Permanent Representative
Permanent Mission of the Republic of Korea to the United Nations

/)‘ Wt :Z\ h S
Michal Mlynayf /
Permanent Representative
Permanent Mission of the Slovak Republic to the United Nations

ol

Darja Bavdaz-Kuret
Permanent Representative
Permanent Mission of the Republic of Slovenia to the United Nations

Agusth Santos Maraver
Perinanent Representative
Permanent Mission of Spain to the United Nations

Sergiy Kyslytsya
Permanent Representative
Permanent Mission of Ukraine to the United Nations
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Kelly Craft
Permanent Representative
Permanent Mission of United States to the United Nations

\
\) Nﬂ/%j/\j%/\

Jonathan Allen
Chargé d’Affaires a.1.
Permanent Mission of United Kingdom to the United Nations

His Excellency
Christoph Heusgen,
Chair of the Committee established pursuant to resolution 1718 (2006)
New York. NY.
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The Republic of Albania, Australia, Austria, Belgium. the Republic of Bulgaria, Canada, Chile,
the Republic of Croatia, the Republic of Cyprus, the Czech Republic, Denmark. Dominican
Republic. Estoma, Finland, France, the Federal Republic of Germany. Greece, Honduras,
Hungary, Iceland, Israel. Italy, Japan, the Fepublic of Latvia, the Republic of Liberia, Lithuania,
Luxembourg, the Republic of Malta, the Republic of the Marshall Islands, the Federated States of
Micronesia, the Kingdom of the Netherlands, New Zealand, Norway, the Republic of Palau, Peru,
the Republic of Poland. the Republic of Korea, the Slovak Republic. the Republic of Slovenia.
Spain, Ukraine. the United States. and the United Kingdom remain gravely concemed regarding
large-scale evasion of restrictions the UN Security Council has imposed on the Democratic
Republic of Korea's (DPRK) import of refined petroleum products. UN Security Council
resolution (UNSCR) 2397 operative paragraph (OP) 5 restricts the DPRK to importing no more
than 500.000 barrels of refined petroleum products per year. Any Member State supplying,
selling, or transferring refined petroleum products to the DPRK 1s required to submuit reports to the
UN 1718 Committee informing it of the transfers every 30 days in order to allow the Committee
to maintain an accounting of the DPRK s imports.

UNSCR 2375 OP 11 prohibits UN Member States from engaging in ship-to-ship (STS) transfers
with any DPRK-flagged vessel of any goods or items that are being supplied, sold, or transferred
to or from the DPRK. Nevertheless, DPRK-flagged vessels continue to conduct STS transfers on
a regular basis as the DPRK s primary means of importing refined petroleum. This report
demonstrates that the DPRK has exceeded the UNSCR 2397 annual 500,000 barrel cap for 2020,
This submission acknowledges previous submissions from 2018 and 2019 (see
S/AC.49/2018/NOTE.213 and S/AC 49/2019/NOTE.134) and Panel of Experts reporting (see
marntime section of S/2018/171, §/2019/171, $/2019/691. and S/2020/151) that exhaustively
demonstrated and detailed the illicit practices employed by the DPRK to circumvent UNSCR-
mandated restrictions on its ability to import refined petroleum products. As a result, this report
will not seek to repeat in detail the specific information the DPRK s evasive practices previously
outlined in formal submissions to the UN 1718 Commuttee. These practices continue unabated,
but the DPRK utilizes an ever-evolving fleet of vessels under 1its flag or 1ts direct control to

perpetrate pervasive and ongoing sanctions evasion.

This report demonstrates that the DPRK contmnues these illicit practices, namely UN-prohibited
STS transfers and unreported imports, and again this year has exceeded the UNSCR 2397 OP 5
refined petroleum products cap of 300,000 barrels per annum. This report supplies images and
import volume data for vessels that continue to make deliveries of refined petroleum into DPRK
ports, but not report them to the UN 1718 Commuttee. STS transfers of any cargo are explicitly
prohibited by UNSCR 2373, so the perpetrators involved in supplying refined petroleum products
to DPRK tankers fail to report these volumes to avoid self-incrimination. As a result,
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the UN 1718 Commuittee’s official accounting of the DPRK s imports vastly underrepresents the
wvolume of refined petroleum products that actually enter the DPRE. The overarching purpose of
UNSCR. 2397°s provision limiting the DPRK s ability to import refined petroleum products 1s to
limit the DPRK s ability to develop weapons of mass destruction (WMD) and ballistic missiles,
which are a threat to international peace and security and are prohibited by numerous UNSCRs.
The restriction on the DPRK s refined petrolenm products imports is critical to ensuring that the
DPRK returns to sustained negotiations with the United States. If the DPRK is able to flagrantly
evade international sanctions, 1t will have little incentive to engage in serious negotiations. As
long as the DPRK continues to import refined petroleum products in excess of the UN-mandated
cap with limited accountability at the UN, UNSCR 2397 OP 5 will remain ineffectual

These deliveries have significantly contributed to a substantial breach of the 500,000 barrel
annual cap set by UNSCR 2397. We estimate that, this year alone, the DPRK has imported over
1.6 million barrels via 56 tanker deliveries as of May 30. The ongoing utilization of larger,
foreign-flagged tankers 1n 1its 1llicit import efforts has allowed the DPRK to import more than
three times the allowed volume of refined petroleum products 1n just the first five months of
2020.

To continue documenting the illicit practices the DPRK utilizes to import refined petroleum
products, this report provides two imaged mstances of STS transfers this year in which DPRK
tankers received refined petroleum products from feeder tankers. Neither of these instances have
been reported to the 1718 Committee for its official accounting of the DPRK s imports. Each of
these STS transfers are described below.

1. On 9 January 2020, the North Korean-flagged tanker SAM JONG 2 (IMO: 7408873) was
observed moored alongside JIANG NING 3 (flag and IMO unknown) to conduct an STS
transfer in the East China Sea (report image 1). Following the STS transfer, the SAM
JONG 2 returned to the DPRK port of Nampo for delivery of its cargo. On 18 January
2020, SAM JONG 2 was observed at the Nampo center pier with a petroleum delivery
line, leading to Nampo's storage facilities (report image 2).

2. On 10 January 2020, the North Korean-flagged tanker MYONG RYU 1 (IMO: 8532413)
was observed moored alongside Panama-flagged INFINITE LUCK (IMO: 9063811) to
conduct an STS transfer (report image 3). On 11 January 2020, MYONG EYU 1 was
observed moored alongside North Korean-flagged tanker CHON MA SAN (IMO:
8660313) to conduct an STS transfer (report image 4). Following this transfer, the
MYONG RYU 1 returned to the DPRK port of Haeju to deliver its refined petroleum
cargo on 23 January 2020. The CHON MA SAN later returned to the port of Chongjin
West for delivery on 4 Febmary 2020,

As each of these STS transfers and deliveries of refined petroleum products into DPRK ports
make clear, the DPREK is continuing to utilize illicit methods to procure refined petroleum
products -- as it did in 2018 and 2019. Guven that these import volumes have not been reported
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