United Nations Soo15/131

Security Councll Distr.: General

23 February 2015

\

AN
%(4

oz Original: English

Note by the President of the Security Council

In paragraph 2 of resolution 2141 (2014), the Security Council requested the
Panel of Experts established pursuant to resolution 1874 (200P)ovide a final
report to the Council with its findings and recommendations.

Accordingly, the President hereby circulates the report received from the Panel
of Experts (see annex).

* Second eissu€for technical reason2Q March 2015.

1-]5?-5088233(5) 200315 Please rccyclc@ :




S/2015/131

Annex

2/313

Letter dated 23 February 2015 from the Panel of Experts
edablished pursuant to resolution 1874 (2009) addressed to the
President of the Security Council

The Panel of Experts established pursuant to resolution 1874 (2009) has the
honour to transmit herewith, in accordance with paragraph 2 of resolution 2141
(2014), the final report on its work.

The report was provided to the Security Council Committee established
pursuant to resolution 1718 (2006) on 19 January 2015 and was considered by the
Committee on 11 February 2015.

The Panel would appreciate it if theresent letter and its enclosure were
brought to the attention of the members of the Security Council and issued as a
document of the Council.

(Signed Hugh Griffiths
Coordinator
Panel of Experts established
pursuant to Security Council resolution ¥8{2009)

(Signed BenoitCamguilhem
Expert

(Signed KatsuhisaFurukawa
Expert

(Signed ChangGuo
Expert

(Signed Dmitry Kiku
Expert

(Signed YoungwanKim
Expert

(Signed StephaniKleine-Ahlbrandt
Expert

(Signed Neil Watts
Expert

15-00593



S/2015/13

Enclosure

15-00593

Letter dated 19 January 2015 from the Panel of Experts
established pursuant to resolution 1874 (2009) addressed to the
Chair of the Security Council Committee established pursuant to
resolution 1718 (2006)

The Panel of Experts established pursuant to Secuoyn€il resolution 1874
(2009) has the honour to transmit herewith, in accordance with paragraph 2 of
Security Council resolution 2141 (2014), the final report on its work.

The Panel would appreciate it if the present letter and its annex were brought
to the attention of the members of the Security Council Committee established
pursuant to resolution 1718 (2006).

(Signed Hugh Griffiths
Coordinator
Panel of Experts established
pursuant to Security Council resolution 1874 (2009)

(Signed BenoitCamguilhem
Expert

(Signed KatsuhisaFurukawa
Expert

(Signed ChangGuo
Expert

(Signed Dmitry Kiku
Expert

(Signed YoungwanKim
Expert

(Signed StephanikKleine-Ahlbrandt
Expert

(Signed Neil Watts
Expert

3/313



S/2015/131

Report of the Panel of Experts established pursuant toesolution
1874 (2009)

Summary

During the period under review, the Democratic Pe&plRepublic of Korea
continued to defy Security Council resolutions by persisting with its nuclear and
ballistic missile programmes, as demonstrated by the launch ainprecedented
number of ballistic missiles and continued activity at the facilities associated with its
nuclear weapons programme. While no reports of new interdictions were submitted
to the Security Council Committee established pursuant to resolufia8 {2006),
the Panel sees no evidence that the country intends to cease prohibited activities and
found widespread evidence of resilience and adaptation in the Democratic @eople
Republic of Kore& efforts to circumvent the measures imposed by the aekev
resolutions.

The Panel has gained insight into techniques of sanctions evasion through its
investigation of the network of OceaMaritime Management Company, Limited
(OMM), designated by the Committee on 28 July 2014. The Contparstwork has
operaed in Asia, Europe, South America and the Middle East. It uses a broad range
of techniques, including shell companies, foreign intermediaries and indirect
payment methods, to obscure the nature of its business and dissociate financial
transactions from lagtics. Since its designation, OMM has renamed and reregistered
most of its vessels, which continue operations in the region and abroad despite the
fact that its economic resources are subject to the assets freeze.

Entities and individuals involved in mecompliance have demonstrated
capability to evade sanctions and to conduct prohibited activities through legitimate
commercial networks using aliases, agents, offices and complicit companies based in
multiple jurisdictions in ways that follow global tratj patternsitems are sourced
from Western Europe, North America and the ABiacific region, while concealing
the true nature and identity of suppliers or amkrs of products or payments. A
limited number of trusted individuals appear to serve as gteorkkey nodes.

Diplomats, officials and trade representatives of the Democratic P@&@ople
Republic of Korea continue to play key roles in facilitating the trade of prohibited
items, including arms and related materiel and ballistic migsilated iems. In
addition to brokering activities, they often serve as shipping compaagents or
cash carriers.

Given the advancement of its nuclear and ballistic missile programmes, the
Panel is concerned about the Democratic PegspRepublic of Kore& ablity to
procure and transfer items related to these programmes. Cases investigated by the
Panel show how foreigmade commercial items have been procured by the
Democratic Peopl® Republic of Korea for use in developing its military systems.
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The Panel ontinues to observe Member Staiésck of implementation of the
Security Council resolutions, noting that inaction and low reporting levels may be
due to lack of will, technical capacity and/or issues within their domestic legal
systems. The resolutiongqvide Member States with tools to curb the prohibited
programmes of the Democratic PeojldRepublic of Korea, but are effective only
when implemented. To take on the challenge of the Democratic Riedpégublic of
Koreas continued violation of the rekdions, it is incumbent on Member States to
implement the measures in the resolutions more robustly.

Pursuant to the resolutions, the Panel recommends that the Committee
designate additional individuals and entities involved in prohibited activitiether
evasion of sanctions. The Panel has also made recommendations to improve the
enforcement of the sanctions regime and has proposed updates ganttteons list
under resolution 1718 (2006).
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Abbreviations and glossary

FATF Financial Action Task Force
IAEA International Atomic Energy Agency
IAN Implementation Assistance Notice (issued by the Committee establ

pursuant to Security Council resolution 1718 (2006) to Member Sta
IMO Internatianal Maritime Organization
KCNA Korea Central News Agency
KOMID  Korea Mining Development Trading Corporation

OMM Ocean Maritime Management Company, Limited

The following words and phrases are used in this report with the following
specific meanings:

fiThe Committeé The Committee established pursuant to Security Coun
resolution 1718 (2006)

fiThe resolutiond Security Council resolutions 1718 (2006), 1874 (2009)
2087 (2013) and 2094 (2013)

fiThe Panel The Panel of Experts established by Security @l
resolution 1874 (2009)

fiThe sanction® The measures set out in the resolutions

fiThe 1718Sanctions The list established and maintained by the Committee
Listo pursuant to resolution 1718 (2006) with respect to
individuals, entities, groups or undakings

filnterdictiorn The inspection, seizure and disposal of cargo as define
paragraphs 11 to 14 of resolution 1874 (2009), paragre
of resolution 2087 (2013) and paragraph 16 of resoluti
2094 (2013)

fiDesignate/Designati@n Action taken by the&ecurity Council or the Committee
under paragraphs 8 (d) and 8 (e) of resolution 1718 (2I
(as amended by subsequent resolutions, including
paragraph 27 of resolution 2094 (2013)) against
individuals or entities (assets freeze and/or travel ban)
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Introduction

1. By its resolution 2141 (2014) , the Security

mandate to 5 April 2015. This sixth report of the Panel covers the period from
8 February2014 to5 February2015.

2. The report reviews evidence regarding the aound efforts by the Democratic

Peopl ebdbs Republic of Korea to develop nucl
destruction and ballistic missiles. The report further examines the implementation of

the resolutions by Member States and the violation of samgtielating to arms and

related materiel and luxury goods. The report draws upon information provided by
Member States and the private sector, as well as publicly available material, satellite
imagery and vessel tracking systems.

3. The report also tracksthe implementation by Member States of the

ear v

Commi tteeds decisions, including the designati or

for assets freeze and travel bans. Within this context, the report devotes
considerable attention to the vessels, companies iadividuals associated with
OMM, which was designated by the Committee on 28 July 2014.

4. Lastly, the Panel submits recommendations to improve implementation of the
resolutions. The annexes to the present report provide appropriate supporting
evidence ad further background to the main report.

Background and political context

5. Three years into his rule, Kim Jofign continues to consolidate power in
Pyongyang. I n defiance of Security Council
Republic of Kore continues to strengthen its nuclear capability alongside a stated

resao

intention to grow the economy. This fAByungjinodo p

in 2014 and early 2015, including anh i s  pficst annivgréasy, when the Korea

Central News AgencyKCNA) stated that it was the only way to the final victory

Aito realize the peopl eds dream and i deal
deterirent 0.

6. Throughout 20114, the Democratic Peopl eds
escape diplomatic isolatioand improve its economic plight by reaching out to new

partners in the region and around the world. However, it did not stop its
provocations, and the security situation on the Peninsula remains volatile.

7. Indeed, there are no signs that the DemocratiPe opl eds Republic
intends to abide by the resolutions and stop its nuclear and ballistic missile
programmes. On the contrary, between February and August, it undertook at least

90 test firings of missiles, artillery and rockét#\t least a doen of these were

ballistic missiles, in defiance of the resolutions. Such activities, together with the
renovation of the Sohae Satellite Launching Station, demonstrate the high priority

t hat t he Democratic Peopl ebs Repudl ic of
development of ballistic missilprogrammes

1 AWPKGE new strategic line is evaictorious banned, Rodong Sinmur31 March 2014; and

Kim Jong Un,fiNew Yeas addresy 1 January 2015.

2 The Democratic Peopie Republic of Korea claimed that some of them were fteision

tacticalguided missiles.
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8. Ongoing activities spotted at nuclear facilities suggest that nuclear

programmes and activities have not stopped. ThePairty Talks remain stalled

despite some member s6 ef hdoof20k4, thedemoeratic ar t t hem. N
Peopl ebs Republic of Korea threatened a fourth
adoption of a human rights resolution by the Third Committee of the General

Assembly, with statements both at the United Nations in New York and &y th

Ministry of Foreign Affairs in Pyongyang that
restraint any |l onger in3conducting a new nucl ear

9. The international community remains highly concerned about failed

implementation of the resolutions and instabiliiy the Peninsula. The need for

determined enforcement of the sanctions remains as clear and important as ever, as

are the international communityds efforts to ac
through dialogue, including the SRarty Talks.

lll.  The Panel of Experts and its methodology

10. The Panel adheres to its mandate to gather, examine and analyse information
from States, relevant United Nations bodies and other interested parties regarding
the implementation of the measures imposed in thseolutions, in particular
incidents of norcompliance, and to make recommendations on actions that the
Security Council, the Committee or Member States may consider to improve the
implementation of the measures imposed by the resolutions.

11. The Panel coducts its work in line with the methodological standards of the
Informal Working Group of the Security Council on General Issues of Sanctions
(S/2006/997. It always strives to maintain high evidentiary stam$adespite not
having the subpoena, forensic capabilities and investigative powers of a judicial
body. It relies on three tydhand and érsitd nf or mat i on:
observations; (b) information supplied by Member States, internationahiaegeons,
officials, accredited media sources/journalists and private individuals; and
(c) information found in the public domain. The Panel keeps in mind the identity
and role of sources, consistently seeks corroboration and ensures that information
provided on a confidential or restricted basis is handled consistently with the
responsibilities of the Panel. Wherever possible, the Panel offers individuals and
entities the opportunity to reply during the course of investigations.

12. During the reportingperiod, from8 February2014 to5 February2015, the
Panel submitted eight incident reports to the Committee. It took account of these
cases in the present report, as well as providing information on ongoing
investigations. The Panel held consultationshw88 Member States, 15 United
Nations bodies and other interested parties. It has also continued to cooperate with
other United Nations Sanctions Panels of Experts and Groups

13. The Panel sent a total of 262 requests for information relating to its
investigations to Member States, international organizations, private entities and

w

Letter dated 24 November 2014 from the Pemeret Representative of the Democratic Pe@ple
Republic of Korea to the United Nations addressed to the Seci€emgral (se@&/69/616
S/2014/849; andADPRK delegate categorically rejeciraft resolutiodaganst DPRKO,

KCNA, 19 November 2014ndfiFM spokesman rejects UBhuman rights resolutidragainst
DPRKO, KCNA, 20 November 2014.
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individuals (see annex 1). It received a total of 116 responses. The Panel sent
95 reminder letters to Member States relating to their obligations under the
resolutions to subihnational implementation reports. It has received one response
to date.

14. In accordance with paragraph 11 of resolution 2087 (2013), several

international organizations sought the advice of the Committee regarding their

activities with respect to theé®mocr ati ¢ Peopl eds Republic of Ko
assisted the Committee in ensuring that these activities would not contribute to

prohibited programmes or activities.

IV. Reports by Member States

A. National implementation reports

15. During the reprting period, five Member States submitted national
implementation reports in accordance with the resolutions, increasing the total
number of Member States reporting under resolution 2094 (2013) to 36. The total
number of Member States that have nevemregd under any resolutions decreased
slightly to 94 (see figure | andnnex 2). The Panel sent 95 reminder letters to these
Member States, emphasizing the importance of submitting national implementation
reports and that the Panel stands ready to proagdéstance.

Figure |
Overview of reporting by region

Resolution 2094 (2013)

Non-reporting Member States

Reporting Member States

All Resolutions
#.Non-reporting Member States

W Reporting Member States

N _%
16 N 120
Africa Americas Asia Europe Oceania

Source The Panel.

16. Eight years following the adoption of resolution 1718 (2006), the Panel

continues to observe a consistently high proportion of-reporting or latereporting

by Member States in some regions. In many cases, the lack of detailed information

in the reports impedes the ability of the Panel to examine and analyse information

about national implementation and its challenges. The reasons for underreporting

vary, but ir t her increase opportunity for t he Democr
Korea to continue its prohibited activities.
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B. Reports of noncompliance and other matters

17. One Member State reported to the Committee that it had stopped an attempted
violation. Mutiple Member States reported ballistic missile launches between
February and August2014. An international organization engaged with the
Committee regarding a project proposal in the DPRK and asked for its views and
advice on sanctioneelated matters.

18. In addition to reporting on national implementation and incidents of violation,

the Security Council has imposed other reporting obligations on Member States

under the resolutions, such as reporting on inspections without or prior to an

incident of vio t i on . From the Panel 6s perspective, sucl
valuable in improving scrutiny of the regi me ar
examining norcompliance. However, to date, very few reports along these lines

have been submitted to eithére Committee or the Panel. The Panel welcomed

reporting by Mongolia, in its national implementation report, on its prevention of an

arms transfer.The Panel recommends that Member States report to the

Committee information at their disposal on all measues taken in implementation

of the resolutions, including the assets freeze.

V. Continuing violations by the Democratic Peoplé Republic of
Korea of its obligation to abandon nuclear weapons, other
weapons of mass destruction and ballistic missile progmmes

19. Despi t e its obligations under t he resolutio
Republic of Korea remains actively engaged in prohibited programmes, repeatedly

declaring its intention to strengthen its nuclear and ballistic missile capabilities,

threatening another nuclear test and undertaking multiple ballistic missile laurfches.

On 27 March and 17 July 2014, the Security Council condemned these ballistic

missile launches as violations of the resolutions and reaffirmed its decision that the

Democratic R op |l e bs Republic of Korea shal/l abandon a
existing programmes, in a complete, verifiable and irreversible manner.

A. Recent nuclearrelated activities

20. The Panel continues to monitor activity at the Yongbyon nuclear congiex

the Punggyei nuclear test site. This activity appears to be consistent with the
Democratic Peopleds Republic of Koreabs decl ar at
on 2 April 2013 that it would restart all nuclear facilities in Yongbyon.

4 INDC of DPRK sends special proposal to S. Korean authodjtkGNA, 30 June 2014iDPRK
foreign ministry blasts UNS& press statement critical of its launch of shahge missileg
Rodong Sinmum2 July 20147US Presideris Asian tour censured by FM spokesmalCNA,
29 April 2014;ADPRK FM blasts UN for taking issue with DPRK over its justifiable rocket
launching drilkd, KCNA, 30 March 2014; andiFM spokesman rejects Uthuman rights
resolutioagainst DPRIY, KCNA, 20 November 2014.

5 fiBan, Security Council condemn recent DPR Korea missile lauchested Nations News
Service 17 July 2014.

6 ADPRK to adjust useof existing nuclear facilitigs KCNA, 2 April 2013.
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Yongbyon nuclear complex and the Punggy«i nuclear test site

21. Commercial satellite imagery shows that the 5 megawatt electric reactor
facility was active from September 2013 to n#6814. The IAEA report of

3 September 2014 also confirmed steam discharge atftbwuof cooling water
during that time”

22. Further activity was observed at the Yongbyon fuel fabrication plant following
the construction of an extension to the building containing the reported centrifuge
enrichment facility, including further renovans, construction of a support building
and movements of some objects (see ann8k all of which were confirmed by the
IAEA report. Despite the activity, it is impossible to determine the operational status
of the fuel fabrication plant.

23. Activity was also observed at the reprocessing plant, including steam from a
possible cooling tower and the presence of vehiglakhough some analysts have
noted possible reprocessing activities at the plant, the purpose of the activity could
not be determined bgatellite imagery alone.

24. Since the completion of external work on the light water reactor building in
2013, there is nothing to indicate that the reactor is in operation. Onlylelog}
activities, such as movement of material, have been observedheauilding (see
annex 32). The IAEA report also noted the absence of any indications of delivery or
installation of major components. Commercial satellite images since October 2010

indicate persistent chall enges whiadhrwast he r eact or ¢
likely repeatedlyaffectedby flooding or other natural causes. More recently, the
reactor ds water supply system was | ikely constr

April 2014 and damaged by floods in September 2014.

25. At the Punggyei nuclear test site, various activities were reported between
February and May 2014, including a significant increase in excavation activity at
the West portal and increased movements of vehicles and materials in the South
portal® Commercial satellite imagery of 16eftember 2014 shows a new building
structure, spoil pile growth and landscape work near the West portal (see annex 4).
Some analysts suggested that these activities could be due to the installation of
equipment in the South portal or excavation of a nemnal in the West portal.

Nuclear programme-related entities and individuals

General Bureau of Atomic Energy

26. The Committee adopted the Panel 6s recommendat |
of a designated individual, Mr. Ri &®on, a former Directorfothe General Bureau

~

International Atomic Energy Agency (IAEA), document GOV/2014@¢(58)/21.

Nick HansenfiNorth Koreds Yongbyon nuclear facility: reactor shutdown continaesvity at
reprocessing facility, 38 North 19 November 2014available from http://38north.org/2014/11/
yongbyon111914/

David Albright, Serena Kellehevergantini and Priscilla KimfiNorth Koreds Punggyei test
site: activities continue on May Day 203,4nstitute for Science andhiernational Security
(ISIS) Reports (Washington, D.C., 1 May 2014), available from http:/isigne.org/isis
reports/detail/norttkoreaspunggyeri-testsite-activitiescontinueon-mayday-2014/10; and
Nick Hansen and Jack LiiUpdate on Punggys: stepped up activity at West Portal,
drawdown at the South Portal38th North, 2 May 2014, available from
http://38north.org/2014/05/punggye050214/.

(o]
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of Atomic Energy (also known as the General Department of Atomic Energy

GDAE). Mr. Ri Jeson was appointed Minister of Atomic Energy Industry by the
Supreme Peopleds Assembly on 9 April 20114.
of Atomic Energy were designated by the Committee in July 2009 for their
engagement in or support for nucleatated programmes.

27. The Ministry of Atomic Energy Industry uses letterhead that is identical to that
of the General Department of Atomic Energyiftwthe same address, phone and fax
numbers (see figure IlI). As noted previously, the Ministry of Atomic Energy
Industry has undoubtedly taken over the responsibilities of the General Bureau of
Atomic Energy (se€5/2013/337 para. 21). In addition, Mr. Ri is the most senior
representative for both entities.

Figure 11

Comparison of the letterheads of the Ministry of Atomic Energy Industry and the
General Bureau of Atomic Energy (also known as the General partment of
Atomic Energy or GDAE)

ZMBFEFQAMAI ST FNEER

GENERAL DEPARTMENT OF ATOMIC ENERGY
DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA

Address: Haean 2-Doage, Phyonechon Distret, Pyongvanp, DPR of Kofea
Tel: B30-2-18121 1, Fax: B30-2-38 | 4416, §38-2-381 4410, E-mailmhs-ipiEisar-conctip

v
“DPRE GDAE™
o
,‘\ EMOIZEZOQNBST WY BN
MINISTEY OF ATOMIC ENERGY INDUSTRY
DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA

Addeess: T aean 2-Doag, Phyaogs e Distel. Pyongyang, DPR of Eoded
Tel: §50-2-081 011, Faxs §50-2-38 141110

Source The Panel.

28. In the light of this additional information, the Panel no longer sees any reason
to distinguish the Ministry of Atomic Energy Industry from the General Bureau of
Atomic Energy. he Panel therefore updates its previous recommendation to the
Committee to designate the Ministry of Atomic Energy Industry (Sé013/337
paras. 2122) by adding the following information about the Generairé&au of
Atomic Energy to the 1718 sanctions list:

Additional alias (also known as): Ministry of Atomic Energy Industry

Address: Haeun 2Dong, Phyongchon District, Pyongyang, Democratic
Peopl ebéds Republic of Korea
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Tel:

+850-2-181111

Fax: +850-2-3814416, +8502-3814410°

E-mai

I: mhsip@starco.net.kp

Joint Institute for Nuclear Research

29. The

Democratic Peopl

eds

Republic

of

of an international intergovernmental research organization for nuclear sciealbts
the Joint Institute for Nuclear Research, headquartered in the Russian Federation. The
Chief Science Secretary of the Joint Institute informed the Panel that the Democratic

Peopl
1956,

of
send

ebs
t hat i

Republic
t may

Kor ea

was
speciali

ontinof t he

sts t o

representatives may (and have to) participate in sessions of the Scientific Council. It
was also stated that the government representatives should partici@atiivities of

the supreme governing body, the Committee of Plenipotentiaries of the Governments
of the 18Member States of the Joint Institute for Nuclear Research. Accordingly, the

I nstituteobs

S i
Di

nce

rector
Energy

t e
Kim So
Depart
Democr at

websi
1998; Mr .
of t he

of t he

4San}y a@s & méunber afiisiComindteeS e n

n Hyok
me nt
i c

as
of

Peopl eds

(o
me mber 0]
ence of

Republic

a
Sci

and Mr. PakBen Seb as former Scientific Council members (see annex 5). Mr. Ri
Jeson, the Minister of Atomic Energy Industry, and Mr. Hwang Sok Hwa were

designated

by the Committee on 16 July 2009.

30. The Chief Science Secretary of the Joint Institute forcldar Research

conf i

r med t hat as at

2 January

2015, four

Republic of Korea were affiliated with the Institute, with their terms ending on
30 March 2015. Theimformation is providedn table 1 below.

Table 1
Partici pat i on
for Nuclear Research

of

nati onals of t

he

Democr

atic

Name Gender

Member of

Period

DPRK status/rank

Li Je Sen
(Ri JeSon)

Male

Kim Son Hyok Male

Hwan[g] Sok Hwa Male

PakBen Seb Male

Committee of Plenipotentiaries
of the Governments

Scientific Council

Former, Scientific Council

Former, Scientific Council

Sincel1998

2013

2008

2010

10 This fax number is also commonly used by other entities.
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Name Gender Member of Period DPRK status/rank
Ryu Pong Sik Male Senior Research Scientist, From April 2012 ta 1
(Pyongsik) Flerov Laboratory of Nuclear 30 March 2015
Reactionso6 Sci ¢
Experimental Physical
Department
Rim Yong Chol Male Reseather, Laboratory of From April 2012 ta 1
Information Technologies 30 March 2015
Ri Yong Suk Female Laboratory of Nuclear Problem Until 30 March Spouse of Mr. Ryu Pon
2015 Sik
Hong Mi Dok Female Laboratory technician, Until 30 March Spouse of Mr. Rim Yon
Laboratory of Nuclear Problem 2015 Chol
Song Hyerim Female Senior Laboratory Assistant,
Flerov Laboratory of Nuclear
Reactionso6 Sci ¢
Experimental Physical
Department
O Kum Chol Male Senior Research Scientist,

Flerov Laboratory of Nuclear
Reactions®6 Sci ¢
Experimental Physical
Department

Source The Joint Institute for Nuclear Research and the Panel.

15-00593

31. The Joint Institute for Nuclear Research informed the Panel that
representatives of the Demomabdsatdmb Py liedsMRepauw
had participated in the activities of the Scientific Council or the Committee of

Plenipotentiaries as observers in recent years, but that there was no participation by

designated entities or individuals. The Secretary further stathda t ithe problem of
the growing debt of the Democratic Peoplebs Repl
Joint Institute for Nuclear Research became the ground for the recent decision by

the Committee of Plenipotentiaries to interrupt the reception of em@at i ¢ Peopl eds
Republic of Korea specialists at the I nstitute. o

32. The Russian Federation informed the Panel that no designated entities or

individuals were invited to the Russian Federation, that specialized training within

the Joint Institute for Nucker Research was conducted under it
organi zational o status, and that the I nstituted.
the provisions under the resolutions, and therefore no violation of sanctions
occurred. The Russian Federation alsotned t hat t he Democratic
of Korea should not be excluded from fundamental science activities.

33. The Panel recalls that under the resolution
Republic of Korea is obliged to abandon al/l é
immediately cease all related activitiesThe Panel will continue its investigation.

Peopl
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B. Recent activities related to the ballistic missile programme

Ballistic missile launches

3. | n cl ear vi ol ation of t he r e sublicwfti ons, t he C
Korea | aunched numerous ballistic missiles in 2
l aunching drills of the Strategic Force of the
the regul ar traini nglland eeassertea fits right todaungho we r uni tso

rockets. The launches were undertaken without prior notification, constituting a
safety hazard for vessels and aircraft in the reg#n.

35. Given the lack of information on flight trajectories, the Panel had to rely on
information provided by Member Ses to the Committéé and open sources. At

least 13 ballistic missiles were launched from various locations (see table 2): the
Kittaeryong missile test site on the eastern coast was used, but launches were also
reported in the north and south Hwanghae pmoes, Kaesong and Sukchon areas
(see figure Ill). This military activity peaked on 26 March with the launch of two
projectiles identified by several Member States as Nodong (also known as Rodong)
mediumrange ballistic missiles, for the first time since020

36. The Panel submitted an incident report to the Committee, and the Security
Council condemned the 26 March launch. An update of the incident report was
submitted to the Committee after the June and July launches, and the Security
Council condemnedhe launches on 17 July 20%4.

Figure 111
Reported launch locations

ST,

SUKCHON

Source The Panel, based on information from Member States and open sources.

11 | etters dated 7 and 31 March 2014 from thenPanent Representative of the Democratic
Peoplés Republic of Korea to the United Nations addressed to the President of the Security
Council (S/2014/15%ndS/2014/37).

12 Prelaunch notifications should be issued to international organizations responsible for airspace
and maritime safety. The Un¥&alaunches in April and December 2012 were notified to the
Committee on the Peaceful Uses of Outer Space.

13 The United States of America, the Republic of Korea, the United Kingdom of Great Britain and
Northern Ireland, Australia, Japan and France provided relevant information to the Committee.
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Table 2
Chronology of ballistic missile launches in 2014

Estimated launch time (local time)

Date and number of missiles launched  Reported range (km) Suspected missile
27 February 5.42p.m:2to 4 220 ScudB or-C14
(Hwasong5 or-6)
3 March 6.20 a.m:1 500 ScudC
6.30 p.m-1
26 March 2.35a.m:1 650 Nodong (Rodongl)
242 a.ml
29 June 4.50 a.m:1 500 ScudC
4.58 a.m:1
9 July 4.00 a.m:1 500 ScudC
4,20 a.m:1
13 July 1.20 a.m:1 500 ScudC
1.30 a.m:1
26 July 9.40 p.m-1 500 ScudC

37. While the Panel lacks the technical means to verify the information, the photos
released through KCNA are consistent with several events described above. The
photos of the 29 June launch show a vertically launched missile immediately
followed by the pitch motion typical of a ballistic missile launch (see figure V).
Similarly, the photo®f the 9 July launch show a ballistic missile transporter erector
launcher. An analysis of the length of the erecting arm corroborates the Scud missile
launch hypothesis (see figure V).

Figure IV
Launches of 29 June 2014

. SN

Source KCNA.

14 ScudB and ScudC are North Atlantic Treaty Organization (NATO) designato
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Figure V
Launches and transporter erector launcher of 9 July 2014

K3

Note Cl. TEL spotted at 14 August Iaunch]Z Nodong;fja Scud[]\ Horizontal centre of cabin fronfp Tip of erecting
arm.
Source The Panel.

3. The Democratic Peopl ebs R e phavé tesficed o f Korea al
inewly deveplrepeédi ohtitact ileomhtlegst26dmneandhi ssi | eso

14 August 2014. The photos released by KCNA for the 14 August launches resemble

a KN-02 (see figure VI). However, the reported 220 km range significantteeds

the known capabilities of this missilé. The Panel will therefore investigate the

possibility of it being an enhanced version of the QR or artillery rockets with

extended range capability.

Figure VI
Launch of 14 August2014

IKENA]

Source KCNA.

15 fiKim Jong Un guides tedire of newly developed ultr@recision tactical guided missilgs
KCNA, 27 June 2014; anKim Jong Un guides tactical rocket tefste, KCNA, 15 August
2014.

16 The maximum range of the KN2 is believed to be 120 km @60 km with reduced payload.
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39. The number of ballistic missiles launched in 2014 was unprecedented. The
motivation could have included leadership affirmation, test of combat readiness,
flight tests, missiles reaching the end of their lifespan or the upgrading of strategic
assets. Ifconfirmed, the tests of new, more precise missiles could indicate that the
country has reached a new threshold in ballistic missile programme development.
These types of launches should be carefully monitored in the future, in particular if
they occur athe same pace.

Launch facility activity

40. Although the Democratic People Republic of Korea did not conduct any rocket
launches in 2014 from Sohae (Tongchai)g it undertook significant enhancement

of the main complex dedicated to space launch alebj in order to be able to
launch larger rockets (see annex 6.1). No particular activity could be detected at the
Tonghae (Musudani) launch site. However, after more than a year of intense work,
the Sohae launch site appears to be operational agaimreaay for new rocket
launches.

41. Activity observed at the Sohae complex includes the rapid construction of two
new domed buildings (see annex 6.2), the larger of which could possibly serve as a
control centre or auditorium. Close to these new buildirlga new concrete base
structure that is likely a helicopter landing pad.

42. Several tests of the K198 engine first stage were also report&diVhile the

Panel could not verify this information, it was able to corroborate that both the
assembly building Bd the engine test pad were active in 2014 (see anneg.B)1
Moreover, the colour changes observed inside the flame trench indicate that engine
tests were most probably conducted.

43. The main improvements observed at the Sohae complex are relate@ to th
launch pad itself and the gantry tower. The launch area is now accessible by a
railroad and a new road bridge providing an additional route (see annex 6.3). The
modifications at the gantry tower started at the end of 2013 and continued through
mid-2014.The Panel was able to assess that new platforms were added and that the
height of the tower was raised to 55 metres (compared with a prior 47 metres). The
modified tower will enable the launching of rockets larger than the tBhahich is
consistent withthe reported project of the country to build such a space launch
vehicle1s

Ballistic missile programmesrelated entities and individuals

National Aerospace Development Administration

44. In January 2013, the Security Council designated the Kofeammittee for
Space Technology for having orchestrated the Uhkunches in April and
December 2012 through the satellite control centre and the Sohae launch centre.
Three months later, the National Aerospace Development Administration was

17

18

Nick HansenfiNorth Koredas Sohae facility: preparations for future large rocket launches
progressed 38 North 29 July 2014, available from http://38north.org/2014/07/sohae073014/.
The Democratic Peopie Republic ofKorea exhibited thenodel of an Unh&® rocket on

21 December 2012, which was revealed in a party for its scientists and engineefiiBdageet
given for scientists, technicians, workers and officials who succeeded in sateHi# dift

KCNA, 21 Decembe012).
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established a$ he ficountryds centr al gui dance inst.i

devel opment° bgsedoop ¢he decidion of the Seventh Meeting of the

tut

Twel fth Supreme Peopleds Assembly of the Democr

and the April 2013 Law on Spadeevelopment (see annex 7.1). Several of the

countryods of ficial 2014 publications demonstra

Development Administration has taken over the functions and responsibility of the
Korean Committee for Space Technology as well agyrational command centre
previously controlled by it.

45. The c o u ntlaw @B Space Development specifies that the National

C

Aer ospace Devel opment Administration forgani zes

development, represents the State in the field @fcepdevelopment, draws up the

countrydéds gener al space devel opment and act

controls the implementation while cooperating and exchanging with international
organizations o f20 Toe INational Aeraspater Develaemt
Administration is also tasked to fAnotify
responsible for safety, which was the former responsibility of the Korean Committee

for Space Technologs

46. The National Aerospace Development Administration has nakeer the
control of a key facility from the Korean Committee for Space Technology: the
General Satellite Control and Command Cefirésee annex 7.23 Mr. Yun

i vi

t he I

t

Changhyok, who is | i st ed-Daestortstated tikabitwiland Cent r e d

Al auneh amadr more and more communication and
to make the Democratic Peoplebds Republic
world | oé6ks up to. o

22/313

19 fiNational Aerospace Development Administration of DRIRKCNA, 31 March 2014and
flfAerospace exploration in the DPRKPictorial Korea, vol. 6, No. 702 (2014).

20 fiSpace development for peaceful purp@sé&orea Today No. 8, 2014.

21 On 10 April 2012, the space control CenieVice-Director statedfie chose safe trajectory so
that the carrier rocket debris to be caused after its launch do not affect neighbouring countries
and regions. We also informed international organizations and suiragnegions of falling
points in line with international regulations and practioeeefi R o utabkk talks between
KCST [Korean Committee for Space Technology] officials and foreign space experts and
r e p o KGN dqQ April 2012.

22 |In Korean: .

23 fiThe interview that could never be finished (interview with Yun Changhyok,-Cicief of the
General Satellite Control and Command Center of the NADKudmsu Kangsan3 September
2014.

24 fiPowerful guarantee of space technology development Bowialth and prosperity of the
natiord, Korean Central Televisiarb April 2014.
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Figure VII
NADA logo

Source Korea Today No. 8, 2014.

47. The central roleof the National Aerospace Development Administration was

also highlighted in a seminar held on 10 December 2014 at Kim Il Sung University,

which was aimed at accelerating progress on space science and technology.

Mr. Jong Tong Gil, Deputy Department Ditec of the National Aerospace

Development Administration, stated that the objective of the seminar was the

devel opment o f space science and technol ogy,
manufacturing and | aunchi n2§The iadtitetbnlalsb es and carr
commemorated the 12 Decemb2012 launch of the Unh& rocket, which the

Security Council determined as having used ballistic missile technology and

violated the resolutions.

48. The Security Council demanded t hfat t he Democ
Korea not proceed with any further launches using ballistic missile technalody

comply with resolutions . by suspending all activities related to its ballistic missile

programme. The National Aerospace Development Administration has taken over

the function and responsibilities of the Korean Committee for Space Technology,

which defies the resolutions. It has also taken
Control and Command Centre. Lastly, the institution has publicly announced its

intention to condct future rocket launchesn the light of this information, the

Panel recommends that the Committee update the 1718 (2008anctions List

by adding the following information for the Korean Committee for Space

Technology:

Alias (also known as): Nation&lerospace Development Administrati®dADA)

Other information: Mr. Hyon Kwangil, Meritorious Scientist, Department

Director, National Aerospace Development Administration; Mr. Jong Tong Gil,
Deputy Department Director of the National Aerospace Development
Administration; Mr. Kim In Cheol, Deputy Director of the National Aerospace

Development Administration; and Mr. Yun Changhyok, Wid@ector, General

22ADPRK strives to devel op KENAALd Pecambérddid e and technol ogyo

23313
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Satellite Control and Command Centre, National Aerospace Development
Administration (see annex 7-8).

Second Academy of Natural Sciences

49. On 7 April 2014, a spokesperson for the Academy of the National Defence

Science of the Democratic Peopl eds Republic of
contribute to the further development of ballistic and nuclear ranognes?s The

name of thisAcademy in the Korean language is identical to the identified alias of

the Second Academy of Natural Sciences ( ), leading the Panel to

conclude that this name is another alias of the Second Academy of Natural Sciences.

This is an indication that the Second Academy of Natural Sciences, a designated

entity, is likely to continue to play a key role in prohibitecbgrammes.

50. Mr. Choe ChurSik, the Director of the Second Academy of Natural Sciences,

played a prominent role in the launch of the U+theocket in December 2012, after

which he received the title of fAHer®. of the Demao
Information obtained by the Panel suggests tat Choe continues to play a key

role in ballistic missiles and related programmes. He was seen briefing Kim Jong

Un during the inauguration of a new housing c¢omy
on 9 Sepember 20137

Strategic Rocket Forces of the Koreands Peopl ebs

51. The bal listic mi ssil e | aunches of 20114 wer e
Strategic Forces o f t h2® whiclo wasareaffisnedPbg o pl eds Ar my
Ambassador Ri Tong Il in his pressnferences at United Nations Headquarters on

24 March and 4 April 20129The @A Strategic Forceso have been f
to in official statements of the Democratic Pec
unveiling of the Strategic Rocket Force Commamdvarch 201230 This new entity

appears to be in charge of all shomedium and intermediateange missile units

and hence is a key component of the countryds ba

52. In early 2012,Mr. Kim Rak Gyom was appointed as headtbé Strategic

Rocket Force. He was the only Lieutenant Gener
Central Military Commissior$® On 29 March 2013, he was one of only four senior

officers to participate in the operational meeting during which Kim Jdngwas

briefed fon the technical conditions of the strate
Ar my] KPAO and personally ratified the pl an 0 |
f i r ep o we3?Hissascenit Wkithid the ranks and the importance of the Strategic

24/313

26
27

28

29

30
31

32

fUS, S. Korean authoritiéant-DPRK moves condemnédKCNA, 7 April 2014.
fiKim Jong Un goes around newly built Unha Scientists StxeRbdong Sinmur® September

2013.

fiPurpose of S. Koréa delayed opening to public of missile téise laid bar@®, KCNA, 5 April

2014.

i Ri Tong || (Democrati c P eprerdsdrstheergan b | i ¢ of Kor ea) on

peninsulad pr es s ¢ o bfitedMations B/éb,T\24 March and 4 April 2014.

fiKim Jong Un inspects strategic rocket force command of KRACNA, 2 March 2012.
fiMembers of WPK central guidance body elected to fill vacesicélected and appointgd
KCNA, 11 April 2012.

fiIKim Jong Un convenes operation meetihnBodong Sinmun29 March 2013; andKim Jong
Un convenes operation meeting, finally examines and ratifies plan for firepowerosi€&lA,
29 March 2013.
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Rocket Force witm t he Korean Peopleds Army were highl:@i
promoted to the rank of Colonel General on 16 February 28MHis importance

can be seen from the fact that he greeted Kim Jddngon the site of the 29 June

2014ballistic missile launcl?

Table3

Entities and individuals identified as playing a key role in the ballistic programme
Entity or individual Korean name

Entity National Aerospace Developmer
Administration

Entity Academy of the National Defenc
Science

Entity Straegic Rocket Force Commani

Individual Kim Rak Gyom
Individual Choe ChurSik

VI. Export- and import-related measures

A. Implementation of the embargo on nuclear weapons, other
weapons of mass destruction and ballistic misgrelated items

53. While no new instances of seizuoe inspection of prohibited items relating to

nuclearor mi ssi | e progr ammes wer e reported by Me mb e
i nvestigations show that the Democratic Peopl ebd
attempt to procurer transfer items relating to its nuclear and missile programmes.

In addition to continuing work on the UniBa debris case, the Panel opened an

investigation into the unmanned aerial vehicle wreckage found in the Republic of

Korea in 2A4. These cases demonstrate how foragigade commercial items have

been procured for use in developing the Democr a
military systems.

Nuclear-related items seized by Japan

54. The Panel continued its investigation of amncident reported by Japan

regarding the seizure of five aluminium alloy rods on board a container vessel in

August 20125 The Panel found that a Democratic Peopl
entity using the | abel AKUMSOKO hePdnell y manufact
has identified that AKUMSOKO has been used by th

33 AKim Jong Un confers military ranks on KPA commanding offioekeCNA, 16 February 2014.
34 fiKim Jong Un guides tactical rocket firing drill of KPA Strategic Fard€CNA, 30 June 2014.
35 SeeS/2013/337 para.66; andS/2014/147 paras. 480.
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AKorea Ferrous Metals Export and Import Corporation engages in trading of
various types of steels and plates and has used a cable address of
AKUMSOKO .

AKorea Kumsok Tradig Corporation was previously listed in an official
publication as trading ferromanganese, silicon plate, gold concentrate and
other commodities (see figure VIII).

Figure VIl
Korea Kumsok Trading

Korea Kumsok Trading Corporation

Add: Taesong District, Pyongvang, DPRK

Tel: 850-2-18111-381-8222

Fax: 850-2-381-4416

Exports: Cement dispersant, gold
centrate, Bleutherococe extract
Ariman polysaccharide and marine
products

Imports: Copper powder, ferromanganese,
silicon plate and lubricating o1l

SourceForei gn Trade of t heublibefiWaegwoh 2,2004.Peopl ebds Rep

55. The two seconthand shipping containers used in the shipment were acquired
on 25 February 2012 by the Korean Arirang Trading Corporation of the General
Bureau of Horticulture for a greenhouse construction project witlior@ign
company.

56. The shi pment 6s Cc 0 n s ibgsade entityw@og Mia Htidey a n mar
Company, Ltd (see annex 8), designated by the United States Department of the
Treasury on 17 December 2013 as one of the three Myabasgd entities involved

inarmst rade with the Democrati c 8/2004pl47e 6 s Republ

para. 91). According to the United States of America, this entity is a procurement

agent for My anmar 0s Di r ect ohlas $pecialiaeld inDef enc e

importing foreign supplies and equipment for the Directorate of Defence Industries
for over three decades.The Panel sent a letter to Myanmar requesting information
but has not received a reply.

57. The Panel notes technical compleggiencountered by Member States relating

to the inspection of nucleaelated items. The lists of nucleeglated items
prohibited by the resolutions (see IAEA information circulars INFCIRC/254/Rev.12/Partl
and INFCIRC/254/Rev.9/Part2) provide prohibitedrameters of certain items but

no information on methodology or best practice in the inspection or analysis of
these items. It appears that such information is not widely understood by or shared

26/313

36 Address: Pothonggardong No. 2, Pothonrgang, District, Pyongyang; Tel: +88518111,

ext. 3818078; and Fax: +85@-381-4569,-4633.

37 United States Department of StafiAdministration eases financial and investment sanctions on

Burma), Fact sheet, 11 July 2012.

15-00593
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between Member States. Without the requisite capabilitiesmbe States will
continue to have difficulties in identifying items prohibited by the resolutions. The
Panel recommends that Member States consult with technical experts prior to formal
incident or inspection reports when suspect items are discovered.

Unha-3 foreign-sourced components

58. The Panel continued its investigation into the procurement by the Democratic

Peopl ebds Republ i c osourcEdocorepanentsffoundhamond the ei g n

debris of the Unh& rocket38 The United States explained toethPanel the

licencing process of its Export Administration Regulations with regard to the
Democratic Peopleds Republic of Kor ea, stating |
available on the cases under investigation. Switzerland could not trace the supply

chain given that the items (DC/DC converters) were produced in mass quantities

and easily available online.

59. Information was received from an intermediary company regarding the

pressure transmitters (see figure 1X), Royal Team Corporation (RY@gisered

in Taiwan Province of China. It acquired the pressure transmitters and sold them in

2006 and 2010 to a Democratic Peopl ebs Republ i
Chonbok Trading Corporation. The second sale was purportedly for its oil industry

and took plae when the Royal Team Corporation attended a trade show in
Pyongyang. Whil e there are several pl atf or ms u -
Republic of Korea, this supply chain illustrates again how entities based in Taiwan

Province of China can be used by tbeuntry to acquire goods for its prohibited

programmes that it cannot produce domestically. It also demonstrates how trade

shows are used to this end.

60. In accordance with Implementation Assistance Notice (IAN) No.4,

Member States should exercise enhaed diligence with regard to export to the

Democratic Peopleds Republic of Korea of the fo
their use in the ballistic missile programme: pressure switches, pressure

transmitters, temperature transmitters and radial ball bearings.

38 SeeS/2013/337 para. 33; ané/2014/147 paras. 559.
39 This company was already known to the Panel &@®13/337 para. 60).
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Figure IX
Pressure transmitters found among the Unh& debris

Source The Panel.

Unmanned aerial vehicle wreckage

61. The wreckage of three unmanned aerial vehicles was found on the territory of

the Republic of Korea in October 2013 andatdh 2014. The Ministry of National

Defence concluded that the drones were from the
Korea and engaged in reconnaissance activities over military facilities on Republic

of Korea territory. The Republic of Korea notified tharfel that the supply, sale or

transfer of these unmanned aerial vehicles and of their components could constitute

a violation of paragraph 10 of resolution 1874 (2009) prohibiting the supply, sale, or

transfer of all arms related materiel.

62. The unmannederial vehicles are of two types: a straight wing wittiail and

a delta wing. The former was found in Baengnyeongdo Island in the Yellow Sea (see
figure X) and the latter in the cities of Samcheok and Paju south of the demilitarized
zone (see figure XI) The remains of a fourth unmanned aerial vehicle were
retrieved in September 2014 from a fishing nddlé metreswest of Baengnyeongdo
Island. This unmanned aerial vehicle appears to be similar to those found in
Samcheok and Paju. The Ministry of Natibridefence of the Republic of Korea
assessed that all three unmanned aerial vehicles were manufactured and operated
over the same period.

63. This is the Panel 6s first investigation into
vehicles, illustrating their potenfimew role in possible sanctions violations and the

corresponding necessity for export control to take them into account along with

their associated technologies.
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Figure X
Unmanned aerial vehicle found at Baengnyeongdo Island

Source South Korea Bfence Ministry via Getty Images.

Figure Xl
Unmanned aerial vehicle found at Paju

Source AFP photo/South Korean Defence Ministry.
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64. The drones exhibited foreign markings and contained components sourced
from at least six foreign countries. F@mving engagement with a Member State to
identify the components and their origin, the Panel was provided with a list of the
items and their respective countries of manufacture (see tables 4 and 5).

65. The Panel has contacted manufacturers to deterhromethe components were
procured. This case is similar to the UrBadebris casé® and provides useful

i nformati on on net wor ks of acquisition
Korea. The Panel has yet to determine whether the unmanned aerial vehicles
themselves were acquired abroad or custoade in the country. The latter case
would show that the country continues to seek-tb#shelf foreignsourced
components to integrate them into their systems or subsystems for military use.

66. Canadian export antrol authorities informed the Panel that the autopilot
recovered inside the unmanned aerial vehicle near Baengnyeongdo Island (see
figure XlIl) was subject to their controls. The manufacturer of the autopilot provided
the Panel with an endse statementginting to a Chinese company, or a copy. The
manufacturer also informed the Panel that the autopilot has a range of less than
300km, which would not meet the criteria for prohibited ballistic missdtated
items41

Figure XlI
Autopilot from the unmanned aerial vehicle found at Baengnyeongdo Island

Source The Panel.

67. The Panel will seek to acquire the characteristics of the gyro to determine if it
was on the list of ballistic missideelated items. All of the other items appear to be
of commaecial origin.

68. Investigation into the capabilities and origin of the unmanned aerial vehicles
continues. The resolutions prohibit the supply, sale or transfer to the Democratic

30/313

40 SeeS/2013/337 para. 33; an/2014/147 pams. 5563; and paras. 580 of the present report.
41 The list of prohibited ballistic missiteelated items $/2014/253 includes autopilots designed

or modified for use in unmanned aerial vehicles (includingse missile systems, target drones
and reconnaissance drones), capable of delivering at least 500 kg of payload to a range of at
least 300 km, and capable of achieving a system accuracy of 3.33 per cent or less of the range.
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Peopl ebs

Republic o f

Kor ea of

compl et e

reconnaissance drones, capable of a range equal to or greater than 300 km. While
the range of the Baengnyeongdo Island unmanned aerial vehicle is less than 300 km
owing to the autopilot limitation, the range of the Paju/Samcheokunmanned aerial

vehicle has ot yet been determined.

Table 4

Foreign-sourced items found inside the unmanned aerial vehicle at

Baengnyeongdo Island

No. Name of item

Function

Country of manufacture

1. Engine
2.1. Flight Control

Automatic Control

Computer Board
2.2. Input/Output Board
2.3. Radio Control
receiver
3. Servo Motor and Actuator
4, Global Positioning Systerantennas

Flight Power

Inertial Estimate and
Automatic Flight
Control Command
formation

Global Positioning
System receiver

Radio Control
receiver

Aircraft wing frame
control

Global Positioning
System signal antenn

Czech Republic

Canada

Switzerland
Japan
Republic of Koree

or China

United States

5.1. Mission Computer Central Processing Creates infrared China
Unit Board command between

camera and camera

stand
5.2. Input/OutputBoard Global Positioning Switzerland

System receiver
6. Camera Takes pictures Japan
7. Battery Power supply China
Table 5
Foreign-sourced items found inside the unmanned aerial vehicle at Paju/Samcheok

Country of

No. Name of item Function manufacture
1. Engine and Muffler Flight Power Japan

2.  Fuel Pump

3. Flight Control Computer Central

Processing Unit Board

Fuel supply to the engine

United States

Automatic Flight Control Command China
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No. Name of item Function manufaciure

4. Gyro Board Monitoring the change of flight anglc Japan

5. Global Positioning System Receive Geographic location Switzerland

6. Servo Motor Aircraft wing frame control Japan

7. Transceiver Flight command and telemetry United States
sender/receiver

8. Camera Still photography Japan

9. Battery Power supply Japan

Acquisition of computer numerically controlled machine tools and technolog$?

69. Hsien Tai Tsai élso known adAlex Tsai) and his son, YueHsun Tsai &lso

known asGary Tsai), were indicted on 6 June 2013 by tbeited States for
allegedly conspiring to violate United States laws against the proliferation of
weapons of mass destruction. Alex Tsai had been designated in 2009 by the United
States Department of the Treasury for providing support to the Democratip Pee 6 s
Republic of Koreads primary arms deal er, the Ko
Corporation(KOMID), designated by the Security Council in April 2069The
investigation revealed that Alex and Gary Tsai were associated with at least three
companies bsed in Taiwan Province of China that purchased and exported from the
United States machinery to process metals and other materials with a high degree of
precision44

70. On 10 October 2014, Alex Tsai pleaded guilty to conspiracy to defraud the
United Stats in its enforcement of regulations targeting proliferators of weapons of

mass destructiod> He admitted that he engaged in illegal business transactions
involving the export of United States goods and machinery. Under the terms of his
plea agreement, theentence could be reduced to approximately 30 months in

prison, provided he continues to fully cooperate.

B. Implementation of the arms embargo

71. Lack of awareness and understanding of the resolutions by Member States has

allowed the Democratic Pep| eds Republ i c of-stakdingeast t o expl oi t
relationships with African countries for armelated services and training. The

Panel also investigated two cases involving 1®%h at e actorsdé6 ammunition
possibly a manufacturer in the Democrate 8 pl eds Republic of Kor ea.

42 SeeS/2014/147 paras. 6663.

43 See www.un.org/sc/committees/1718/sanctions_list.shtml.

44 The three companies are: Global Interface Co. Inc., Trans Merits Co. Ltd. and Trans Multi
Mechanics Co. Ltd.

45 United States Departmenfo Just i c e, Of fice of Public Affairs, AiTai wa
guilty to conspiring to violate U.S. laws preventing proliferation of weapons of mass
destructiono, 10 October 2014.
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72. The resolutions do not prohibit militasty-military cooperation with the
Democratic Peopl eds Republic of Kor ea. However
carefully scrutinized to avoid any possible violation of the resolutionpanticular

the prohibitions on the supply, sale or transfer of arms and related materiel, as well
as technical training, advice, services or assistance related to the provision,
manufacture, maintenance or use of such items.

Arms and related materiel and technical assistance provided to the Republic of
the Congo

73. In investigating theWesterheveincident, the Panel travelled to South Africa
in 2014 to inspect seized military equipment and submitted a final incident réport.

74. Thiscaseillusthes how t he Democratic Peopleds Republ
favourable market position in the refurbishment of obsolete Soviet equipment owing

to competitive prices, the absence of service competitors and lack of understanding

and/or implementation of theelevant resolutions by Member States.

75. The shipment seized by South African authorities in the port of Durban was
the fourth and final shipment to be delivered. The Panel found some evidence of a
fifth consignment, but was not able to confirm this wilongolese authorities or
through other means (table 6 contains a list of shipments).

Figure XIlI
Westerhevein the port of Durban and the two containers seized by South African authorities

oRAFT
BILL OF LADNG

| 105 PACKAGE(S)

“| shippers Owned Container

“| SPARE PARTS OF BULLDOZER
CIN NO.:118205 .

Source South African authorities.

Table 6
Entities involved in the four shipments
Air shipment 1st maritime shipment 2nd maritime shipment 3rd maritime shipment
Leg Actor (mid-2008) (mid-2008) (mid-2008) (late 2009)
1 Consignot Unknown
1 Shipper  Unknown N/A Unknown Machinery Export &
(declared) Import Corporation
1 Carrier Unknown N/A Unknown Korea Solsong Shippin

46 SeeS/2013/337 paras96-100 and annex XVII, sects.-R&; andS/2012/422 para. 71.
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Air shipment 1st maritime shipment 2nd maritime shipment 3rd maritime shipment
Leg  Actor (mid-2008) (mid-2008) (mid-2008) (late 2009)
% Freight Most likely Seajet N/A Most likely OTIM and  OTIM and COMPLANT
forwarder Company COMPLANT (Dalian)
2 Shipper  Seajet Company Guangzhou Surfine  COMPLANT (Dalian)  Machinery Export &
(declared) Shipping Import Corporation
2 Carrier Ethiopian Airlines CMA-CGM CMA-CGM CMA-CGM
2 Consignet Direction g®n®r al e4’de | 6®qui pe
(declared)
76. During the Panel ds inspection ofedthe seized s
as 0 sagrtaof bulldpzed , it found that the bulk of the del

Republic of the Congo consisted of arms and related mat&i€he majority of
items were refurbished or secahdnd, including cannibalized spare pai®s.

Figure X1V
Example ofthe items inspected, includingsecondhand spares [ower left) and poor-quality
De mocr at isRepBbicopKores&manufactured tracks (lower right)

a/\la'7/¢
X880111 y
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Source The Panel.
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47According to Congolese authorities, the Direction g®n®
the consignee of all shipments in order to sifyptiustoms procedures in Poirkoire harbour
and Brazzaville airport and to alleviate fees.
48 The shipment included militargpecific items or items with possible military end use such as
tank tracks, periscopes, Geiger counters, tank crew helmetsgbahtities of camouflage
painted plates, external oil and fuel tanks, etc. Most of the items were made in the Democratic
Peopl eéds Republic of Kor ea.
49 Some of the odometers showtht trucks had been driven {20,000 km.
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77. In its analysis, the Panel identified several correlations with prelsyous

interdicted shipment of itemshat constituted violations of the resolutions, in

particular relating to militarsto-military cooperation, the involvement of embassies

of t he Democratic Peopl ebs R e p u kdlated of Kor ea,
services andechnical assistance, and techniques to ensure the secrecy of foreign

operations.

78. This investigation also presents similarities with igong Chon Gangase>°

The agreements that the Democratic Peoplebs Repu
and the Rpublic of the Congo were militarjo-military in nature, involved

technical assistance and benefited from support from the respectiweuirtry

embassies and diplomats. The agreement with the Republic of the Congo was signed

by a representative of the Ntry Cooperation Department, Ministry of the

Peoplebébs Armed Forces of t he National Def ence
Peopl ebs Republic of Kor ea. Activities such as
clearance were taken care of by diplomats based bothercountry and in Asia,

where the consignment was trastipped.

79. The Democratic Peopleds Republic of Korea req:
Congo provide lodging for all personnel inside military facilities or compounds to

Afensur e secrecymtandvormlpipmgepconditionsao (see ann
refurbishment teams seldom left the barracks and never went further than a nearby

market. They were also sedufficient in terms of food and medical care with

embedded cooks, doctors and interpreters artdadiy all food and supplies coming

from the Democratic Peérprh &dubHes2008 copAprib2010¢c o f Kor ea.
the death of one member resulted in the only change in team composition. Preventing

personnel rotations over such a long period reducedresgseand enhanced secrecy.

50 SeeS/2014/147 paras. 6B9 and 124
51 Under the terms of the agreement, the Democratic P&PRBlepublic of Korea was to provide all
necessary food and other daily supplies. Congolese authorities confirmed that all appliances and
supplies found inside the t-sanedshnaddition, theghungbarar t er s had b
of rice bags inside the containers-board theWesterheveand cardboard boxes observed in
Brazzaville suggest that most of the téarfood was shipped fro abroad. This further
contributed to limiting external contact of personnel in order to ensure secrecy.

1500593 35/313


http://undocs.org/S/2014/147

S/2015/131

Figure XV
Mpila barracks and layout of the refurbishment facility in Brazzaville

Location of Mpila Barracks

%

Mpda Boarracks

BRAZZAVILLE

ontainers used
for storage
e

Source The Panel.

80. Commercial equipment for the refurbishment delivered to Brazzaville included

machine tools and other heavy egmient, hand tools, spares and other

miscellaneous items. The Panel confirmed that the machine tools and the heavy

equipment examined in Brazzaville were manufactured outside the Democratic

Peopl eds Republic of Kor ea. I hipped girectyh er ef or e | i k
from Huangpu, China to the Republic of the Congo.

Submarine parts seized early in 2011

81. The Panel continued to investigate the February 2011 inspection of an air

shi pment of submarine parts brokoKoeed by a Democ
entity, Green Pine Associated CorporatR®nA European Member State confirmed

the delivery of spare parts for Yugo class submarines that were procured in the

United States market, for a militanglated company based in SotElast Asia. The

shipment also involved an individual and a company in Europe that were formerly

involved in violations of European luxury goods bans. The consignment consisted

of outstanding items from the Soukha s t Asi an companyb6s contract |
Pine, which was liquid&ad in December 2010 in compliance with resolution 1874

(2009).

82. The European Member State also informed the Panel of a May 2011 delivery
of ship parts to a militaryelated company in Africa involving Green Pine and the

52 SeeS/2013/337 para. 82; an®/2014/147 para. 114.
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same European individual and tép. The Panel requested information from an
African Member State about this reported shipment.

83. These incidents took place before Green Pinebd
Committee. The Panel nevertheless notes that brokering by the Democratic@sople

Republic of Korea of arms transactions is prohibited by resolutions 1718 (2006) and

1874 (2009), as noted by paragraph 7 of resolution 2094 (2018mber States

should be aware of these provisions and review any transactions of arms and

related materiel brokered by the Democratic Peopleds Re

Attempted sales of MiG21 fighter jets and components terminated by Mongolia3

84. In May 2014, Mongolia stated in its national implementation report that it had

terminated an attempted sale toh e Democratic Peopl ebds Republic
MiG-21 fighter jets, their engines and other parts in 2009. The Panel visited

Mongoliafor consulationsandto inspect the items.

85. In early 2009, a Mongoliased company signed a contract with a Democratic
Peopl eds Republic of Korea en2liPEMfightes s el | 32 de
jets as spare parts. Given that the sale would violate the 1979 Agreement between
Mongolia and the former Soviet Union and resolution 1718 (268&)e Mongolian
Ministry of Defence decided against transferring the jets to the Mondidsed
company for onward sale. Consequently, the jets were disassembled. Despite the
decision by the Ministry of Defence, the individuals involved forged documents and
declared a Russian companyg the recipient. The Mongolian authorities detected
and stopped these attempts. In 2012, the Independent Agency against Corruption of
Mongolia investigatedhe caseThree individuals were prosecuted and sentenced to
imprisonment ranging from 3.5 to 7.1 ams. According to Mongolia, these
individuals acted in their personal capacities. During itssiit@ inspection, the
Panel confirmed that the following items were kept in the storage facility: complete
MiG-21 PFM fighter jet and 31 engines, as well as rgdaamount of other parts

(see figure XVI)35

Figure XVI
Dismantled jet engines, other parts and one complete Mi@1 fighter jet
observed by the Panel

Source The Panel.

53 S/2014/147 para. 1155/2013/337 paras. 8385; andS/2012/422 para.74.

54 The 1979 agreement is still in efft between Mongolia and the Russian Federation. Under this
agreementMongoliais prohibitedfrom transfering military equipment or hardware to any
third country without obtaining approval from the Russian Federation.

55 One complete Mi&1 PFM fighterjet was on display in front of the storage facility.
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86. Had the Government of Mongolia not intercepted the attempted sale of

MiG-21 fighter jets and their components to the D
Korea, it would have violated the arms embargo. It also aotedccordance with

t he resolutions to prevent t he return of t he 1
Republic of Korea (separa. 204 below).

87. Since there are items that the Democratic Pe
unable to produce domestically, necessitating procurement from abroad,

Member States should exercise vigilance in their export control of obsolete or

decommissoned weapons and their parts.

Possible supply of armsrelated materiel to Ethiopia>6

88. The Panel continued to investigate a possible connection between an Ethiopian

entity (Homicho Ammunition Engineering I ndustry
Republic of Korea entity (Korea Mineral Trading General Corporation) that may

have been in violation of the arms embargo. Ethiopian authorities informed the

Panel t hat a AKorea Mineral Trading Gener al Cor
the list of suppliers on thelomicho Ammunition Engineering Industry website. The

Panel awaits further information from Ethiopia.

Possible armsrelated cooperation with Eritrea57

89. The Panel reopened its investigation of alleged arehsted cooperation
between Green Pine Asdated Corporation and the Eritrean Department of
Governmental Garages in the light of information published by the Monitoring
Group on Somalia and Eritrea in 2013. The Eritrean authorities informed the Panel
that they had not engaged directly or indirectlyith any country, entity or
individual in violation of the arms embargo imposed by resolution 1907 (2009).

Police cooperation with Uganda

90. The Panel investigated police cooperation bet
Republic of Korea and Ugand&.0On 19 December 2014, Uganda replied to the
Panel 6supfoilngpw ry with details of the cooperati

Force Uni t Trainingbo carried out by Democratic
instructors at the police training schools at Kabaly@asMdi and Butiaba, Wantembo

(both former military bases) included training on the use of4\d§ and pistols. The

training for the Marine Police Unit included sharp shooting (see annex 10).

56 SeeS/2014/147 paras. 104L01.
57 |bid., paras. 987.
58 |bid., paras. 102203.
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Figure XVII
Photos of cooperation between the DemocraticPpd e 6s Republic of Korea ar

Source New VisionUganda (leftlandUganda Police Force Facebook account (ceatmright).

91. The Panel is of the view that this type of training is a violation of paragraph 9

of resolution 1874 (2009) prohibitig t he Democr atic Peoplebs Repub
from exporting technical training, advice, services or assistance related to the

provision, manufacture, maintenance or use of all arms or materiel. As the training

at Butiaba, Wantembo is still ongoing, the Bhashared its view with Uganda and is

awaiting a response.

Ammunition abandoned by Mouvement du 23 mars

92. At the invitation of the United Nations Organization Stabilization Mission in

the Democratic Republic of the Congo (MONUSCO), the Integratesbdrgo
Monitoring Uni t o f t he United Nati ons Operati
conducted a technical assessment of the arms and ammunition abandoned by

Mouvement du 23 mars after it retreated from positions in the eastern Democratic

Republic of the Congan October and November 2013. The assessment concluded

t hat some of the ammunition originated in the
Korea might have been part of the shipment from that country to the Democratic

Republic of the Congo in early 2009. Thedgtated Embargo Monitoring Unit and

the Group of Experts on the Democratic Republic of the Congo provided

photographs to the Panel.

93. The Panel identified 16/m and 122mm rockets and fuses that were most

probably manufactur ed 3 Republib ® KbDreamAllctheat i ¢ Peopl e
ammunition shares similar features with the <co
known to the Panel, including the paint coating, markings, lot numbers, model

names, quality control stamps and asterisk stamps on the fuses. fThenibers

AXX8XX0 were assi gmmerdckets and tfubes, sugfegta 2008

production year, which is also consistent with the date on the tags of the rocket

crates. The -9d ausmbgnr ewm fttketstindieate that 2hey

were maufactured either in 1997 or 2068.

59 According to theluchecalendar, the year would be 2008.
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Figure XVIII
Comparison of ammunition abandoned by Mouvement du 23 mars with
ammunition intercepted on other occasions
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Source Integrated Embargo Monitoring Unit and the Panel.

Arms and related materiel intercepted onboard theJeehan 1

94. Yemeni authorities intercepted a shipment of arms and related materiel that
originated in the Islamic Republic of Iran onboard the vedsehan 1Information
obtained by the Panel indicates that some of the ammunitiche shipment has

mar ki ngs similar to those manufactured by
Korea. The Panel has sent a letter to the Government of Yemen to corroborate the
information.

International arms fair attendance

95. The Panel investi@ted a media report concerning participation by a delegation

of the Democratic Peopledbs Republic of Kor ea

Russian Federation. According to common practice, Russian authorities issued entry

passes for the event for nine mber s of the Democratic Peopl ebs

Korea Embassy in Moscow, but they did not participate in the exhibition,
demonstration and business parts of the event. According to the Russian Federation,
no information suggests that the diplomats concludegddeal. The Panel has found

no evidence of violation of the resolutions.

C. Implementation of the luxury goods ban

96. The luxury goods cases that the Panel examined demonstrate that the

Democratic Peopl eds Republ ic rypftemKfoomea managed

multiple countries, including by making use of its diplomatic missions. The

Democratic Peopl eds Republic of Korea al so

ascribedt o t he term fAluxury goodso by various
casesal so showed that | uxury goods acquired
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of Korea generally travelled through multiple countries first with the manufacturers/
companies having no idea about their final destination.

Limousines observed during the miliary parades held in Pyongyang in 2012
and 20132014

97. On 15 April 2012, two MercedeBenz limousine conversions were displayed

during a military parade in Pyongyang, which could constitute a violation of

paragraph 8 (a) (iii) of resolution 1718 (2006)formation available indicates that

these two vehicles are modified versions of theCl&ss and were previously

registered and armoured by a North American company before a series of

international transferthat ultimately led to their end useinthede cr at i ¢ Peopl ebs
Republic of Korea.

98. With regard to the other two MercedB&nz limousine conversions that were
displayed in Pyongyang parades in 2013 and 2014, body characteristics suggest that
these vehicles are not Pullman versions of thda8s ehicles but were modified by

a third party.

Figure XIX
Panel 6s analysis of the body features of the
2012 and 2012014 and Pullman version of the MercedeBenz SClass

MB Pullman 2010
MB paraded in 2012
MB paraded in 2013

Source http://www.wallpaperup.com and the rira.
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Masikryong ski resort

99. With regard to the transfer of ski equipment used in the Masikryong ski
resorts0 China informed the Panel that a Chinese company provided ski lift

equi pment and relevant desi gn swewthatc e s . China s

skiing is a popular sport for people, and ski equipment or relevant services are not
included in the list of prohibited luxury goods specified in Security Council

resolution 2094 (2013)0. Canada stated that t he
Democratic Peoplebds Republic of Korea is a viola
European Union member States informed the Panel that they considered the Pisten

Bul Iy 100 and Prinoth snow groomers wi t h a ¢ca

European Union CouriilcRegulation (EC) No. 329/2007.

100. The Panel was informed that some producers of the special automotive
equipment (namely, snowmobiles and snow groomers) had contact with multiple

indi viduals at the Permanent MisadKomea of the De mc
in Geneva, including the Permanent Representative. The company assumed that the

transactions were legitimate because Switzerland had accredited these diplomats.

101. Some Member States have included ski equipment and special automotive
equipmentunder their definition o f Al uxury goodso

incorporated them. This creates a situation of uneven practice by Member States.

Figure XX
Brochure from the Masikryong ski resort displaying foreign-manufactured
snow equipment

Soure:Foreign Trade of the Democrvoh2i204.Peopl eds Republic o

Luxury yachts

102.The yacht seen alongside the 6€lovamntryods
confirmed to be a Princess 95MY manufactured by Princess Yachts International

Plc, in Plymouth, United Kingdom of Great Britain and Northern Ireland and in
service as early as 2011. This particular model was in production between 2007 and
2011. Out of a total of 21 sold worldwide, the Panel traced 19. The estimated value

42/313

60 SeeS/2014/147 paras. 118.19.
61 fiExclusive: fit for a princesd Kim Jong Urs $7m yachd, NK News 18 June 2013 (see
S/2014/147 para. 120).
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is between $40 6 million. In the absence of requested information from Princess
Yachts, the Panel could not advance its investigatn.

Figure XXI
Luxury yacht in background identified as a Princess Yacht 95MY

Source NK News.

Gifts given by Dennis Rodmanand Paddy Powef3

103. Despite the lack of information from Dennis Rodman, the Panel was able to

confirm some of the gifts he present@The Irish company, Paddy Power, which

accompanied Mr. Rodman on the December 2013 trip, valued the gifts at around

$3,00085 The United States informed the Panel that appropriate measures were

taken in response. In addition, it said that it lacked sufficient information at that

time to determine whether there was a violation of the luxury goods embargo but

that some ofie i tems were fAlikely to be considered |
6Examples of Luxury Goodsd set forth in Suppl eme
Administration Regulations of the United States Department of Commerce (15 CFR

part 746, SupplementNo.12013) ). 6 I reland informed the Panel
of the goods was | ow aqowdfdohatrriangemesnti antded oal i
be considered commercial trade. Paddy Power explained that it was unaware that its

activities could violate sanions. Ireland decided not to pursue the case.

104. T he Security Council és l uxury goods ban doe
commercial and nowommercial transfers. None of the parties involved intended to

evade or violate the luxury goods ban. This casesithtes the potential risk of

travellers inadvertently violating the luxury goods embargo should they take gifts or

other items into the Democratic Peopleds Republi

62 As these yahts are not required to be registered with the International Maritime Organization
(IMO) or be fitted with an Atomatic Identification Systenthe cooperation of the manufacturer
is essential.
63 SeeS/2014/47, para. 121.
64 The Panel observed that bottles of wine, basketballs and jerseys were presented by Dennis
Rodman.
65Paddy Power 6s gifts include a bottle of Jameson whiske
and a Mulberry handbag.
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VIl. Interdiction

105. The Panel continued to monitor the air and marititheets of the Democratic
Peopl ebds Republic of Kor ea. Despite t he ongoin
aircraft, there has been an overall decline in both maritime and air fleets since 2008.

106. The Panel also examined patterns in renaming, reregistenéfiggging and

provision of insurance to vessels owned by the
Korea. In relation to paragraph 19 of resolution 2094 (2013), the Panel notes a

significant increase in the number of vessels renamed and reregistered in 2014,

including all but one of the vessels operated by the designated entity OMM. In

addition, the Panel also continues to monitor ownership and/or control of foreign

flagged vessels.

A. Maritime fleet

Fleet renewal

107.The Democratic & & agaflagged fle® euprentlylconsists of

118 general cargo vessels (23 with container capacity), three fully cellular container
vessels, one reefer and three bulk carriers. While the fleet continues to age and
reduce in overall numbers, it has consigty been supplemented by seceamahd
vessels since 2008 (see figure XXII), the majority of which are relatively small
general cargo vessels (1,500 to 3,000 gross tonnage versus vessels of 5,400 to
17,000 gross tonnage scrapped).

Figure XXII
Trendsfor Democr ati c Peoplflaghed fldete yessdislacqairedy f Kor ea
lost and scrapped since 2008

Number
vessels

20
15 ® Acquired
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Source Equasis, International Maritime Organizatidn] o y d drgelligence t

108. The trend towards acquisition of smaller vessels is condistéth increased
regional activity. Between 2009 and 2014, voyages in the region alone increased by
79 per cent. At the same time, there has been a marked decrease in port calls outside
the region, falling to just 6 per cent of 2008 figures. Given theore economic
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growth over the pericfand recent investments in Democratic
Korea ports and related rail infrastructure, there may have been a strategic shift to

the use of its own flag for regional treffewhile increasingly relying orforeign

flagged vessels for international trade (see table 7 for examples of vessels that may

be using foreign flags).

109. In addition to a significant increase in vessel renaming activity in 2014, since

the designation of OMM, the Panel also notes tttee number of Democratic

Peoplebébs Republic of Korea vessel s®registered u
Fl agging out to foreign ship registries provide
Korea operators with several advantages. Fordliggged vessels arable to access

ports and routes that are problemat-ic for Democ
flagged ship$® The practice can also mitigate the risk of inspection under the

resolutions and risbbased scrutiny (and associated higgk taggingY©and frustrate

due diligence by delinking association to the
Kor ea. The mo v e to Asingl e shipownero compani
obfuscate actual beneficial ownership as well as financial transactions that are

restricted under # sanctions regime. None of the name changes or reflagging of

vessels have beamommunicated to the Committée accordance with paragraph 19

of resolution 2094 (2013)Also, noneof the vessels have been reported as being

involved in prohibited activitiesThe Panel continues to look into the reflagging to

determine if former control is retained and/or whether changes were undertaken to

evade sanctions.

Table 7

Use of flags of convenience in 2014

Flag State Vessel name IMO No. Vessel type Date sine
Cambodia  Grand Union 8651221 General cargo 1 May 2014
Cambodia  Grand Faith 8749262 General cargo 1 June 2014
Cambodia  Dong Kun 6 8649993 General cargo 1 April 2014
Cambodia  Chun Yang 7 8652756 General cargo 1 May 2014
Cambodia  Grand Lady 865479  General cargo 1 January 2014

66 World Bank, fiEast Asia and Pacifé; in Global Economic Prospects, January 2015: Having
Fiscal Space and Using (Washington, D.C.World Bank January 2015)vailable from
www.worldbank.org/en/publication/glob@&conomieprospects/regionabutlooks/eap

67 Offloading a container in a regional hub with largeale transhipment volumes makes
determining the origin of a container more difficult.

68 SeeS/2014/147 paras. 128.38.

69 Republic of Korea, Ministryof Unification, White Paper on Korean Unification 20,10
pp. 100-101. Democratic Peopde Republic of Koredlagged vessels have been denied access to
Republic of Korea waters in response to the sinking of the naval vésgelnanon 26 March
2010. Betweer\pril 2006 and June 2010, their vessels sailed through Republic of Korea waters
2,165 times; 1,477 were voyages between the two Koreas and 688 to other countries.

70 Under the Tokyo Memorandum of UnderstandongPort State Control in the AsRacific
Region OMM is flagged as high risk/low performance based on port State control inspections
over the past three years.
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Flag State Vessel name IMO No. Vessel type Date sine

Cambodia  Dong Fang Qi Yun 9095412 General cargo 1 December 2013
Cambodia  Fu Hong 8657536 General cargo 8 November 2012
Kiribati Petrel 171 9009085 General cargo 17 March 2014
Mongolia Chon Won 65 8410603 General cargo 9 January 2012
Mongolia Victory 2 8312227 General cargo 24 September 201:
Mongolia Kunjari 9045182 General cargo 9 July 2003
Panama Woory Star 272 8717910 General cargo 13 May 2011
Cambodia Karo Bright 8651219 General cargo 1 September 2014
Sierra leone Global Nampo 9000766 Containership 1 November 2010

Sierra Leone New Hunchun 9536272  General cargo 3 June 2010

Source Equasis and IMO.

Sanctions evasion patterns: Renaming and reflagging

110. Following the designation of OMM on 28uly 2014, the Democratic People
Republic of Korea acted in order to evade sanctions by changing the registration and

ownership of vessels controlled by the Company. Thus far, 13 of the 14 vessels

controlled by OMMhave been renamed, their ownership transferoedther single

shipowner companies (with names derived from th
management transferred to two main compaffesWithout exception, the

companies established for reregistration purposes were registered in the IMO

database in 2014These changes are likely a strategy to evade assets freezes by

Member States under resolution 2094 (2013). The registration changes were
submitted to I MO by of ficials of t he Democrati
Embassy in London.

111. No reports on thee transfers were received despite resolution 2094 (2013), in
which the Security Council called upon all States to communicate to the Committee
any information available on transfers (including renaming and reflagging) of
Democratic Peopl eé vessB® to wthdr icanpanids, pkssibly to
evade sanctions or in violation of the provisions of the resolutions (see annex 12.1).

71 Petrel Shipping is listedn the IMO databasas a British Virgin Islanebased entity which uses
aficare ob address provided by a iHg Kongbased company named Petrel Shipping Co. Ltd.
It is the registered owner of two Kiribafliegged vessels, theetrel 1and theBlue Nouvelle
Mr. Ri Phyong Gu, a known OMM representative based in Bangkok (see para$423and
annexes 21), hadisted his title and affiliation aéthe Chartering Manageof Petrel
Shipping Co. Ltd. regi stered in the Democintastvisc Peopl eds Republ i
application.However, @ such company is listefdr this countryon the IMO database. The
Petrel1 has called into Nampo at least four times since June 2014 amiubeNouvelleat least
twice since July2014.
2There is al so a Democr aiflagged Vessel pdmedosry RaeIMO b | i ¢ o f Kor ea
number 8408595) owned by Korea BtdingCo, Pyongyang.
Twel ve of these vessels were registered as fAin service
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Table 8

Renaming and reregistering of vessels controlled by OMM following its designation on 28 July 2014

Original name IMO

New name

Registered owner

Registered manager/operator

Am Nok Gang 8132835

General cargo

Chong Chon Gang 7937317

General cargo

Hwang Gum San z 8405270

General cargo

Hyok Sin 2 8018900

Bulk carrier

Jang Ja San Chon 8133530
NyonHo

Bulk carrier

15-00593

Tae Ryong Gang Taeryonggang Shipping

1/10/2014

Tong Hung San
1/10/2014

Hui Chon
1/10/2014

JiHye Can
1/10/2014

Song Jin
1/10/2014

Co.Ltd

Care of Yongjin Ship
Management Co. Ltd

IMO: 5814906
2/07/2014
Tonghungsan Shipping Co. L

238, Ryugyong &long,
Potonggangyuyok, Pyongyani

IMO: 5826665
12/06/2014
Huichon Shipping Co. Ltd

35, Puksong #long,
PyongchorDistrict,
Pyongyang

IMO: 5817812
5/08/2014

Jihyesan Shipping Co. Ltd

563, Pongjidong, Pyongchon
District, Pyongyang

IMO: 5821426
31/08/2014

Songjin Shipping Co. Ltd

915, Ryugyong &long,
Potonggangyuyok, Pyongyani

IMO: 5821430
1/09/2014

Yongjin Ship Management
Co.Ltd

Tonghumg-dong, Central
District, Pyongyang

IMO: 5814883
30/06/2014
Tonghungsan Shipping Co. L

238, Ryugyong 2long,
Potonggangguyok, Pyongyani

IMO: 5826665
12/06/2014

Pyongjin Ship Management
Co. Ltd

102 Ryuggyo idong,
PyongchorDistrict,
Pyongyang

IMO: 5817790
18/06/2014

Haejin Ship Management
Co. Lt

Tonghungdong, Central
District, Pyongyang

IMO: 5814866
30/04/2014

Haejin Ship Managment
Co.Ltd

Tonghungdong, Central
District, Pyongyang

IMO: 5814866
30/04/2014

47/313



S/2015/131

Original name IMO New name Registered owner Registered manager/operator
Jon Jin 2 8018912 Ryong Rim Ryongrim Shipping Co. Ltd  Haejin Ship Management
Co.Ltd
Bulk carrier 1/09/2014 404, Ryugyong long,
Potonggangyuyok, Pyongyani Tonghungdong, Central
District, Pyongyang
IMO: 5817772
IMO: 5814866
13/08/2014
30/04/2014
Mu Du Bong 8328197 Mudubong Shipping Co. Ltd TaedonggangSonbak Co. Ltd
General cargo 611 Haeun, Tonghurdong, CPO Box 120, Canggwang
Central District, Pyongyang  dong, Chuneguyok
Pyongyan
IMO: 5435991 yongyang
IMO: 1845139
25/12/2008
25/10/1999
O Un Chong Nyon 8330815 Hu Chang Huchang Shipping Co. Ltd Yongjin Ship Management
Ho . . Co.Ltd
1/09/2014 Care of Yongjin Ship
General cargo Management Co. Ltd Tonghungdong, Central
District, Pyongyang
IMO: 5820255
IMO: 5814883
16/08/2014
30/06/2014
Pho Thae 7632955 Myong San 1 Myongsan Marine Co. Ltd Yongjin Ship Management
Co.Ltd
General cargavith 1/08/2014 Tonghungdong, Central
container capacity . District, Pyongyang Tonghungdong, Central
(Registered District, Pyongyang
inactive on IMO: 5814897
22 August 2014.) IMO: 5814883
30/07/2014
30/06/2014
BiRyu Gang 8829593 Kang Gye Kanggye Shipping Co. Ltd Yongjin Ship Management
Co.Ltd
General cargo 1/09/2014 Haeun 2dong,Pyongchon

48/313

District, Pyongyang
IMO: 5822804
6/09/2014

Tonghungdong, Central
District, Pyongyang

IMO: 5814883
30/06/2014
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Original name IMO New name Registered owner Registered manager/operator
Po Thong Gang 8829555 O Rang Orang Shipping Co. Ltd Yongjin Ship Management
Co.Ltd
General cargo 1/9/2014 802, Ponghakiong,
PyongchorDistrict, Tonghungdong, Central
Pyongyang District, Pyongyang
IMO: 5821443 IMO: 5814883
10/09/2014 30/06/2014
Rak Won 2 8819017 Se Pho Sepho Shipping Co. Ltd Haejin Ship Management
Co.Ltd
General cargwith 1/10/2014 905, Ponghakiong,
container capacity PyongchorDistrict, Tonghungdong, Central
Pyongyang District, Pyongyang
IMO: 5821412 IMO: 5814866
27/08/2014 30/04/2014
Ryong Gang 2 7640378 Tan Chon Tanchon Shipping Co. Ltd Yongjin Ship Management
Co.Ltd
General cargo with 1/10/2014 Tonghungdong, Central
container capacity District, Pyongyang Tonghungdong, Central
District, Pyongyang
IMO: 5817809
IMO: 5814883
11/08/2014
30/06/2014
Ryong Gun Bong 8606173  CholRyong Cholryong Shipping Co. Ltd  Haejin Ship Management
Co.Ltd
General cargo 1/08/2014 607 Haeun, Tonghurdong,

Central District, Pgngyang
IMO: 5814870
18/06/2014

Tonghungdong, Central
District, Pyongyang

IMO: 5814866
30/04/2014

Note Company dates refer to incorporation.
Source Equasis, IMO and. | o y d drgelligence t

Study on vessel Automatic Identification System anomaly patterns

112. The Panel commissioned a study of the movements of 100 vessels from 2008
to 2014 to identify nordetection by Automatic Identification System netwoiKs.
Intentional nontransmission contravenes IMO regutats mandating continuous
Automatic Identification System transmission. While technical issues often prevent
this, the study concluded that multiple discontinuities and-tmansmission over
very long distances (2,500 nautical miles) raise significant eorecthat intentional
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norrtransmission may be linked to activities prohibited by resolutions, as illustrated

in the Chong Chon Gangncident. In another case, a foreiflagged vessel, which

called in Nampo in August 2014, sailed for seven voyages ov@0In@utical miles

in 2014 (in areas of good reception), also suggesting intentionalAntamatic

l denti fication System transmission. I n the coast
Republic of Korea, the limited range of ground receivers and port trassoni

restrictions means that such port calls often do not appear in the record. The Panel

will continue to monitor Automatic ldentification System anomalies to identify the

potential for sanctions evasion.

113. The Panel investigated the interception n€gprus, on 11 Marcl2014, of an

illicit oil shipment from Libya by a tankeMorning Glory, using the Democratic

Peoplebds Republic of Korea as a temporary flag
Maritime Administration had contracted with Egyipased Golde East Logistics for

the sixmonth use of its flag, denied any responsibility for the tanker (see annex 12.2).

Thisi s the Panel és first case of the Democratic Pe
its flag and the first known case of the issuance by itsitWi@ae Administration of

an interim certificate of registry. Golden East Logistics failed to respond to the

Panel 6s i nguiries regarding o-birdkeéring t@ | complicit
support illicit activity by the Maritime Administration.

Maritime insurance

114. T he Korea Shi pownledemnsniy ABsoaiation csenie® as the
insurance provider for a number of vessels controlled by OMM and possibly all of
the vessels wunder the flag of t heTh&emocratic P
Associatbn insured the following vessels controlled by OMM: fRgong Gang 2n

2008, theApRok Gangn 2011, theJang Ja Sang Chong Nydi#o in 2011-2012, the
Chong Chon Gangin 20132015 and the Mu Du Bongin 20142015 (see
annex13.1-:8). The Panel also obtainedlocumentation indicating that the
Association acted as the insurer for Taedonggang Sonbak Co Ltd, which was the
previous registered owner of 13 vessels associated with GRMREepresentatives of

the Company have declared the entity as responsible for theance of at least

17 vessels operated by OMM since 2004 (see annex ¥86.2).

115. T he Panel has obtained i nformati on indicatin
Protection& Indemnity Association provided insurance for the OMldntrolled
vesselMu Du Bongbothpr i or to and foll owing the Committee:¢

entity on 28 July 2014. A representative of the Company based in Thailand, Mr. Ri

Phyong Gu (also known as Steven Lee), obtairled Associatio® sinsurance

documents with false issuing dates thatttended coverage to include A
i abi |l it MéDuaBbngwas grauhded on a reef off the coast of Mexico on

14 July 2014 (see annex 138]. Another insurance certificate issued on 19 August

2014 shows that the Association continued to provitsurance coverage for the

Mu Du Bongafter 28 July.

75 There is reluctance on the part of reputable companiastoe vessels flagged by the

Democratic Peopl eds Repubdvergsiono f Korea for reasons of r
76 IMO database.
77 Certificate of authorized activity to a shipping agent mateat OMM representativesere

responsi bl e f or 0 teterdispatésuntconoatctionith thenvessedsanariaged

by our companyOMM] o .

50/313 15-00593



S/2015/13

116. In addition to providing insurance for the assets of a designated entity, the
Korea Shi pown & indefnnith Assdciatiort wa® the insurance provider
for the Chong Chon Gangvhen it was irolved in a sanctions violation in 20¥3.

The vessel failed to declare illicit cargo, part of which constituted dangerous goods
under the International Maritime Dangerous Goods Code. The Association
continued to insure th€hong Chon Ganglespite these baehes of the Code. The
Panel has requested information from the Association on rules governing its
insurance policies and whether the concerted breaches of the International Maritime
Dangerous Goods Code by théhong Chon Gangtriggered a review of its
insurance provision for that vessel before issuing a new insurance certificate in
2014. The Panel has also requested &Il arificatior
Indemnity Associatiosrelated documents in respect of vessels associated with
OMM that containirregularities, calling into question the nature of the insurance
provision.

B. Air fleet

117. All civilian aircraft registered in the country continue to be owned and

operated by the Stateontrolled airline, Air Koryo. The overall number in Air

Kor yobs operational fleet has decreased since
acquisition of some modern aircraf,the number of new acquisitions has been less

significant than originally expected. Air Koryo has also acquired old aircraft, such

as an llyushin k62 from Cuba in 2012, that have subsequently been cannibalized

for spare part§°

Table 9
Air Koryo fleet

Maximum payloac Maximum numbe
Aircraft model Number Range (km (tons) of passenger:
Passenger aircraf
AN-24 3 750-2 400 5.5 44-50
IL-18 1 4 3006 400 13.5 100
IL-62 4 7 55010 000 23 168186
TU-134 2 19003 300 8.6 84
AN-148 1 35006 000 9 80
TU-154 2 28003 900 18 180
TU-204 2 4 4009 250 21 214
Cargo aircraft
IL-76 TD 3 3 7009 400 50

118. In its 2014 fnal report, the Panel highlighted the military role of Air Koryo
aircraft painted in military camouflage that undertook adly e r in the HAVictory

78 SeeS/2014/147 paras. 69B0 and 124125.

79 Antonov An-148 from Ukraine and Tupolev T204 from the Russian Federation.

8For visual confirmation of this aircraftds tenure at P
www.youtube.com/watch?v=_SjLx1RPbNo.
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VIII.

Dayo military parade on 27 July 2013. The abse
Koryo and t he Koy ardonce Ras dupthee lighlighted im 2014
when an 'l yushin 76TD aircraft wa s fil med dr o

paratroopers as part of a military exercise (see figure XXIII).

Figure XXIII
Air Koryo llyushin 76 used for military purpose

Source www.youtube.com/watch?v=A9L9EeCb8is&feature=youtu.be&t=27m22s.

119. Analysis of the fleet shows that the llyushin featured in the video is not a new
addition to the air force, but rather an existing asset of the -8taterolled fleet
bearing the livey of an Air Koryoregistered llyushin 76TD aircraft. The Panel
considers the military use of this aircraft through participation in the military
exercise further evidence that Air Koryo shares part of its assets with the Korean
Peopl ebdbs Ar my.

120. Given te evidence of military use, the Panel considers that providing

financial transactions, technical training, advice, services or assistance relating to

the provision, mai ntenance or use of Air Koryob
violation of the embago on all arms and related materiel as defined by paradgt@ph

of resolution 1874 (2009).

Travel ban and assets freeze

121. The Panel investigated the activities of several key designated entities and
associated individuals. Despite the strdregting of sanctions through progressive
resolutions, the Panel could not confirm that assets freeze and travel ban measures
had been effectively implemented by Member States. On the contrary, widespread
evidence emerged demonstrating the resilience andcptabiity of designated
entities and individuals in defiance of sanctions.

122.1n its 2014 final report, the Panel noted the
Koreabs fArelatively matur e, compl 8xt and i nterna
appears that leginate business structures have been used for illegitimate activities.

While these networks appear complex, their key nodes consist of a limited number

of individuals and intermediaries. They work through trusted foreign partners,
embassies and trade offkte of t he Democratic Peopl ebds Republ i
companies. Although shell companies can be swiftly changed, the individuals

responsible for establishing and managing them have remained, often for years.

52/313

81 SeeS/2014/147 para. 168.
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123. Designated entities exploit the timegk between the adoption of sanctions
measures and implementation by Member States. Theyemively adopt new
aliases to evade assets freezes. The Panel considers it essential that all Member
States implement the full scope of sanctions measures in @ytimanner and
strengthen international cooperation to that efithe Panel recommends that
Member States review their national legal frameworks to ensure compliance

with the resolutions.

124. Summar i es of the Panel 6s findeéedrbglev. and r ecomme
The Panel has also made suggestions to assist t|
the quality of thel 718 SanctionsList.

A. Ocean Maritime Management Company Limited

125. On 28 July 2014, the Committee desigha@dM for targeted sanctits based

on the recommendations by the Panel and several Member States. The Company

played a key role in arranging the shipment of concealed arms and related materiel

on board the vesseChong Chon Gang r om Cuba to the Democratic
Republic of Kore in July 2013.

126. Prior to designationODMM was the largest shipping enterprise of the Ministry

of Land and Marine Transport (see annex 14 to the present report and annex XXXV
to S/2014/147. The Company ma undertaken the chartering, brokering,
management, technical control and repair of the vessels, as well as the arrangement
of crews and insurance for vessels, in partnership with Ryongnam Dockyard and
Korean International Crew Training Centre. These twtitees along withOMM
constituted the Ocean Maritime Group.

127. As at 28 July 2014, the Panel identified 14 active vessels controll&aiMbiy.
Thirteen of these officially changed their ows@nd managerbetween 28 July and

10 December 2014, effectivelgrasingOMM from the IMO database (see table 8
above).Withthe mmpany dissolved in name only, the Panel therefore continues to
monitor the new entities owning and managing the vessels.

128. OMM has operated a global network covering Asia, Europe, thedMiEast

and South America. It has used a wide range of individuals and entities based in at
least 10 Member States, including Brazil (S&o Paulo, Brasilia), China (Dalian, Hong
Kong, Shenzhen), Egypt (Port Said), Greece (Athens), Japan, Malaysia (Kuala
Lumpur), Peru (Lima), the Russian Federation (Vladivostok), Singapore and
Thailand (Bangkok). In most countries, the Company has not been registered as a
legal entity.

129.In OMM6s net wor k, a | imited number of indi vidua
Some have Hfted their bases of operation between countries. Several overseas

representatives of the Company have embedded themselves in local companies to

mask their relationship. Some held diplomatic status and operated from official

positions inside the Embassy trade Representative Office.

130. With regard to evasion technigues in shippin@MM has generally

compartmentalized tasks by delegating them to different agents or representatives in

various countries. Financial transactions have been deliberatelyciissd from its

logistics aml operations (see paras. 1884). These transnational activities have

mad e it mor e di fficuldt for a single Me mber St
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operations. One key Company official made regular use of a false identity, while
others avoided using their full names to conceal their identities.

Evolution and adaptation of OMM

131. Over the past decad@MM has owned and/or operated at least 35 vessels,
most of which were originally owned and/or controlled by Korea Tonghaep8tdp
Company and are already registered as inactive (see annex 15). At various times
since 1999, after two incidents of illegal cargo were repor@dM, Sohae Sonbak

Co Ltd, TaedongganonbakCo Ltd and Tonghae Sonbak Co Ltd have gradually
taken over andswitched roles as ship manager, operator and/or owner for Korea
Tonghaecontrolled vessels (see annex 16). Since 2008, the various roles of
manager, operator and owner were incrementally transferred from all these
companies tdOMM. In the process, the Cquany controlled these vessels through
other entities, each of which serve as registered owner and/or operator of a single
vessel for a period of ti me. The Companyo6s evas
the imposition of sanctions. In October 2006, theisggtions of multiple vessels
were simultaneously changed, coinciding with provocations, including the first
nuclear test. These reregistrations may have been made in anticipation of, or in
response to, strengthened sanctions or monitoring by the relMdember States.

132. The Panel considers that the renaming and reregistration of vessels controlled

by OMM after 28 July 2014 are also an attempt to evade sanctions. Despite the

Security Council és request to Memheos St ates as
(2013), no Member State has reported to the Committee on vessel transfers (see

figure XXIV). The Panel considers that these companies have worked on the
Companyb6s behalf or at its direction and assis
annex17).

133. Member States are obliged by resolutions 1718 (2006) and 2094 (2013) to

immediately freeze assets and economic resources owned or control@ml lyor

any individual or entity working for the Company or assisting in the evasion of
sanctions. The Panel codser s t hat flassetso and Aresourceso
include assets of every kind, including vessels, and therefore that vessels owned

and/or controlled by them should be frozen by relevant Member States.

134. From 28 July 2014 to the time of writing, 1 the 14 vessels associated with
OMM, including theChong Chon Gangreportedly stayed, visited or were sighted
near ports in foreign countries (see ani®y. Of the other two, ongheJi Hye San
(formerly known asHyok Sin 2, is still registeredas adive and the other, th&lu

Du Bong was detained against payment in Mexico for environmental damage. Six
vessels were inspected by foreign authorities under port State control inspections
after 28 July 2014. The Panel considers that these vessels shouftimesliately
frozen by the relevant Member States pursuant to the resolutions. The Panel is not
aware of any Member States freezing vessels controlle®@liy. Regarding the

82 For example, the Security Council Committee pursuant to néisols 1267 (1999) and 1989
(2011) concerningAQai da and associated individuals and entities
of ter mso, 29 December 2014, in which vessels are cons
www.un.org/sc/committees/1267/pdf/EoT%20as%e26freeze%28620English.pdf). See also
the Financi al Action Task Force ( F-garfiery/pages/def i ni ti on of
glossary/di /' ) as wused in FATFO6s recommendation 7 referred to
2094 (2013).
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Mu Du Bong as at the submission of the present report, the vessel was stilletktain
by Mexican authorities. A media report of 19 December 2014 indicated that the
vessel might be released sho®B/The Panel shared its view with the Mexican
authorities that thélu Du Bongwas an asset ddMM. The authorities indicated to
the Panel thathey intended to wait until the release of the report to make a
decision.

8 AProfiopa al barco norcor eano eNotceldod Talevisa en Tuxpan, Ver acr
19 December 2014available from http://noticieros.televisa.com/mexiestados/1412/profepa
libera-barconorcoreaneencelladetuxpanveracruz/.
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Figure XXIV
Vessels and shipping companies controlled by OMM

PreviousRegistration “ Current Registration
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Abbreviations ISM d International Safety Management Manager.
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Figure XXV
Individuals and entities that work or have formerly worked for OMM 84

Shipping companies Mirae Shipping
(DPRK)
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(Thailand) (Peru) (Greece) (China) (China)
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yong; Japan
= Choe Jin Ha; Uapan)
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(DPRK) e
Pak In Su
(DPRK)
Coal and Minerals
Corporation Sdn Bhd
(Malaysia)
Thailand

135. OMM has used individuals and entities based in Thailand to provide operating
and shipping agent services for vessels controlled by the Company and to carry out

related financial transactions (see annex 20 A Democr ati c Peopl ebds Rep
Korea national, Mr. Ri Phyong Gu (date of birth: 23 September 1961; passport

no. 563420640) , has served as the Companyo6s re
using t heDiréeciondfiBan pkokd or iOcedeast WBSEK O since at
(annex 21.12). Operating under the alias of i Steven Leece
in the operation and control of a vessel controlled by the CompanyMthéu

Bong and has acted on behalf of tMu DuBongdgs regi stered owner, Mu d u |
Shippang Co Ltd both prior to and following the 28 July 2014 designation.

136. Mr . Ri is employed by Marinerdéds Shipping and
Bangkok (see annex 2&5).85A t | east four other Democratic Peo
Korea nationals have beee mbedded wi t h Mar i n ©MMN s |, i ncludi ng
Bangkok representatives, Mr. Choi Houng, Mr. HoYong Jun and Mr. Won Song

Guk (see annes21.6and 47.7.

137. Substantial evidence shoudMM6 s ¢ o nt MwDu Bonfgand Mudubong

Shipping (see annex 22From 2010 to August 2014, when the vessel was inspected

by foreign port State control authorities, they repor@dM as t he vessel 6s owner

84 The periods when these individaand entities were, or are, active in the relevant countries are
provided in the main text. A Greek shipping agent worked for OMM until November 2012. The
Panel has no reason to believe that this company continued its relationship with OMM.

85 Ma r i rShipping contacts: 662/334 Rama 3 Road, Bangpongpang Yannawa, Bangkok,
Thailand 10120; tel: +662930290; fax: 662943847; emails: haeun@ksc.th.com,
mst001@ksc.th.com.
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and/or operator (or International Safety Management Manager) even though
Mudubong Shipping was listed for the veksn the IMO databas& A document
obtained by the Panel notes tMu Du Bongs owrmOdMM. aThe Companyds

name is also consistently provided in thles Du Bonggs of f i ci al documents is
by the countryoés Mariti me Admi20l4 betweent i o n . A con:
OMM and Mudubong Shipping Company, Ltd list®OMM a s t he vessel 6s

AManager s/ Oper at or OBMOE sT hac cvoeusnste | i nl itst&msacti ons

foreign shipping agent. Mudubong Shipping has also shared the same contact
information asOMM. The ves sel 6s directory obtained by the P
OMM-associated entities known to the Panel (see annex 23).

138. Mr. Ri (also known as Steven Lee) has represented Mudubong Shipping and

has acted on behalf of and controlled e Du Bongboth prior b and following

28 July 2014 (see annex 211D). Using several -enail accounts, including

AOCEAN BKKO and fAEarn ShMuppBongse, bhekarctaddas ¢t
agent in July 2014. On 5 August 2014, Mr. Ri signed a salvage agreement with a

Mexican salvg e company, in his capacity fhnas the Mu Du
Legal RepreseMotbaBdngseo.caphaein received instruct.i
vessel ds operation from AHmitaddréShusedpbyngo wi t h t |
ifSteven Leeo bot img28duly®@014.indhe Aghtodf tHe dorebjoingy

the Panel considers that Mr. Ri has controlledtheDu Bongon behalf ofOMM.

139.Furt her information obtained by the Panel dem
extensive relationship withOMM and Mr. Ri (e annex 21:%) . Mariner 6s
Shi pping has used the alias of fAOcean Bangkoko &

financial transactions for vessels associated VXM (see parasl191-194 and

annexs 21.1147.1-5 and 47.]. The company has also provided asbdaf operation

for at |l east four ot her Democratic Peopleds Rep
Mr . Ri 6s spouse and the three a fOoMMe ment i oned f
Bangkok, Mr. Choi, Mr. Ho and Mr. Won (Mr. Ho and Mr. Won held diplomatic

passpor). Mr. Ri has been also listed in an international ship association database

as Marinerd6s Shippingbds contact person and has
and contact information when acting for thdu Du Bongduring its detention in

Mexico for environmat al damage. T h-eail a@occouptg, ny 6 s e
haeun@ksc.th.corand mst001@ksc.th.com, have been used by at least @igM

employees (see annex 21.2). As at 5 January 2015, Mr. Ri was still employed by

Mari ner 6s Shipping and w a s-mail u agoang, t he compa
mst001@ksc.th.com (anne&.3 and21.12). In the light of this, the Panel considers

t hat Mariner 6s Shippi OdM dnd Mr. Ry, atrldast priordon b ehal f of
28 July 2014, and also assisted in the evasion of sanctions by Mr. Ri after 28 July

2014.

140.I n response to the Panel és inquiries, Mr . Ri
his involvement in the operation of tidu Du Bong using the name Steven Lee,

which he said was at the request of the vessel 6
fort he vesselés 2014 transit through the Panama C
(see annex 21.12). However, he denied being the overseas represent&iVaViof

I nstead, he cl ai med havi ncgmméreidvedsasarided] 6 t he DP|
vessels obtherflagsc al | i ng at Thai por tanpknowkdgat i ng t hat h

58313

86 IMO and Tokyo Memorandum of Understanding on Port State Control in thePesitic

Region databases.
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Figure XXVI

of sanctions on Ocean Maritime Management [Gdo . Mariner 6s Shipping al
replied to the Panel és inquiries on the same day
141. The Panel had sent four | et tigast 8014t o Mar i ner 6s
requesting information on its relationships widMM a nd Mr . Ri . The company?@
only reply, of 5 January 2015, stated that it was wholly owned by Thai nationals,

who owned 100 per cent of the commpkingybés stock, é
power belonged to those Thai shareholders (see ¢

stated thaDMM does not have any authority or control over its operations and that

Mr. Choi, Mr. Ho and Mr. Won were former employees whose employment

contracts had already ead . 't further st a& €ading@Mari ner 8s Sh
Ltd and all our employees were never informed that Ocean Maritime Management

Co., Ltd was designated by the Security Council on 28 July 2014 until we received

your email in August 2014. In additignwe were asked for help by Mudubong

Shipping Co, Ltd and not by Ocean Maritime Management,Co Lt d. 0. Despite the
Panel 6s specific and repeated request s, the | et
about Mariner 6s relationshider swi ttthaMr .MaRi nerTthse
Shipping is complicit in an attempt to conceal its relationship with Mr. Ri.

142. In the light of the above, the Panel considers Mr. Ri to have worked on behalf
of OMMboth prior to and following 28hasuly 2014 an
assisted in the evasion of sanctions by Mr. Ri after 28 July 2014.

The Mu Du Bong

Source The Panel.

15-00593

China, Japan and Malaysia

143. Over at least the past seven years, two Cliased entities with connections

in Malaysia and Jaan, the Shenzhen Representative Office of Korea Mirae
Shipping Co Ltd and Mirae Shipping (HK) Company, Ltd, have worked @& M

and, in particular, foOMM-associated vessels in coordination with h® mpany 6 s
overseas representatives, including its adfiin Dalia®? (see annex 24). Mirae

87 The Panel could notlocaMM Dal i an6s offici al registration.
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Shipping Shenzhen is registered in China as a subsidiary Pyomgyangbased

entity, Korea Mirae Shipping Co Ltd. Mirae Shipg Hong Kong and Shenzhen had

a Malaysiadbased agent, a Democr at imatioenampedde 6s Republ i
Mr. Pak In Su, whowas employed by a Malaysibased company, Malaysian Coal

and Minerals Corporation Sdn Bhd (see annex’8puntil 2 January 2015 when he

was dismissed by the company

144. Information obtained by the Panel demonstratest ttMirae Shipping
Pyongyang Hong Kong and Shenzhen a@MM Dalian have all worked foOMM
(see annexes 25 and 26). Mirae Shippigongyanghas been involved in the
operation of vessels owned or controlled ®M, including theMi Rae and the
Ryong Nam 2 Mirae Shipping Pyongyangand Shenzhen have shared contact
information withOMM.

1451 n response to the Panel 6s inquiry, Mirae Shi
had hiredOMM-supplied crew members fats vessel, theGreat Hope but had no

knowledge ofOMM overseas representatives (see annex 25.92&1D). It also

denied having shared any administrative or operational functions with Mirae

Shipping Shenzhen. However, information available to the Panel demonstrates that

Mirae Shipping Hong Kong and Shenzhehave both worked with overseas

representatives o©MM while sharing administrative and/or operational functions

(see annex 25:%).

146. Mirae Shipping Hong Kong also informed the Panel of its intention to
terminate its relationship wittOMM in 2014, butrefused to provide supporting
documentation for reasons of confidentiality. The Panel could not corroborate the
statement by Mirae Shipping Hong Kong.

147. Mirae Shipping Hong Kong stated that it had no connection or relation with

owners of the vessels maged byOMM asi de from empl oying the | atte
these vessels. However, the director of Mirae Shipping Hong Kong, a Japanese

national, Mr. Hiroshi Kasatsugu, has had a Ilatgnding relationship with

OMM-associated vesselbefore and after the agtion of resolution 1718 (2006)

(see annexe®4,27 and 28).

148. The Panel considers that Mirae ShippiRyongyang Hong Kong and
Shenzhen have acted and could still act on behalf of or at the directiMM.
The Panel continues to investigate th&ationships withtOMM after 28 July 2014.

Singapore

149. A Singaporeregistered entity, Chinpo Shipping Company Pte Ltd, was

involved in financial transactions foDMM in the Chong Chon Gangncident.

Acting on the information provided by the PandietSingaporean authorities filed

criminal charges against this entR§. As the Singaporean legal proceedings

continue Chinpo Shipping andOMM® s r epr e are currantlyiinactie.

OMMS s |l ast representative, Mr . Ki mb7:Yu I (dat e
passport 381220516) left Singapore in February 2014.

8Sjingapor e, Mi ni stry of-MHApressistgtemerkt fnfreaponsestp madid o i nt MF A
queries about the criminal charges filed against Singapagistereccompany Chinpo Shipping
Company (Private) Limitedo, 10 June 2014, avail able fr

media_centre/press_room/pr/2014/201406/press20140610.html. Se®/204a/147
annexesXXIl -XXIV.
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150. However, three other Singaperegistered companies sharing the same office,
Senat Shipping& Trading Private imited, Senat Shipping imited, and Senat
Shipping Agency PtelLtd., have also unertaken extensive activities on behalf of
OMM (see annex 29). From 2003 to July 2013, these companies were extensively
involved in the operation of vessels associated WM, in particular, in financial
transactionsfor the Company (see paras. 1993 and annex 478-13 and 47.1%

The Panel has requested information from Senat Shipping about its relationship with
OMM, but has not received a re#y.

Brazil and Peru

151. OMM®6 s over seas representatives in Brazil we
arrangements fothe transit ofOMM-controlled vessels through the Panama Canal

or visits to ports in the region (see annex 30). The Panel identified two Democratic

Peopl ebdbs Republic of Korea nationals who were o
but worked asOMM represemdtives until 2012. The Panel continues to investigate

whetherOMM continued its activities following their departurgsem Brazil.

152.A Democratic Peopleds Republic of Korea natio
birth: 24 July 1956 passport 56322008%erned asOMM6 s r epr esentative 1in Li
at least between 1999 and 2007, presenting his affiliation as abRsad company,

Ocean Group S.A., and then &VMb6s representative in Brazil af
annex 30.12). Mr. Ju Yong Gun was a registered diplomdiaidilly serving as First

Secretary at the Democratic Peopleds Republic of
2010 to 2012. During that period, he was extensively involved in the operation of

vessels controlled bYODMM. Whil e serving as tatibeein Companyods r

Brazil, Mr. Ju used the phone number +55-2299571 belonging to a local

shipping company. According to Per@MM was not registered in the country.

Available information shows that until 2000MMused the title AOcean Li ma
cooperated wi t he Democratic Peoplebs Republic Korea
annex 30.3).

153. In October 2013, Mr. Ju appeared in Panama as Manager of the Sales and
Purchase Department &@MM, acting for the Chongchongang Shipping Co Ltd in
connection with the releasef dhe Chong Chon Gangfrom its detention (see
annex 30.45). The Panel sent three letters to Mr. Ju requesting information about
his relationship withOMM after 28 July 2014 but has not received a reply. His
e-mail accounts have become inactive.

154. Another diplomat working fo©OMM Brazil, Mr. Jong Sang Gyo (date of birth:

18 February 1966), was stationed at t he Democr :
Embassy in Brazil until May 2012 (see annex 30.6 . A t hird Democratic Pec
Republic of Korea nationaMr. Thae Yong Rok, worked fooMM Brazil from Sé&o

Paulo. There is no indication of their return to Brazil after their official departures

by the middle of 2012 or any indication of the subsequent presenc@ MM 6 s

representatives in Brazil. However, douents obtained by the Panel li@cean

Maritime Management Brazlas theChong Chon Ganjs owner -Jalg at June

2013 (see annex 30.8). The Panel was unable to confirm whether this information

was falsified.

89Senatés Director travelled to the Democratic Peopl eds
trade fair.
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Egypt
155. Information available to thd?anel reveals thaODMM representatives were
embedded in Sunlight Agency (Port Said) wunti/l ar

Egypt o or fiOcean Mariti me Manageathmgh Egypto in
OMM had no official registered branch or office im¥pt.9° These individuals were

extensively involved in the operation and logistics @MM-controlled vessels,

including facilitating their passage through the Suez Canal (see annex 31). Sunlight

Agency also served as a c/ owhicdappears®bed or fATonghae
a branch office oOMM-related entities, Korea Tonghae or Tonghae Sonbak. Korea

Tonghae also had an office in the Democratic Pe
in Cairo (see annex 32).

156.OMMEgypt 6s for mer repprmocermttdtci Pe pilredlsu Re pi b | |
Korea nationals Mr. Jong Jae Son, Mr. Kim Sun Gu, Mr. O Hwan Ryong, Mr. Choe

Jin Ha and Mr. Jun Ri Ki. The Panel has found no information suggesting that

OMM Egypt has maintained its activities since around 2012.

157.Inresmnse to the Panel és inquiries, Sunl i ght Ag
company had iprovided mar i ti me servieces sol ely
vessels operated iy O MM 0 até date priort@®MMbei ng | i stedd by the Sec

Council. The company alsstatel t h a't fi t h eommumicadidanibetwesnhourp /

company and that clientQMM] had finished i Additeoralo u t Jul vy 201
information obtained by the Panel indicates that Sunlight terminated its transactions

with OMM in July 2011.Sunl i ght 6 s relvoked em X0eJunev 201e to

default on its debts

Russian Federation

158. Information obtained by the Panel demonstrates the key role played by

individual(s) acting on behalf d®MM in Vladivostok in the 201&hong Chon Gang

incident. They operatd wi t h t he name fAOcean Russiado and pr
vessels controlled bPMM, including theChong Chon Gangusing at least two

e-mail addresses: oceanvld@gmail.com and oceanrep@fastmail.vladivostok.ru. The

captain of theChong Chon Gandénformedthe Panamanian authorities on 5 August

2013 t hat t he vessel 6s operating company was I
telephone numbers listed as 08232748369 and 0074232703208 (see

S/2014/147 annex XXVI). The Democratic Peopleds Republic o
who previously presented their affiliations as
Yong Kyu (or Gyu)o.

159. According to Russian authoritie©®MM was officially registered until 2010 at
the address 43 Lugoya Street, Apartment 39, Vladivostok, but has not operated in
the Russian Federation after 2010 (s8R014/147 annex XXXV). The Panel
suspects thaOMM may have operated under an alias or through third marfibe
Panel has requested relevant information from the Russian Federation.
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Ot her Democratic Peopleds Republic of Korea nat.
for OMM

160. As at 8 January 2014, Mr. Choe Chol Ho has been listed asRfiesident of
OMM on the webte of an international maritime law associati®nThe Panel
considers that Mr. Choe has worked on behalfGMM both prior to and after
28 July 2014.

161. The Panel also has information on the President and three Directors of

Chongchongang Shipping Co, d-f(see anneas 30.5 and 33.). In October 2013,

they represented the company in negotiations to release the vessel in Panama. In its

2014 final report, the Panel noted that the company had engaged in activities

prohibited by the resolutions in connectiam this incident (se&/2014/147 annex

VI). Therefore, the Panel considers that the cor
also acted on behalf cODMM and violated the resolutions. Their information is

containel in table 10 below:

Table 10
President and Directors of Chongchongang Shipping Company, Ltd
Name Affiliation PassportNo. Date of birth Contact details
Mr. Kim President 381420806 4/6/1963 Tel: +8502-18333 ext. 98818
Ryong Chol Chongchongang _

Shipping Co., Ltd Cell; +850191-2796331

Fax: +8502-3812100

Mr. Kim Yong Director 563420271 23/01/1969
Hak Chongchongang

Shipping Co., Ltd

Mr. Yun Chol  Director
Chongchongang
Shipping Co., Ltd

Mr. Ri Yong Director
Min Chongchongang
Shipping Co. Ltd

162. The Panel also continues to investigate the identities of other individuals who
have worked foOMM (see annex 33).

Ocean Maritime Management Company

163. In the IMO databaseQMM is no longer listed as the principal Democratic

Peopld® s Republic of Korea shipping company. Two
Republic of Korearegistered entities, Haejin Ship Management Co drtd Yongjin

Ship Management Co Ltd, have taken over the role of registered owner, ship

manager and/or operator for weds associated wittOMM. The Democratic

Peopl eds Republic of Korea no | onger appears tc

91 The website of the Comité maritime international is available from www.comitemaritime.org/
National-Maritime-Law-Associations/0,2713,11332,00.html#K (accessed 23 December 2014).
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entity officially and there are indications that it is increasingly using foréliagged
and foreigncontrolled vessels.

164. The Pael continues to investigate the relationships betw@&&M and the
entities and individuals listed in this section, as well as vessels owned and/or
controlled by them.

Recommendations

165. Based on information obtained, the Panel recommends that the
Committee update the information on OMM provided on the 1718 Sanctions
List by adding the information about OMM and OMM -controlled vessels(see
the summary of the additional information in Section XI.A, Recommendations
of the Panel to the Committee, Recomendation 2.13).

166. In accordance with paragraph 12 of resolution 2087 (2013) and
paragraph 27 of resolution 2094 (2013), the Panel recommends that the
Committee designate the entities and individuals that have worked on behalf of
or at the direction of OMM and/or assisted the evasion of sanctions or violated
the relevant resolutions (see annex 34).

167.Gi ven the Committ ©&MdM,sthe ®ansl regommdndsdhat o f
the Committee make the following information widely available (possibly in an
addendum t o | AN No. 5, GChong ChonGamy micTihde rivit/ o/) :

(a) The Committee should clarify that vessels are included in the

flassetso or Airesourceso referred to in paragrap

and paragraphs 8 and 11 of resolution 2094 (2@);

(b) All 14 vessels listed in table 8or figure XXIV) that are owned and/or
controlled by OMM or by entities acting on its behalf or at its direction in
assisting the evasion of sanctions should be subject to the measures imposed by
paragraph 8(d) of resolution 1718 (2006) and paragraphs 8 and 11 of resolution
2094 (2013);

(c) The Committee should provide Member States with the Financial
Action Task Forcebs ( FATF) explanation of
(available from http://www.fatf -gafi.org/pages/glossary/ei/) for reference
purposes; this term is used iFFATF6 RKecommendation No. 7, which is referred
to in resolution 2094 (2013);

(d) To ensure compliance by Member States with paragraph 19 of
resolution 2094 (2013), the Committee shouldotify Member States, through all
regional port State control administrations, IMO and other interested parties,
that they should communicate to the Committee any information available on
transfers of Democratic Peopl e @ampaRiespubl i c
that may have been undertaken to evade sanctions or in violation of the
provisions of resolutions, in connection with theCommitteed s designati on
OMM ;

(e) The Committee should remind all Member States to implement their
obligations immediately, as obliged under the resolutions.

15-00593
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B. Korea Ryonha Machinery Joint Venture Corporation

168. The Panel continues to investigate the activities of Korea Ryonha Machinery

Joint Ventur e Corporation (ARyonhabo) (al so k n
Corporation, Millim Technology Company [Millim$2), a militaryrelated entity

designated by the Security Council in January 2013. Ryonha is also the Democratic

Peopl eds Republic o f Koreaéfs principal manuf ac
controlled machine tool8 The Democr ati c Peopl ebds Republic o f

emphasized the importance of computer numerically controlled machine tools for its

nuclear programmes and launches using ballistic missile techn8fogy.

169. Ryonha has remained resilient in the face of United NwtiGanctions.

Mul ti ple online Democratic Peoplebébs Republic of
openly advertise Ryonhadéds product s. Ryonha has
Ryonha General Machine Factory (also known as Huichon Ryonha General

Machinery Plantand new contact information (see annex 36).

170. Ryonha has maintained its ability to operate abroad while concealing its

involvement in transactions by using shell companies and intermediaries. Ryonha

has relied on individuals with longtanding busines relationships with the

Democratic Peopl ebds Republic of Kor ea. The en
manipulated several aliases, in different languages, that are not included brilthe

SanctionsLi s t . The Panel i s al so coobtaie highed about Ry o
end computer numerically controlled machine toasad related technologies and

items from foreign companies through sanctions evasion.

KORTEC and Koryo Technological Corporation

171.Previ ousl vy, Ryonha oper at e dechaatodieal t he alias

Corporationo w h e n -praducedp metalarligng EBquipnmeht ato

a company based in the Russian Federation, KORTEC (see annex 37). Before

the issuance in December 2013 of a Russian presidential decree incorporating
paragraph 11 of resout i on 2094 (2013) , KORTECO6s website ac
2013, at least three Ryonfdentical machine tools (see annex 7. Similar

machine tools were also listed on several commercial websites as at October 2014,

with descriptions referring to KORTE and KoryoTechnological Corporatian

172.1 n response to the Panel 6s inquiries, t he Ru
aforementioned online sources coul d not be rel
relationship with Ryonha was stopped after the Security Counds desi gnati on of
the entity. The Panel identified, and the Russian Federation confirmed, that

KORTEC®&6s phone number | isted on the website was
in December 2014 (see annex 37°2)Thus far, the Panel has not been able to

obtain information about the individuals or entities that worked for Ryonha or

KORTEC.

92A Democratic Peopl ebds MNMreSpou bMiinc hfo |K o rseear vneadt iaosn aMi,l | i mé s
manager as of 2012 (annex 35).
93 SeeS/2013/337 paras. 6664 and 136137; andS/2014/147 paras. 147151.

“9AKIim Jong | | Kaead@oday NoC8, Jaduary 2014.
95 The website of KORTEC http://kortec-sudio.ru/ with a copyrighupdated in 2015 (© 2015
1¢0J ¢sf{tuvlse), (accessed 11 January 2015).
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173. On its website, KORTEC also advertised business relationships with at least
six computer numerically controlled machine tool manufacturers, four based in
Taiwan Provine of China, one in Spain and one in the Russian Federation (see
annex 37.35). Some of the products of these foreign companies use computer
numerically controlled computer controllers manufactured by companies based in
Germany and Japan. KORTEC also adised a computer numerically controlled
machine tool type MK600, which was supplied by a Taiwan Province of China
based company, YIDA Precision Machinery Company, Ltd (see annex 37.6). In
2006, Ryonha acquired an MBD0 computer numerically controlled macé tool

from Taiwan Province of China in violation of local export control regulations (see
S/2013/337 para. 60 and annex 37.7 to the present report). The Panel is
investigating whether Ryonha has obtainedsostill able to obtain similar machine
tools by evading sanctions.

174. The Panel has requested information from these companies regarding their
relationships with Ryonha (also known as KORTEC). However, only one Taiwan
Province of Chingbased companyds responded. In its reply, the company states
that it was previously approached by a KORTEC employee at a machine tool
exhibition in Taiwan Province of China in March 2012 or 2013 but developed no
business relationship with KORTEC (see annex 37.8). TheelPrequested further
information but has not received it.

Millimbés agents and related companies

175.Ryonha used a Chi nese ofchaodan i linjishu hui
she, which is phonetically compatible with MillimTechnology Company It
has used at least two local agents and three offices based in China, including
two registered wunder this alias. Its representative office in jirBgi

f 0 was registered in September 2010, and another

of fice in Dandong, f 0, in May 2012 (see annex 38).

The legal representative for Millim Beijing Office is listed as Mr. Yun Il (or Yoon II)

(Chinese: ) and the Millim DandongOf f i ce ds representative i s I
Democratic Peopl eds Republic of Korea national,

). Both offices appear to be shell companies registered at addresses used by
ot her Democr ati c P e onmrlhtedéestitieRMrp Subgl sereed asf Kor ea
Ryonhads representative in China and participate
under a new alias, in an evasion of sanctions (see figure XXIX and parad.5148
of S/2014/147and annexX39 to the present document). He also used the address of
Ryonhadéds alternate office in Dandong, which was

176. In addition, Ryonha and Mr. Sung used a local agent, Dandong Yisheng Trade

Co, Ltd (Chinese: ), which is located in the same quarter as

Ryonhaos Dandong office (see annex 40). Dandong
employee, Mr. LiYi( ), have acted as Ryonha6s sales agent

177. Af t er Ryonhads participati mmandomgwah e Oct ober 2
widely reported, Mr . Li adopted the aliases of
and AKORTECO in order to promote the sale of K (
are identical t o Ryonh3.6fke KORTEG brand appdarse e annex 4
to havebeen transferred from the Russian Federation to China.

178. Ryonha also used another local agent, Suzhou Hanwei Shendiao CNC
Technology Co Ltd (Chinese: ) based in Suzhou,
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Jiangsu Province. On its website, this
t he Democratic Peoplebs Republic of
Technology Corporati ono igertabls @ed armextdl).sTked

c ompany-868 amiM13300 milling machines appear to be very similar to

Ry onh a3andR¥ 0

machi nes.

Suzhou Hanwei

po

on its website as early as October 2012. The company explained timatabeeration
did not involve the transaction of items. The Panel is gathering further information
regarding their relationship

Figure XXVII
Timeline of formati

on of Ryonha-related entities?®

Koreads |

company d
arg
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sted RyonN
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(Dandong, China)
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i Yi (China)
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Peopl eods
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Suzhou Hanwei
(China)

and Sung PyongJin

(Russian Federation)
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Began to use KORTE(Q
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A

According tothe Russian
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established in 2012

>

brand since late 2013.

??_ -7
e
According tothe Russian

Federation KORTEC
terminated its relationship wit
Ryonha in 2013.

Recommendations

179. In order to ensure the effective implementation of sanctions, the Panel
recommends that the Committee update Ryonh& information provided on the

1718

fnctionsList by adding the following:
Aliases (also known as):

Huichon Ryonha General Machine Factory
KORTEC

Koryo Technological Corporation

Korea Machinery Trade Co., Ltd.

Tel: 850-2-18111381-2100
E-mail: ryonha@silibank.net.kp

96 See annex 41.4 for further details of these entities.
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180. The PaneBs recommendation to the Committee regarding designation is
contained in annex 34 to the present report.

181. Ryonhad known machine tools are listed in annex 42 to the prese
report. The Panel recommends that all Member States be vigilant in any
transactions involving these items.

C. Green Pine Associated Corporation

182. On 2 May 2012, the Committee designated Green Pine Associated Corporation
(Chinese: ) for targeted sanctions (s&/2012/287 para. 4 (2)).

The 1718 SnctionsList noted that the entity had taken over many of the activities
of the KOMID, which was designated by the Committee in April 2009.

183. The Panel has noted that the Chinese official business registry listed a
Democratic Peopf® Republic of Korea entityfiBeijing Representative Office of
Korea Green Pine Associated Corporation ( )o
(registration number 0012069), established in China in February 2003 (see annex 43).
This compangs business licence was revoked on 11 December 2012, following the
Committeds designation of Green Pine. The erityformer legal representa¢s
included an individualnamed Mr. Pak (or Park) Won Il (or Won llI) (Chinese:

) and Mr. Choe Kwang Hyok (Chinese: ).

184.An individual with the same name, AChoe Kwang
on several online commercial sources as a legptasentative of at least two other

Beijing-based companies (see annex 43)2 The Panel continues to investigate

Green Pinef6s possible lIlinks to these entities.

D. Leader (Hong Kong) International

185. An entity based in Hong Kong, China, Leader (lgafong) International, was
designated by the Security Council in January 2013 for its role in facilitating
shipments on behalf oKOMID. The Panel has found no e
activities after January 2013, ctwdihth@eugh t
Hong Kong Companies Registry database (see annex 44). The Panel continues to
gather information about Leader and its director, Mr. Cai Guang (Chinese)

(Chinese identification number 220104197201271530) &2614/147 para. 159).

i denc
i s en

v
h

186. Further, the Panel notes that one of the corporate secretary companies for
Leader includes a company registered in Hong Kong, China, Winning International
Consulting Group Co, imited (see annex 45). It also sexras a corporate secretary

for other companies, including those investigated by the Panel in relation to luxury
goods violations and th&ight incident (seeS/2012/422 paras. 51 and 780;
S/2013/337 paras. 101104 and 11€0112; S/2014/147 paras. 1341.36). Its director

is listed as a United States national who has listed a false address in the Hong Kong,
China businessegistry. The Panel has requested from this company information on
its relationship with LeadefHong Kong) International
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Korea Mining Development Trading Corporation and Korea
Tangun Trading Corporation

187. On 2 January 2015, the United Stwmt@epartment of the Treasury designated

10 Democratic Peoplebs Republic of Korea natior
affiliated with Korea Mining Development Trading CorporatigkOMID) and

1 with Korea Ryungseng Trading Corporation (reportedly an alibsarmther

designated entity, Korea Tangun Trading Corporation) (see annex 46). Reportedly,

most of them have been based abroad, in Africa, Asia, Eastern Europe and the

Middle East. One of the individuals, Mr. Kim Kwang Chun, was implicated in an

incident d non-compliance involving ballistic missiteelated items. The Panel is

investigating their activities.

Financial measures

188. Financial information obtained by the Panel during the period under review

provided insights into the commercial opgoms and banking practices of the
Democratic Peoplebs Republic of Korea. Whil e no
restrictions on financial transactions were received from Member States, the Panel

undertook investigations demonstrating that the countrgtinues to use multiple

circumvention techniques to mask its involvement in both legitimate and illicit

business transactions. Its entities have frequently used established international

financial channels and foreign intermediaries and, where possitilenove money

through bulk cash.

189. Information obtained by the Panel reveals that officers of the Reconnaissance

Gener al Bureau pl ay i mportant rol es i n t he De
Koreabs financi al system, i fimankial ddtivitigs by arrangir
abroad and transporting bulk cash.

190. In most cases investigated by the Panel, transactions were made in United

States dollars from foreighased banks and transferred through corresponding bank

accounts in the United States. In soinstances, transactions were made in euros or

in | ocal currency. The Democratic Peopleds Repu
bypass banking organizations6 due diligence prc
through other entities acting on their behalf.eTRanel continues to have concerns

about the ability of banks in countries with less effective banking regulations or

compliance institutions to detect and prevent illicit transfers involving the
Democratic Peopleds Republic of Korea.

T h e P a westigétise actinities

191. The Panel has obtained evidence of the use of foreign financial intermediaries

by the Democratic Peopl ebds Republic of Korea i
China, Malaysia, Singapore and Thailand. Through its investigatio@MM (see

paras. 18 to 169, the Panel discovered that at least three intermediaries (Mirae

Shipping Hong Kong, Mariner 6s Shipping i n Thai
Singapore) have had lorgrm relationships involving the conduct of financial
transactios on behalf ofOMM6s headquarters or its representat

individuals in Brazil, China, the Russian Federation, Singapore and Thailand (see
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annex XLVII). Information on RyonhaMachinery Joint Venture Corporations

financial transactions predag sanctions shows that the entity had already used the

alias of Millim Technology Compangnd employed a foreign intermediary that had

alongst anding relationship with multiple Democrat.
companies, which concealed thiseptbs | i nk to these financi al tr
annex XLVIII).

192. The Panel has also obtained evidence of intermediaries issuing instructions for

vessel names to be omitted fro@MM-related financial transactions, including

dollar transactions through Ueid States correspondent banks. Such instructions

were issued by Marinerés Shipping for financi al
vessels associated wibMM, the Am Nok Gangnd theMu Du Bong and by Senat

Shipping when issuing an invoice to the charterethe Ryong Gang Zthen owned

by an OMM-associated entity, Taedonggang Sonbak Co Ltd) in January 2009 (see

annex XLVII.1-14). Such efforts to obscure the true nature of financial transactions

were confirmed by financial institutions contacted by the Pane

193.The Democratic Peopleds Republic of Korea has
the financial aspectsf managing its vessels. This frustrates due diligence and allows

the country to keep its foreign currency in circulation rather than repatriatingthe

case of theChong Chon GangOMM Dalian arranged for spare parts from a

European company to be delivered to Panama, with payments effected through

Chinpo Shipping in Singapore (see annex XLVII.15). Mirae Shipping Hong Kong also

paid Panama @nal pasage costs. Senat Shipping in Singaporeatssbeen heavily

usedfor these types of dissociated transactions (see annex XI-\t4).

194. The Panel has received information from creditors trying to recover funds
owed that have pursue®@MM. However, thesteady transition from entire fleet
ownership to single company ownership of vessels has allowed for the
compartmentalization of liability and financial recourse. Such compartmentalization
precludes liens against ships that might not be directly resplenfsibmonies owed.
Some creditors have focused on Panama, given that it is a choke point for vessels.

195 The Democratic Peoplebs Republic of Korea hac
methods when acquiring foreign commercial items for use in prohibitediesi.

One example concerns the procurement in 2006 and 2010 of two pressure

transmitters discovered among the debris of the Udlracket. The transmitters

wer e purchased by Korea Chonbok Trading Corpor
Republic of Korea compwy, from Royal Team Corporation, which had procured the

items from a European country. In the December 2006 transaction, the name of the

buyer appears on the invoice but not the payment document, which instead lists a

Mr. Ryom Jong Chol, based in Malaysia.the 2010 payment, two companies other

than the buyer and seller became involvéd one based in Taipei and one in

Pyongyangd and carried out transactions during a trade fair in Pyongyang. Royal

Team Corporation stated that it was informed by Korea ®b&n Trading

Corporation that the items were purchased for t|
Koreadbds oil i ndustry. Royal Team Corporation in
18 December 2014 that it had fino isdrra that our

the wayo°they did.

97 Royal Team Corporatio(RTC) was previously indicted in 2008 bycaurtin TaiwanProvince
of Chinafor exporting strategitiigh-technology articles to the Democratic PedplBepublic of
Korea(seeS/2013/337 para. 60)
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196. The Panel recommends that Member States encourage greater attention to
due diligence in the face of the widespread use of front companies,
intermediaries and indirect payments as methods for moving funds.

B. Role of intelligence agency in financial flows associated with
prohibited activities

197. The Panel investigated the role of officers of the Reconnaissance General

Bureau in the Democratic Peoplebdbs Republic of Kc
to information from Menber States, the Reconnaissance General Bureau is the
countryds primary intelligence agency and has ¢

designated entity, Green Pifg.

198.1 n February 2014, three Democratic Peopl eds R
arresged at a SoutlfEast Asia airport for failing to declare possession of $450,000 in

cash, suspected to be proceeds from an arms transaction. The Panel confirmed both

the detention of the individuals and theater releasebecause they could not be

charged nder anydomestic laws of the Member State°A.

199.The individuals were travelling with Democrat
service passports, which are issued to officials (other than diplomats) working at

embassies or trade representative offices.e Thanel was informed that the

i ndividual s wer e representatives of a Democr at
company (Company X) based in a Member State neighbouring Member State A and

that they claimed that they were carrying the cash per instructions ligedeto the

Ministry of Foreign Affairs in Pyongyang.

2000The Panel 6s i nformation shows that Company X
Bureau front company with a Pyongyang branch engaged in arms trading. At the

same time, Company X engages in diverse mess fields, with branches and
partners in multiple countries, and its links w
of Korea are not clear from opeource information.

201. A separate branch of Company X (Company Y) in Member State A engages in

the exportof military communications equipment to the Middle East, Setidlst

Asia and South Asi a. Further, a Democratic Peopg
employed by Company Y may be linked to the export of military communications

equipment. The Panel has reqteskinformation from the relevant Member State

about this entity.

98 According to the 1718 Sanctions Lig&reen Pine Associated Corporatéeficare 0b address is:
fiReconnaissace General Bureau Headquarters, HyongjeSagok, Pyongyangg RGB has
been designated by the United States and the European Union for unilateral sanctions and listed
on Japafs Foreign End User List as an entity related to proliferation of weapons of mass
destruction. See also United States, Department of the Tredyess Release January 2015;
United States, Department of the Treasiress Release80 August 2010; European Union,
European Commission implementing regulation No. 1355/2011 of 20 Dmme?011 amending
Council regulation No. 329/2007 concerning restrictive measures against the Democratic
Peoplés Republic of Korea; and Japan, Ministry of Economy, Trade and Indésirgjgn End
User List The Panel has been investigating RESBossibleactivities in connection with the
relevant resolutions, in particular, its connection with Green Pine and transfers of arms and
related materiel.

99 Information provided in confidence.
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C. Use of international organizations

202. On 30 January 2014, the French Ministry of Economy and Finance ordered the

freezing of assets held by two rMteomscr atic Peopl
affiliated with the Reconnaissance General Bureau, Mr. Kim Yong Nam and

Mr. Kim Su Gwang, and one affiliated with the Korean United Development Bank

Ms. Kim Su Gyong,on the grounds that they were likely to engage in activities

prohibited by he resolutiongTable 11)100

203. At the time of the freeze order, Mr. Kim Yong Nam was a Reconnaissance
General Bureau officer operating under the cover of a contract as an employee at the
headquarters of the United Nations Educational, Scientific and u@ult
Organization (UNESCO) in Pariand Mr. Kim Su Gwangwas a Reconnaissance
General Bureau officer operating under the cover of a position as an international
civil servant at the World Food Programme (WFP) in Rome. Ms. Kim Su Gyong
works at the Korean hited Development Bank in Pyongyang and was engaged in
financial activities under false pretences in order to conceal the involvement of her
country. The three are related and have all provided support to Reconnaissance
General Bureau officers abroad. Addnal information obtained by the Panel
regarding these individuals is summarized in annex 49.

Table 11

Individuals involved

Name Affiliation Place of birth Date of birth
Mr. Kim Yong Nam Reconnaissance General Bureat Pyongyang 2/12/1947
Mr. Kim Su Gwang Reconnaissance General Bureat 18/08/1976

(also known as Kim Segwang, (Son of Mr. Kim Yong Nam)
Kim Su-kwang, Kim Sukwang,
Kim Son-kwang)

Ms. Kim Su Gyong Director of the International Pyongyang 4/05A973 or
Passport number: 381120603 Relations Department of ¢h 16/01/1973
Korean United Development Bar
(Daughter of Mr. Kim Yong Nam)

D. Panel 6s assistance to Member St ates

204. In the case involving the attempted sale of M2®Bs and their parts, the
Independent Agency against Corrigst of Mongolia found that there remained
$679, 000 owed to the Democratic Peopleds Republi

charges. The Democratic Peopleds Republic of Ko
sum. When the Panel visited Mongolia from 3 to 5 Ma&914, it noted Member
Statesd obligations to i mplement financi al me a s

100 fArrété du 30 janvier 2014 portant application des articles L-5@2 suivants du code
monétaire et financiér Journal officiel de la République francaisio. 0029, 4 February 2014,
p. 2016 available from www.legifrance.gouv.fr/affichTexte.do?cid Texte=
JORFTEXT000028556458&date Texte=&categorieLien=id
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(2013). Mongolia decided to prevent the transfer of the funds to the Democratic
Peopl ebébs Republic of Korea.

Financial Action Task Force

205.FATF r emained highly concerned about the failul
Republic of Korea to address significant deficienciestlie area ofantimoney

laundering and combating the financing of terrorism arel garious threat that this

posesto the integity of the international financial system. On 14 February, 27 June

and 24 October 2014, FATF renewed the placement
Republic of Korea on i ts Apubl i c l'isto and cal
effective counteimeasures to protetheir financial sectors from mondgundering

and financing of terrorism risks emanating from
of Korea.

206 The Democratic Peopleds Republic -of Korea bec
Pacific Group on Money Laundering (AP@n 22 July 2014. The country has

engaged directly with FATF since January 2013 to discuss its strategic defésen

the areas of antinoneylaundering and combating financing of terrorism.

Engagement was strengthened in 2014 through exchange of atformand meetings

aimed at developing an action plan to address these deficiencies. On

24 October 2014, FATF urged the Democratic Peopl
high-l e v el political commi t ment to the action pl al
National Coordinating Committee on Anliloney Laundering and Combating the

Financing of Terrorismannounced a 15 January letter from the Central Bank to FATF

Ain wh i DARK tommitted itself to implementing the action plan of

i nternat i on aimoreylaundérang ahd the financing of teirorisH

207. The PaneMill continueto work closely with FATF and to engage in outreach
with FATF-style regional bodies to promote and support the implementation of
targeted financial sanctions adopted by theuity Council under Chapter VII of
the Charter of the United Nations.

Unintended impact of the sanctions

208. Given the difficulties of investigating this aspect of the sanctions regime, the

Panel monitors the situation through the reporting afmhanitarian organizations

t hat are active in the Democratic Peopl ebs Rep
Nations agencies, funds and programmes. Estimates suggest that 17 million people

in the country suffer from chronic food insecurity and lack nutritladhigersity. An

estimated 7 million persons need access to clean water and proper sanitation and

6 million need access to essential heal#ine services.

209. While the Panel has been made aware of allegations that sanctions are
contributing to food shdages, its assessment has found no incidents where bans
imposed by the resolutions directly resulted in shortages of foodstuffs or other
humanitarian aid. National legislative or procedural steps taken by Member States

1015 DP RK Hamol s Commitmentsto AnrfMio n ey L a u KGN& 16 Jargiary 2014.

High-l e v e | political commi t ment | smeasurgsuapainstci ent t o r emove
DPRK.
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or private sector industry have bessported as prohibiting or delaying the passage

of certain goods to the Democratic Peoplebds Rej
difficult to distinguish these measures from United Nations sanctions. The Panel

will continue to seek information on the issue.

210. Although the resolutions underline that the sanctions measures are not
intended to have adverse humanitarian consequences for the dpunivjlian
population, there is no exemption mechanism in the resolutions under embargoes to
that end The Paneltherefore recommends that the Committee propose to the
Security Council exemptions under embargoes, provided that such items are
confirmed to be solely for food, agricultural, medical or other humanitarian
purposes102

211. In previous years, a number of ker States reported to the Committee that

their di pl omatic mi ssi ons in the Democratic Pe
operational difficulties owing to the resolutions. In response, the Panel was

requested by the Committee to review the information plediby Member States

and t heir di pl omati c mi ssi ons. Based on t he P
Commi ttee of May 2013, I AN No. 6 entitled fi D
Democratic Peoplebs Republic of3ltKdudesad was 1| SSuUE

an overvew of the various types and severity of such operational difficulties and
recommendations encouraging Member States to report as necessary.

XI. Recommendations

A. Recommendations of the Panel to the Committee

Recommendation 1

212. In accordane with paragraph 12 of resolution 2087 (2013) and paragraph 27
of resolution 2094 (2013), the Panel recommends that the Committee designate
individuals and an entity that have worked fOMM or RyonhaMachinery Joint
Venture Corporationor on their behalbr at their direction, and/or have assisted the
evasion of sanctions or violated the relevant resolutions (see annex 34).

Recommendation 2
The Panel recommends that the Committee update the $3&d&ionsList by
adding the information below relatjno each entity and individual.
1. Information on OMM
Alias (also known as) East Sea Shipping Company

Address Tonghung Dong, Central District, Pyongyang, Democrat
Peoplés Republic of Korea

102 See Security Councilesolution 1737 (2006), parf.
103 Available from www.un.orésc/committees/1718/pdf/implementation_assistance_notice_6_
english.pdf.
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Telephone 850-2-18111 ext. 384881817

+850-2-18111 Ext8818
Fax 850-2-381-4567; +8502-3814567
E-mails oceanmm@silibank.com

oceanmm@silibank.net.kp

wonyang@silibank.com

eastseashipping@silibank.net.kp
OMM entities

Company name IMO number

1. Amnokgang Shipping Co. Ltd 5459864
2. Biryugang Shipping Co. Ltd 5434313
3. Cholryong Shipping Co. Ltd 5814870
4, Chongchongang Shipping Co. Ltd 5342883
5. Haejin Ship Management Co. Ltd 5814866
6. Huchang Shipping Co. Ltd 5820255
7. Huichon Shipping Co. Ltd 5817812
8. Hwanggumsan ShippinGo. Ltd 5701481
9. Hyoksin Shipping Co. Ltd 5459966
10. Jangjasan Shipping Co. Ltd 5465593
11. Jangsan Shipping Co. Ltd 5614045
12. Jihyesan Shipping Co. Ltd 5821426
13. Jonjin Shipping Co. Ltd 5571089
14. Kanggye Shipping Co. Ltd 5822804
15. Mudubong Shipping Co. Ltd 5435991
16. Myongsan Marine Co. Ltd 5814897
17. Orang Shipping Co. Ltd 5821443
18. Oun Shipping Co. Ltd 5459949
19. Phothae Shipping Co. Ltd 5614076
20. Pothonggang Shipping Co. Ltd 5459952
21. Pyongjin Ship Managemei@o. Ltd 5817790
22. Rakwon Shipping Co. Ltd 5459918
23. Ryonggang Shipping Co. Ltd 5522315
24. Ryonggunbong Shipping Co. Ltd 5481559
25. Ryongnam Shipping Co. Ltd 5571075
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Company name IMO number
26. Ryongrim Shipping Co. Ltd 5817772
27. Sepho Shipping Co. Ltd 5821412
28. Songjin Shipping Co. Ltd 5821430
29. TaedonggangonbakCo. Ltd 1845139
30. Taeryonggang Shipping Co. Ltd 5814906
31. Tanchon Shipping Co. Ltd 5817809
32. Tonghungsan Shipping Co. Ltd 5826665
33. Yongjin Ship Management Co. Ltd 5814883
34. Yonphuwgho Shipping Co. Ltd 5522350

3. OMM individuals (Democr atic Peopleds Republic of Kor ea

Name Position

1. Mr. Choe Chol Ho Vice-PresidentOMM

2. Mr. Kim Ryong Chol President, Chongchongang Shippir
Co Ltd

3. Mr. Kim Yong Hak Director, Chonghongang Shipping
Co Ltd

4, Mr. Ri Yong Min Director, Chongchongang Shipping
Co Ltd

5. Mr. Yun Chol Director, Chongchongang Shipping
Co Ltd

4. General Bureau of Atomic Energy

Alias (also known as) Ministry of Atomic Energy Industry

Address Haeuwn 2-Dong, Phyongchon District, Pyongyang,
Democratic Peopl®s Republic of Korea

Telephone +850-2-181111

Fax +850-2-3814416

E-mail mhsip@starco.net.kp

5. Korean Committee for Space Technology
Alias (also known as) National Aerospace DevelopmeAtministration

Other information Mr. Hyo&h Kwangil
Meritorious Scientist, Department Director, National
Aerospace Development Administration
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Mr. Jong Tong Gil
Deputy Department DirectoNational Aerospace
Development Administration

Mr. Kim In Cheol
Deputy DirectorNational Aerospace Development
Administration

Mr. Yun Changhyok
Vice-Director, General Satellite Control and Command
Centre, National Aerospace Development Administratio

Ryonha Machinery Joint Venture Corporation

Alias (also knevn as) Huichon Ryonha General Machine Factory
KORTEC
Koryo Technological Corporation
Korea Machinery Trade Co. Ltd

Telephone +850-2-18111381-2100
E-mail ryonha@silibank.net.kp

Second Academy of Natural Sciences

Alias (also known as) Academy of National Defence Science

Recommendation 3

Given the Commit tGvVM)the Ramekrecgmnmeels that the o f
Committee make the following information widely available (possibly in an
addendum to | AN NWV.Chéng ChemGantt nl ceidd efinTthoe) :

@ The Committee should clarify that vessel

Aresour cet®dn paragrfaghr8fd)eod resolution 1718 (2006) and paragraphs
8 and 11 of resolution 2094 (2013);

(b) All 14 vessels listed in table @r figure XXIV) that are owned and/or
controlled byOMM or by entities acting on its behalf or at its direction in stz the
evasion of sanctions should be subject to the measures imposed by paragraph 8 (d)
of resolution 1718 (2006) and paragraphs 8 and 11 of resolution 2094 (2013);

(c) The Committee should provide Member States with the FATF
explanationfokferbe terimté glossary-(avail
gafi.org/pages/glossaryfid) for reference purposes; this term is used in A& FO6 s

Recommendation No. 7, which is referred to in resolution 2094 (2013);

(d) To ensure compliance by Member Stateéthvwparagraph 19 of resolution
2094 (2013), the Committee should notify Member States, through all regional port
State control administrations, IMO and other interested parties, that they should
communicate to the Committee any information available onnsfiexrs of

abl

Democratic Peoplebs Republic of Korea vessel

been undertaken to evade sanctions or in violation of the provisions of relevant
resolutions, in connection with theommitte®d s desi @OMB;t i on of
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(e) The Committeeshould remind all Member States to implement their
obligations immediately, pursuant to the resolutions.

Recommendation 4

The Panel recommends that the Committee propose to the Security Council
exemptions under embargoes, provided such items ardrowd to be solely for
food, agricultural, medical or other humanitarian purposes.

B. Recommendations of the Panel to Member States

Recommendation 1

The Panel recommends that Member States report to the Committee
information at their disposal omll measures taken in implementation of the
resolutions, including the assets freeze.

Recommendation 2

The Panel recommends that Member States, in accordance with paragraph 22
of resolution 2094 (2013), exercise due diligence, as per IAN No. 4, poreto the
Democratic Peopleds Republic of Korea of pressul
temperature transmitters and radial ball bearings.

Recommendation 3

Ryonhaés known machine tools are I|listed in an
that all Membe States be vigilant in any transactions involving these items.

Recommendation 4

The Panel recommends that Member States review their national legal
frameworks to ensure compliance with the full scope of measures included in the
resolutions, in partiglar the assets freeze.

Recommendation 5

The Panel recommends that Member States exercise enhanced vigilance with
regard to the business activities of diplomatic
Republic of Korea in connection with possible saons violations.

Recommendation 6

The Panel renews its call upon Member States to supply information at their
disposal regarding neoompliance with the measures in the resolutions and any
additional information on designated entities and individuddgntifying in all
languages all aliases working on their behalf.

Recommendation 7

The Panel recommends that Member States communicate information to their
respective financial institutions about the individuals and entities identified by the
Panel fa their complicity in prohibited activities and encourage greater attention to
due diligence in the face of the widespread use of front companies, intermediaries
and indirect payments as methods for moving funds.
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Annex 1 Corresindence with Member States

Angola

2

Austria

135

Burundi

Brazil

China

Czech Republic

Cyprus

Denmark
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Dominica

_Egypt
Ethiopia

Estonia

France

Georgia

Greece

India

Japan

Kazakhstan

Malaysia
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Mongolia

Montenegro
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Myanmar

Panama

Peru

Republic of Korea

Russia

Singapore
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Tanzania

Thailand
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Uganda

Ukraine

United Arab Emirates

LW I T T I N Y S B S e B S e e B I S i S e S R e el el el el F R e el el B R L= W RS R R B )

United Kingdom

United States

Viet Nam

Yemen
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TOTAL

~1
[
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Source. The Panel
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Annex 27 Member States to submitnational implementation report

Africa

N R

48.
49.
50.
51

Angola

Benin

Botswana

Burundi

Cameroon

Cape Verde

Central African Republic
Chad

Comoros

. Congo

. Cdte D'Ivoire
. Democratic Republic of the Congo
. Dypibouts

. Equatonial Guinea
. Entrea

. Ethiopia

. Gabon

. Gambia

. Ghana

. Guiea

. Gunea Bissau
. Kenya

. Lesotho

. Liberna

. Libya

. Madagascar

. Malawi

. Mali

. Mauritania

. Mauritius

. Mozambique
. Nanubia

Niger

. Rwanda

. Sao Tome and Principe
. Senegal

. Seychelles

. Sierra Leone
. Somalia

. South Sudan
. Sudan

. Swaziland

. Togo

. Tumsia

. Tanzania

. Zambia

. Zimbabwe

Antigna and Barbuda
Bahamas

Barbados

Belize

-
»

Europe
83.

. Bolivia

. Costa Rica

. Dominica

. El Salvador

. Grenada

. Hain

. Honduras

. Jamaica

. Nicaragua

. Paraguay

. Samt Kitts and Nevis
. Samt Lucia

. Samnt Vincent and the Grenadines
. Surnname

. Trimdad and Tobago
. Uruguay

. Venezuela

. Afghanistan
. Bangladesh
. Bhutan

. Cambodia

. Iran

. Iraq

. Malaysia

. Myanmar

. Nepal

. Oman

. Syria

. Tajikistan

. Tunor-Leste
. Yemen

Bosnia and Herzegovina

Oceania

84
85.
86.
87.
88.
89.
90,
91.
92.
93.
94.

Fiji

Kinbati
Micronesia
Nauru

Palan

Papua New Guinea
Samoa

Solomon Islands
Tonga

Tuvalu

Vanuam
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Annex 3 — Yongbyon Nuclear Complex

3.1 Overview
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3.2 The light water reactor and the 5 MWe reactor
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3.3. Fuel fabrication plant (uranium enrichment workshop)
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Annex 4- Punggye-ri nuclear test site
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Annex 5 - Joint Institute for Nuclear Research

5.1. Extracts from JINR’s website

The Joint Institute for Nuclear Research is an international intergovernmental scientific
research organisation established through the Convention signed on 26 March 1956 by eleven
founding States and registered with the Unmited Nations on | February 1957. It 1s situated in
Dubna not far from Moscow in the Russian Federation.

The Institute was established with the aim of uniting the efforts. scientific and material
potentials of 1ts Member States for investigations of the fundamental properties of matter. At
present, the Institute has 18 Member States: Armenia, Azerbaijan, Belarus, Bulgana, Cuba,
the Czech Republic, Georgia, Kazakhstan, Democratic People's Republic of Korea,
Moldova. Mongolia, Poland. Romania. the Russian Federation. the Slovak Republic.
Ukraine., Uzbekistan and Vietnam. Agreements are signed on the governmental level with
Egypt, Germany, Hungary. Italy. Serbia and the Republic of South Africa.

@) JOINT INSTITUTE
(= ) FOR NUCLEAR RESEARCH

—

JINR MEMBER STATES

arh

. LOC ~ T Acortal s
0 Lomt, - Amea O Bans Bulgan. Cada ReMBEC
I, N
s G KAZBATSIEn MOMOYE MONDORE  Pokand
O_Dayig fashiine s b L
Remania  Iwssia Siovaia  Lwrane \tdekashin  Vistnam
0 Pmscy .
0 Inframatios about history of Tutne
—moejeR 200000 0 0 0 @
0Ol vsrsicn UINR s8e

Agreements are signed on
the governmental level with (associated members)

EE.ﬂ Germary HMEII ity RSA Serbia

Sounrce: http://jinr.nu/'section.asp?sd_id=317&language=eng
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5.2. Democratic People’s Republic of Korea key participants

COMMITTEE OF PLENIPOTENTIARIES OF THE GOVERNMENTS OF THE JINR MEMBER STATES
Republic of Armenia - S. Harutyunyan Republic of Moldova - |. Tighineanu
Republic of Azerbaijan — N. Mamedov Mongofia — 8. Davaa
Republic of Belarus - |. Vojtov Repubiic of Poland ~ M. Waligorski
Republic of Bulgana - L Koslov Romania - N-V. Zamfr
Republic of Cuba - F. C. Diaz-Balart Russian Federation - D. Livanov
Czech Republic - R. Mach Slovak Republic — S. Dubnicka
Georgia - A. Khvedelidze Ukraine ~ B. Grynyov
Republic of Kazakhstan - K. Kadyrzhanov Republic of Uzbakistan — Not appointed
D. P. Republic of Korea — U Je Sen Socialist Republic

of Vietnam — Le Hong Khiam
SCIENTIFIC COUNCIL
Chairman: V. Matveev
Co-Chairman: M. Waligérski (Republic of Poland)
Scientific Secretary: N. Russakovich

0. Abdinov - Azerbaijan D. Nagy — Hungary
T. Baatar - Mongolia Nguyen Manh Shat - Vietnam
C. Borcea - Romania I. Padrén Diaz — Cuba
M. Budzynski - Poland G. Piragino - Italy
L. Cifarelii - ltaly G. Poghosyan — Armenia
A. Dubnickova — Slovakia S. Pospisil - Czech Republic
M. Eliashvili - Georgia I. Povar - Moldova
P. Fré — laly E. Rabinovici - Israel
S. Galés - France V. Rubakov - Russia
N. Giokaris ~ Greece K. Rusek - Poland
B. Grynyov - Ukraine B. Sharkov - Russia
A. Hamison - UK N. Shumeiko — Belarus
M. Hnati¢ — Slovakia A. Skrinsky - Russia
P. Jenni - Switzerland P. Spiltantini - Italy
M. JeZabek - Poland M. Spiro - France
V. Kadyshevsky ~ Russia H. Stocker ~ Germany
E. Kenzhin — Russia Ch. Stoyanov — Bulgaria
G. Khuukhenkhuu - Mongolia Gh. Stratan - Romania
S. Kilin - Belarus V. Strazhev - Belarus
Kim Son Hyok - Democratic People’s N. Tonchev - Bulgaria

Republic of Korea Tran Duc Thiep - Vietnam
M. Kovalchuk - Russia M. Waligorski - Poland
G. Kulipanov ~ Russia 1. Wilhelm ~ Czech Republic
V. Matveev - Russia A. Zagorodny — Ukraine
J. Mnich - Germany G. Zinovjev - Ukraine

Source: The Institute’s 2013 annual report, page 14, available

from www1.jinr.ru/Reports/Otchet_2013/Otchet_2013_e_site.pdf.
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Mr. Li Je Sen’s name 1n Russian 1s histed on the Institute’s website as “ it He Con™

In Russian In English
JOINT INSTITUTE JOINT INSTITUTE
FOR NUCLEAR RESEARCH FOR NUCLEAR RESEARCH
HOBOCTH MHBOPMALIAR OEPAIOBAHKE L NEWS INFORMATION EDUCATION
KCMUTET NONHOMOYHBIX NPEACTABUTENEWN COMMITTEE OF PLENIPOTENTIARIES
NPABMTRNLCTE rOCYRApPCTE-Ynexsos ONAM of the Governments of the JINR Member States
AIOPOORAIMIICK DR Pecny G :mﬂwm Repubic of Ammenia Samvel Harutyunyan
& y Repubic of Azerbaien Nazm Mamedov
ampon Faprweoun
Apyrmem Repubikc of Belanus Alexsnder Shumilin
A Femanpenm
Pucrytinmcs Bemspya m’:::" -~ > Republc of Bulgara Latchesar Koztov
Pacnytoma Borrapvs Ravesap Kocres Fapubibc of Cutxa mon . 'clnm.l “
Coupanncrmeecens Pecnyfinen Evonan Ne Xowr Kivew Coech Regrec Jan Dobes
Fpyzm Apcos Xsononuase G
LY e p— iy Reputikc of Kazaxhetan Kairat Kadyrzhanov
Oemocraic People's Reputac of
. i Se Con Karea Li Je Sen

According to the Institute’s Annual Reports. Mr. Li Je Sen has been listed in this position
since 1998 (hup://www 1 jinr,rw/Reports/Reports_eng_arh html).

The Institute’s 2009 Annual Report provided the Democratic People’s Republic of Korea
representative’s English name as “Ri Je Son™

GOVERNING AND ADVISORY BODIES OF THE JOINT INSTITUTE FOR NUCLEAR RESEARCH

COMMITTEE OF PLENIPOTENTIAMIES OF THE JINK MEMBER STATES

S Asutywnyan Mol
- Mimgoim
V. I Nedilke Fobansd
Badgaria S Tocher Meouma
Cobua 1L ¥ ermindos Clamarn Wosaia
Creck Beprabl 0 Mach Sovak Ropuble
Gieorga AN Tavkbehds Ukrmne
Ko by car K K. Kadyrstano zbehists

D P Republic of Kores 14 Je Som Vietnam

Flnance ¢

Source: Joint Institute for Nuclear Research’s 2009 Annual Report, p. 14 available
from hirp://www 1 jinr ru/Reports/2009/english/01b_activ_e. pdf

Mr. Ri Je-son, the DPRK’s Minister of Atomic Energy Industry. was designated by the 1718
Committee on 16 July 2009. According to the List established and maintained by the 1718
Committee (Russian language version), his name is spelled in Russian as “JIM U2 COH™
This name is identical to Mr. Li Je Sen’s name in Russian.
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5.3. Other Democratic People’s Republic of Korea participants

The Joint Institute for Nuclear Research’s Chief Science Secretary confirmed that as of 2
January 2015 the following four Democratic People’s Republic of Korea nationals’ affiliation
with this Insutute by 30 March 2015:

e Mr. Ryu Pong Sik: a senior researcher of the Laboratory of Nuclear Reactions since
April 2012 in the fields of experimental chemistry and radiochemustry:

e Mr. Rim Yong Chol: a researcher of the Laboratory of Information Technologies
since April 2012 in the fields of data processing in Kwinta Experiment of the High
Energy Physics Laboratory:

e Ms. Ri Yong Suk: Mr. Ryu Pong Sik’s spouse who has worked at the Laboratory of
Nuclear Problems to perform labour works, such as the preparation of double-distilled
water and cleaning of surfaces of samples, without any engagement in scientific
activity: and

e Ms. Hong Mi Dok: Rim Yong Chol’s spouse: and a technician of the Laboratory of
Nuclear Problems.

The Institute’s website listed at least three Democratic People’s Republic of Korea nationals
(Song Hye-rim. O Kum Chol and Ryu Pyvong-sik) as having been affiliated with the Flerov
Laboratory of Nuclear Reactions’s Scientific and Experimental Physical Department

e Song Hye-rim 1s listed as one of the staff members affiliated with the Chemistry of
Transacumides sector of Flerov Laboratory’s Scientific and Experimental Physical
Department. This individual’s nationality 1s listed as the Democrauc People’s

Republic of Korea.
FLEROV FLEROV 'fmd

LABORATORY of NUCLEAR REACTIONS || LABORATORY of NUCLEAR REACTIONS

Peoge 3t the PLAR P p—

Hyetim Song

Promy #4256 R
Podon  Serwr Licorsmoy ssshian =TT — =
Sechr o Oy Hhacten M) "
Il  SONG Hyerim 64295
Chen Ty of RANCAEDNGes
R ~
@ s Poade .y
W VN e e D . ]
B S Nt .-
— TO»
WD TIMRRATON Bty Pogemenn EL e s, 2
w 10042016 1IN [ b LY re .

Source: Flerov Laboratory's website available
from hrtp:/fleroviab jinrrw/ fine/staff_hist.php, hup:/feroviab jinrw/fnrrehl_staff il

15-00593



S/2015/13

15-00593

e O Kum Chol s listed as one of the staff members affihated with the ion-
implementation nanotechnology and radiation materials science sector of Flerov
Laboratory’s Scientific and Experimental Physical Department. This individual’s
nationality is listed as the Democratic People’s Republic of Korea.

FLEROV FLEROV FL
LABORATORY of NUCLEAR REACTIONS || LABORATORY of NUCLEAR REACTIONS

Pocgie 1 the PLNR

Kum ChealiO

Prorw  A34E

Pomtan  Sevwn Mrosach Sowes

Degree: 1

Secwr o Gep ety NI ¢

fenungiantagion naranectnslagy 1€ adation materials sclence - OLANCIA Aseen are
W TTRIRASEY Sarlen Ao e
- WP e Badeiras e
D VRS Tes Seaeeres e
. AT et rw
- POoNC e he

© hestaplaforimn ry. YEOM 2014 TLAR - DRANWA e ars

Source: Flerov Laboratory’s website available from hrtp://fleroviab. jinr.ru/flny/statf list.php.
http://flerovlab jinr.ru/flnrion_staff html

»  Ryu Pyong-sik is listed as one of the staft members affiliated with the Chemistry of
Transactinides sector of Flerov Laboratory’s Scientific and Experimental Physical
Department. This individual’s nationality 1s listed as the Democratic People’s
Republic of Korea.

FLEROV FLEROV E
LABORATORY of NUCLEAR REACTIONS{ LABORATORY of NUCLEAR REACTIONS " =7

r-..-.--v..nu Crwewsry o nanetnides

L ]
. e

Pyssa-oh Rye \ o
P
Plase 200 2
MG — \:I- RYU Pyong-Sik 86 I\

Cugow  Caniiian ot S FEEETTTI———— AT -.h..\
Seckr o g Secws N3 W LIDEDTY M Yecsesavyeeh san
e Lt e D PRTRUAHLE Clog ¥ibpavish R T
A E EYY Prong S R |
W AAMLAOY Al ey ARN Neer Sl oy
BN NS Paeren LR
B 0N meam [
W TERESHATOV Eagenty Eagesievich LW Evgeriy Tewastamvignisg
BO bt @fow e s 1O 014 F NS - B3R =
—% MepcoManbHan WHIDODMALIR 0 COTPYANWKE OHAN (Boimescncrewy) O dsmwwn [ ||
" -
CTpyKTvpa HHCTHTYTA B Pro I
(o_o_._..,, ———

Ofparoparae: Bricwee obpasosasme
~ Yuenan crenee: Kanimaar nayx

Aomsasoctn: -« NabopaTopus Anepsmix peaxumd, cextop N 3 - XHMER TPIHCAKTHHOWIOS,

| CTapumit HAYSWBIA COTPYANNK

Source: Flerov Laboratory’s website available from htp://fleroviab_jinr.ow/ fl/staff_list.php,
htps://pin.jine.rw/pin/pin, hup:/fleroviab. jinr.nvflar/rchl_staff hml
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Annex 6 — Sohae launch center

6.1. Sohae launch site

r

Imagery: WorldView-3 (Imagery taken on 03 October 2014)

Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009)
Map production date: November 2014
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Cartographic Section
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6.2, Sohae new domed and assembly buildings
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6.3. Sohae gantry tower

Imagery: WorldView-1 (imagery captured 22 March 2014)
Data Source: UN Panel of Experts established pursuant to Resolution 1874 (2009)
Map

Imagery: WorldView-3 (imagery captured 03 October 2014)
Data Source: UN Panel of Experts established pursuant to Resolution 1874 (2009)

Map production date: December 2014

Map No. 4538 5
December 2014

heightof,
S5m|
Department of Field Support
Cartographic Section
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Annex 7 — National Aerospace Development Administration

7.1. The Democratic People’s Republic of Korea publications on National Aerospace
Development Administration (NADA)

Mamx of the DPRK National Ao
space Develbpment Adrinstrmbos

he DPRE. » masdacurer and lmsscher of amsficnl earth wtslie 1
fully exercoung 182 legrimano aod poscefal ghts 1o cxplors space sad
making headway sowards applving the cotng-edge technology in this field
It succeeded 1 buncheng its first earth satellite Koangrovongsong | ea
Anzot 31 Jache 87 (1095) mnd Kwsagrpeagsong 2 Apal Tucke O£ (005)
Afer nuccmwefil lrmnches of du two il setelbien the sczentots mad
wchmcians of the DPRE pashed forward wh the developmens of spplicanoas
satelkte The project was not all plan saling, as the field of syace sxplonabon
was A swirkesis of advances 1 cuming-edge wence ad tchnology and
moreovry, the unpenaliats and seactiosanss of e world resored more vicsoualy
10 olstracive pumeuvies againsd Ge DPREK
Howeves, the saeatists and tecknecizns of e DPRK werr fully detemuned
o xansiate e vash of Presadent Kirs 11 Sunsg and Chaarman Kun Jong [ to
conguer oser ipace. the great leaders bud sliesdy provided ¢ fomn gpungboard
fou snlacally developaag the couny s space soomce sl seclaxcdozy Uy nfvancag
Sar-reachmg plans for spoce explorstscn, uafolded a braglht bluepant Sor bulkéng
the country 110 o space poner md comsolidassd wexhaustible potennal of
the Juchebaced wdmiary by dut of Soagnn With such a detemssation space
scacnats aned techuscas beocsd deunnclyes for the project asd tan lad out
maenal fovandatons for lsancking and contredling swtelines
When they wers suffermg the agony of the faduwe mw lwnching a earth
wellte, waprezoe beader Kim Jong Un encouriged them. ianeg they muosr not
fose concage, sod m mva prows up having food, scieace develops farber after
Bdigrs SO they redoubiled they effoms for aaccher ay, Ginaly resslved 1o carry
out thewr Jeader's plan withow faul
O Decormber 17 Faches 101 (7017) the bonch sehicls Tinka .5 loaded wuh
the ambcal saellite Kweagaryougscug 3-2, s solar syncionow, polas ocbitag
saieilre, blasted off a the Schee Limmclung Ser 1o (holsan Coanry, Nomb
Phyoagan Province. Though 1t was a cold and spowy wuver day unfavomstie
for satellve faanch the lnmch vedacle camed $e aellite on a deliberassly
amved yapectony w regard of the soverciputy of seighboarnag conotres and the
uitsrzancaal ows md dus placed the sneliare wro s planeed ocba @ © sosates
21 seconds after takeoff
Amfical earth satellites of the DPRK are domestic product m ity entirsty
muging from de dosege. memwdacrure, essembly and lovech ro the msestoneg
after mle-off. By downg so. the DPRK has fully dasomcusied ity conungedge
Ievel 1 space explocatson sechnology for peacenal parpose
As iy space satece sad teclmology make ogsd progress the DPRK
[ i ectablished the Natsoen] Aerospace Develog Ad Iten
10 gunde aed sdoouustzats ol sssospace acoiaties o o usafied way ad pesied (e
Law on Space Explonation, grang spurs to space developmest
Articie: Chvw Kwang Mok
Paoe: By cournasy of W KCXA

Mwangmyongeong 1, frs! atfoal sawats of me DPEK
WS Sunched on Auguet 51, Jucha 87 {1006)

LAunch vedion Unna-2 aded with waiginyengsong -2,
0 Soky-=yNCRrondus, potarordang salsite blasted off on
Decerber 12, Juche 101 (2002

Source: Democratic People’s Republic of KOREA, No. 702, Vol. 6, 2014,
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THE HISTORY OF SPACE
develepment iz not so long
in the Democratic People’s Re-
public of Korea

After the successful launch-
ing of Kwangmyongsong 1. the
first artificial earth satellite of
the country, i August 1998
Kwangmyongsong 32 went into
orbit. 9 minutes 27 seconds after
the blast-off, in December 2012
The =atellite project 1= based on
the DPRK'z home rosources
ranging from their design to
manufacture, assembly, launch
and postlaunch observation
Now the Korean people are the
master of an independent coun-
try working for space develop:
ment

In April last year the Seventh
Session of the 12% Supreme Peo-
ple’'s Assembly of the DPRK
passed the DPRK Law on Space
Development and adopted an
ordinance and a resolution on
organizing the National Aero
space Development Administra-
tion of the DPRK. The law stipu-
lates the amm and principle of
spaco dovelopment, and the posi-
tion and duty of the NADA, The
DPRK'=s aim of space devalop
ment i3 to protect the interest of
the state and solve necessary sci
tech problems arising in the eco-
nomic construction and the life of

the people by using space seionce

Space Development for
Peaceful Purposes

and technology. The principle is
to develop space for out-and-out
peaceful purposes while thore
oughly maintaining the Juche-
oriented and independent stand,
The law specifies that the NADA
organizes a unified guidance on
space development. represents
the state in the field of space
development. draws up the coun-
try'a general space development
and activity programme. super-
vises and controls the implemen-
tation while cooperating and
exchanging with international
organizations and space institu-
tions of other countries. It also
clanfios that the success gained
from space development technol*
ogy and space activity should be
used for no other purposes than
the country’s interest and eco-
nomic development and the im-
provement of the people's living
standards. and legally guaran:
tees all the principled matters in
space activity ranging from noti-
fication of objects to be launched
nto space and responsibility for
it safety to the investigation of
accident and rescue and compen-
sation for damages. Along with
this. it legally affirms the
DPRK’s external standpeint that
1t cooperates with international
organizations and other coun-
tries in the field of space devel-
opment on the principle of equal-
iy, mutual benefit and mutual
security, respects relevant inter:
national laws and regulations on
development and use of space
and opposes tho scloction and

application of double standards
in space activity and military
activity in space. With the proe*
lamation of the legal measures
on orgamizing the NADA and
adopting space development as a
state programme, the DPREK can
axercize the legitimate right of
space power
On the imtative of and
detailed instructions of the
supreme leader Kim Jong Un
the emblem of the DPRK NADA
was nsututed. It reflects the
character. mission. position and
the prospect of the organization.
The "“DPRK" and "NADA" in the
centre of the emblem symbolize
the position of the NADA which
administers the country's space
development 1in a unified way
The dark blue background mur-
rors the DPRK's peaceful char
acter of space development. The
light blue belts of satellite tra-
jectories representing polar and
aquatorial orbits show the coun-
try's ambition to put satellites
into all orbits. As a whale. the
emblem reflects the Korean peor
ple’s aspiration and the DPRK's
standpoint to wigorously push
ahead with the building of an
economic power and the mm-
provement of the people’s living
standards by rapidly developing
the country’s space science and
technology as required by the
time when space development is
one of the global trends with its
competitive power growing ever
higher.
An Nam Hui

KOREA TODAY No. 8, 2014 19

Source: KOREA TODAY. No. 8. 2014.
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7.2. General Satellite Command and Control Centre

Apnl 2012

Korean Commuttee for

Space Technologv

General Satellite Command
and Control Centre

= KoLt RO
ek

I

National Aerospace
Development
Administration’s logo

Mr. Yun Changhyok. Vice
Director. General Satellite

Control and Command
Center

Sonrce: Ku'msu Kangsan. 3 September 2014
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7.3. National Aerospace Development Administration’s key individuals
(STRICTLY CONFIDENTIAL)*

* The annex has not been reproduced in the present document because it is strictly confidential
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7.4. Report mentioning National Aerospace Development Administration’s Deputy
Director
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“National Aerospace Development Admimstration. Deputy Director. Kim In Cheol™
Souree: Rodong Sinmun. 1 Apnl 2014
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Annex 8 — Wan Hai 313
(STRICTLY CONFIDENTIAL)*

* The annex has not been reproduced in the present document because it is strictly confidential
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Annex 9- Westerhever

Initial contract proposal of 2007 by the Democratic People’s Republic of Korea

OFHI-‘;:L_Q-EIL

4. livraison: comencement de livraison en eours 3mois aprés o payement

A M550 davance
SO pueHR ZARESS | evoie e experts coroens mu Conger
of Military Cooperation , Ministry of Peoples Arnied Forees,
NATIONAL DEFENCE COMMISSION, D.F.K. OF KOREA. - la cote coreenne envoie les experts coreens (annexe 4.) au Congo ¢
—————— son propre cout ccformrmnt a temps d'arrive des machines
. : . te H 9,
t do Poffte pour Ia reparation des ments - la cote congolaise n'assure que les batments en faveur des experts
5 BT 1218 coreens au seins de casernes militaires pour garder le serct ot les
. - conditions des travaux convenants.
Le [8 decembre 200 - La coe corenne prend en charge |’amenagement interieur de
\ ) .
. Im S o ksparstion. o Is quantis logement et loutas_les. articles de la vie.,
~ TE CONIETN CONCTENEE ot cl-joint en annexe 1,2,3,4,
- formarion des conpolais suf 2 repamtion (la theorie,le pratique) .
em gratis 7. guarantie : 6mois pour les machines .
- ndeeoungclmssurln ot et 'entretien . .
e P SR mgle:m en gratis 8.le con_tljaf a signer sera Fqn%:m encore divers coitenus
- les do ‘techniques (foutes sortes livres du bord ot = "
documents defNqgications de reparafion) cn gratis 5. Regarding the dispatch of Korean experts to Congo:
Zoprix: prix total 2,293,780 (euro) - the Korean side senc_is Korean eXperts to Congo (Annex 4) at its own expense and
- prix de tous les artilleries 298,090 (uro) (annexe 1) to arrive at the same time as the machinery.
- prix de tous les chers et blindes 1,312,650 (euso) (annexe 2) - the Congolese side will be solely responsible for the buildings housing the Korean
_ - i:;l: Lie::acmms N 0,240 (euro) (anncxe 3) experts inside the garrison to ensure secrecy and appropriate work conditions
- es experts 4 . R . . . . . . .
- : {euro) (enncxe 4) - the Korean side will be responsible for internal furnishings and articles of daily life
3. condition depayement :
- payement d’avance de 40% de prix total en cours d'un Majs apres la
signature de contrat
- payement du cout de 40% de prix total en cours 15jours apres arri
des machisnes etdes bxperts coreens . . . - 5
- payement le reste 20% du prix total en cours 15jours apres la signatus General Department of Military Cooperation, Ministry of People’s Armed Forces,
de certificat de livraison et de reception sur la quantite totale des NATIONAL DEFENCE COMMISSION, D.P.R. KOREA
aracmats repates insorit au contrar
. Project offer for refurbishment of armaments
Source: Republic of Congo authorities
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Annex 10 - Uganda

Letter from Uganda of 19 December 2014 to the Panel

PERMANENT MISSION OF THE REPUBLIC OF UGANDA TO THE UNITED NATIONS

UGANDA HOUSE
336 EAST 45" STREET
NEWYORK. N.Y 10017-3489
REPUBLIC IF UGANDA Tel: (212) 9480110
Fax: (212) 687-4515
our Rererence UN/SC/1 SR LA G

19 December 2014

The Coordinator Panel of Experts

On the DPRK established pursuant to
Security Council Resolution 1874 (2009)
New York

Dear Sir

In your communication dated 29" January, referenced S/AC.49/2014/PE/OC 24, the
Panel of Experts specifically inquired about “...the frequency of training; locations and
participants, equipment or materials utilized; and any follow up measures from
these ftrainings...". This in relation to the Agreement of Mutual Cooperation signed
between the Republic of Uganda and the Democratic People’s Republic of Korea.

Below is our response to this question. Detailing out training that has been offered by the
DPRK to members of the Uganda Police Force in three key areas:

a. The Field Force Unit
b. Marine Policing and
c. Martial Arts

And the details are:
1. FIED FORCE UNIT(FFU)

North Korean instructors have conducted two courses with officers from FFU
a) First Training

e Training Centre - Police Training School, Kabalye (Masindi District).
e Number of Participants - 724 Trainees
e Duration/Frequency - 07/12/2013 to 16/04/2014

b) Second Training
e Training Centre - Butiaba Wantembo Training School (Bulisa District)
Police Training school
Number of Participants - 1029 Trainees
Duration/Frequency - The course is still ongoing
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Training Materials used both courses - AK 47, Pistols, Dagas- fighting Knives,
shields, batons, target boards and paper

2. POLICE MARINE

Two trainings have been conducted by North Korean instructors under Police Marine
Unit.

a) First Training

+ Training Centre - Kigo Marine Base Wakiso District on shores of Lake
Victoria.
« Number of Participants - 41 Trainees
o Duration/Frequency - conducted in 2010 for 6 months
Training content
« Diving
¢ Navigation

b) Second Training

¢ Training Centre - Kigo Marine Base Wakiso District on shores of
Lake Victoria.

« Number of Participants - 88 Trainees

« Duration/Frequency - Conducted in 2013 for 6 months

Training content
« Diving
« Navigation
« Shape shooting

Training Materials used in both courses - Boats and Diving Gear

3. POLICE TRAINING SCHOOL KABALYE MASINDI
Notwithstanding the above, courses conducted at PTS Masindi are as follows
a) Martial Arts course
* Number of Participants - 32 Trainees
e Duration/Frequency - Jan 2009 to Nov 2009
* Participants were trainers from PTS Kabalye, Masindi
b) Martial Arts course
* Number of Participants - 65 Trainees
o Duration/Frequency - 12 months(2011/2012)
« Participants were trainers from PTS Kabalye, Masindi

~

c) Crime Analysis Course

Number of Participants - 81 Trainees

Duration/Frequency - 4 months ( conducted in 2014)

Participants were detectives from different parts of Uganda

Materials used for training — crime scene management kit, chemicals for
analysis, finger print kit and animal specimen

d) CIID Course
o Number of Participants - 127 Trainees
o Duration/Frequency - 3 months ( course started in October 2014 and its
still ongoing)

* Trainees are detectives from different parts of Uganda
¢ Materials used for training — crime scene management kit, chemicals for
analysis, finger print kit and animal specimen

Our Mission is available to provide further clarification, in case of need.
Most Sincerely

\

Amb Kintu Nyago
Charge d’ Affaires a.i

Source: Uganda authorities
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Annex 11- Luxury goods

An updated to the list published in the Panel’s 2012 final report (S$/2012/422, Annex VII).

Items

Member States

Australia Canada

European
Union

Japan

New Zealand Republic of Korea  Russian Federation Singapore

Switzerland

United States

Live animals

Food items

Alcoholic
beverages

Tobacco and
tobacco products

Cosmetics,
fashion
accessories

Caviar, Gourmet foods

Crustaceans (all). and ingredients.

e.g. rock lobsters, lobster
abalone, molluscs

and aquatic
invertebrates, e.g.

oyster in any

form

Wine, spirits (all Alcoholic

kinds) beverages
Tobacco Cigarettes
products

Cosmetics (all). Perfume
perfumes and
toilet waters

Pure-bred horses

Caviar and caviar
substitutes:
truffles and
preparations
thereof

High-quality
wines (including
sparkling wines).
spirits and
alcoholic
beverages

High-quality
cigars and
cigarillos

Luxwry
perfumes. toilet
waters and
cosmetics.
including beauty
and make-up

! See EU Council Decision 2013/183/CFSP of 22 Apnil 2013.

Beef. fillets of
tuna, caviar and
caviar substitutes

Alcoholic
beverages

Tobacco

Make-up.
perfumes

Caviar and its
substitutes,
chocolate,
crustaceans,
molluscs. aquatic
invertebrates and
goods containing
these species,
honey and its
derivatives, tuna,
tooth fish,
salmon and
goods containing
these species

Alcoholic Alcoholic Cognac. wines ~ Wines and
beverages beverages and other liquors  spirits

(wines, ethyl for more than

alcohol. spirits, 5,000 rubles

liquors and other

alcoholic

beverages)
Tobacco Cigars
Cosmetics. Cosmetics Perfumes for Perfumes and
perfumes (perfumes, more than 5.000 cosmetics

cosmetics, rubles

including

foundations and

manicure-

Pure-bred horses

Caviar and caviar

substitutes
prepared from
fish eggs:
truffles: baked
gourmet items
(1.e. brioches).
confectionary
and pastry items

Wines and
spirits

Cigars

High-quality
perfumes, high-
quality personal
care and beauty
products

Wine and other
alcoholic
beverages

Tobacco and
tobacco products

Cosmetics,
including beauty
and make-up.
perfumes and
toilet waters
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Member States

Items Australia Canada Ef:!;ﬁfﬂ” Japan New Zealand Republic of Korea ~ Russian Federation  Singapore Switzerland United States
products related. and
pedicure- related
products)
Apparel, leather Apparel and Designer High-quality Leather bags. Designer Leather goods  Fur production  Fur products: High-quality Apparel and
and fur items clothing clothing and garments, clothes and clothing, deer (trunks. suit- for more than leather bags and  apparel and fashion items
accessories, furs. accessories, furs clothing others. fur skins  velvet. fur cases, cosmetic 250,000 rubles  clothes clothing (leather articles,
leather travel accessories and  and artificial fur  products and cases. executive accessories, silk articles, fur
goods shoes (regardless manufactures artificial fur cases, briefcases, high-quality skins and
of their products. leather satchels. and shoes, high- artificial furs,
material); bags and clothes other similar quality leather ~ fashion
High-quality bags. handbags. accessories:
leather. saddlery pockets or other leather travel
and travel 200(1;_ products that goods, vanity
handbags and may be carried cases, binocular
similar Lam‘cles in handbags, and camera
clothing and cases, handbags.
accessories). fur wallets, silk
items (fur scarves, designer
clothing, clothing: leather
accessories. and apparel and
other fur clothing
products) accessories)
Ceramic and Drinking glasses Cutlery or Drinking glasses Bone china. Cutlery, gold. Tableware of
glass/ (lead crystal) precious metal  oflead erystal  crystal glassware silver or porcelain or
tableware or plated or clad platinum plated  bone china,
with precious items of lead
metal; high- crystal
quality tableware
of porcelain,
china. stone or
earthenware or
fine pottery;
high-quality lead
crystal glassware
Silver, gold. Jewellery. gems. Pearls. precious  Jewellery, Jewellery. Pearls and Jewellery with  Precious Pearls. precious  Jewellery

2 See Annex IV of Security Council resolution 2094 (2013).
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Member States

European
Ttems Australia Canada Union* Japan New Zealand Republic of Korea Russian Federation Singapore Switzerland United States
(a) Jewellery jewellery. precious metals  and semi- precious metals. precious metals, jewellery pearls: jewellery and semi- (jewellery with
with pearls; precious and precious stones, precious precious and (natural or Gems: precious stones, pearls, gems,
(b) Gems; semni-precious articles of pearls., metalwork semi-precious hatchery pearls. Precious and Jewellery and precious and
K - y . . ! ' erwar orec
(¢) Precious and r;ltloues (1111L1ugu1g jew glllelj. gc)llcl sro_n?s. au(ll Fllamlt;ud& X semi-precious silverware semi pletl(])\li.

" . - s1lver: C i . silver., . C
semi-precious an}om s an or .Sll'\ ersmith gmu els made Je\; g e‘?l &ll VeI Stomes (i, :itioues (lillL uding
stomes (i.a. pear ;,). precious articles om them 2o l. gild e(l . diamonds. au?u( s. o

. metals roducts, white - sapphires, rubies
diamonds, ‘ v 1d. white zold sapphires, pIp 1ds)
sapphires, g0id. winte 80I¢" bies. and and emeralcs),

3 plated products, . i jewellery of
rubies, and emeralds): e

omaments and precious metal
emeralds);

(d) Jewellery of
precious metal or
of clad with
precious metal

their accessories,
products that
contain
jewellery)

Jewellery of

precious metal
or of clad with
precious metal

or of metal clad
with precious
metal) gems and
precious metals
(gold. silver.
platinum,
diamonds.
precious and
semi-precious
stones (including
sapphires, rubies
and emeralds))
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Member States

European
Items Australia Canada Umu‘!n}) Japan New Zealand Republic of Korea  Russian Federation  Singapore Switzerland United States
Electronic items Consumer Computers, High-end Portable Computers, Electronic goods Plasma High-quality Electronic items
electronics televisions and  electronic items  information audio-visual (transmitter televisions: consumer (flat-screen.
(televisions. other electronic  for domestic use: devices. audio-  equipment (for  products for personal digital ~ electronic plasma or LCD
videos. DVD devices high-end visual example CD radio or musical players  devices panel televisions
players. PDAs. electrical/ instruments and  players and televisions, or other video
laptops. MP3 electronic or software DVD players).  television monitors or

Photographie/
cinematic items

players —and
any other
relevant
exports),
electronic
entertainment/
software

Photographic
equipment

optical apparatus
for recording
and reproducing
sound and
images

See electronic Camera and

items cinemato-
graphic
instruments

data or software
(for example
films. music. or
both. recorded or
stored on CDs or
DVDs). and
things on which
data or software
is or may be
recorded or
stored, mobile
telephones.
portable
mformation and
media devices
(for example.
personal digital
assistants
(PDAs) and
MP3 players or
other digital
audio players)
Cameras and
movie
equipment

cameras. digital
cameras, and
videocassette
recorders.
monitors,
projectors. and
related products
excluding
television
transmitter
products)

Optical
instruments
(cameras, movie
cameras and
projectors for
movies)

High-quality
electronic and
optical image
recording and
reproducing
equipment

receivers
(inchiding high-
definition
televisions). and
any television
larger than

29 inches, DVD
players. PDAs,
personal digital
music players,
*computer
laptops)®
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Member States

Items Australia Canada Ef;’!zi"jﬂ” Japan New Zealand Republic of Korea Russian Federation  Singapore Switzerland United States
Clocks and Watches and Watches Luxwry clocks  Wristwatches Wristwatches Timepieces Wristwatch for ~ Watches of High-quality Luxury watches
watches clocks and watches and  and other (wristwatches,  more than metal clad with a watches and (wrist. pocket,
their parts watches pocket watches,  50.000 rubles precious metal  clocks and other with a
and other case of precious
‘wearable metal or of metal
timepieces) clad with
precious metal)
Musical High-quality Musical Musical Musical Musical High-quality Musical
instruments musical instruments instruments instruments instruments musical instruments
instruments (pianos, instruments
harpsichords,
and other
stringed
keyboard
instruments,
string
instruments,
wind
instruments,
electronic
musical
instruments)
Transportation  Automobiles and Private aircraft  Luxury vehicles Motor cars, Cars, Automobiles Yachts: Luxury cars; Luxury vehicles Transportation
items, as other vehicles to for transport of  motorcycles. motorcycles. (passenger cars  Aytomobiles and 1uxury for air. road and  items (yachts
follows®: transport people. persons on earth, motorboats snowmaobiles, and other other luxury motorboats and ~ water transport  and other aquatic
() Yachts; yachts and air or sea. as vachts and motorboats, vehicles. motor vehicles:  yachts as well as parts  recreational

(b) Luxur pleasure craft

automobiles (and
motor vehicles):
automobiles and
other motor

vehicles to
transport people
(other than

well as their others
accessories and
spare parts

3 See Annex IV of Security Council resolution 2094 (2013).

vachts, aircraft,
and their parts
and accessories

motorcycles and
bicycles or
sidecars with
assistant
motors). vessels
(vachts. other
vessels for
excursion or
exercise, boats

automobiles and and accessories

other motor to
vehicles to

transport people

(other than

public transport).

including

station wagons.

vehicles (such as
jet skis), *luxury
automobiles
(and motor
vehicles):
automobiles and
other motor
vehicles to
transport people
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Member States

Troms Australia Canada E:»:Pf;i?m Japen New Zealand Republic of Kovea  Russian Federation  Singapore Swirzerland United States
public with paddles. Racing cars [other than
transport), and canoes) public transport]
including meluding station
station wagons; Wwagons, racing
(c) Racing cars cars, X
snowmobiles.
and motoreycles,
personal
transportation
devices
[segways])
Sports and Sports Sporting goods  Articles and Sporting goods High-quality Recreational
recreationalitems equipment equipment for and equipment sporting goods  sports equipment
skiing. golf, and equipment
diving and water (i.e. for skiing.
sports golf, water and
equestrian
sports):
Goods and
equipment for
billiards,
bowling
(bowling lanes).
gambling and
any game played
with coins or
banknotes:
Infrastructure
installations and
equipment for
sports facilities
with a luxury
character (i.e. ski
resorts and
SWIinming
pools)
Works of art, Works of art Coins and Works of art, Works of art, Artwork and Works of art, Coin (other than Works of art
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Member States

Ttems Australia Canada ‘3:1;??0” Japan New Zealand Republic of Korea Russian Federation Singapore Switzerland United States
collector pieces  (all) banknotes, not  collectors’ collectors’ curios collectors’ the legal tender). (including
and antiques being legal pieces and pieces and (collections and pieces and works of art, painting. original
tender: works of antiques antiques specimens, antiques collectors’ sculptures and
art, collectors’ curios) pieces and statuary).
pieces and antiques antiques (more
antiques than 100 years
old). and
collectible items.
including rare
coins and stamps
Other Fountain pens, Hand-knotted Carpets, fountain Carpets and Carpeting goods Carpets Handmade Designer
carpets carpets. hand- pens tapestries, (carpeting carpets, hand- fountain pens.
woven rugs and designer products and woven tapestries rugs and
tapestries: furniture, other textile fapestries
articles and fountain pens carpets)

equipment for
billiard,
automatic
bowling, casino
games and
games operated
by coins or
banknotes
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Annex 12— Maritime fleet

12.1. Vessels renaming or flag changes

Below is a list of the Democratic People’s Republic of Korea-flagged vessels that have
changed their names and/or flags in 2014.

Name IMO No. Previous name Previous New flag Date
flag

MiRim 2 9361407 Aoyang 18 Cambodia DPRK 1/01/2014
Grand Lady 8654479 Un Pha San 1 China Cambodia 1/02/2014
Ryu Gyong 9036533 Cheng Hai NA NA 4/03/2014
Dong Kun 6 8649993 Paek Song 5 DPRK Cambodia 1/04/2014
Ka Rim Chon 8314811 Victory Hope DPRK Cambodia 1/05/2014
Chun Yang 7 8652756 Chun Yang 9 DPRK Cambodia 1/05/2014
Ho Chon Gang 8415287 Golden Ocean Panama DPRK 1/05/2014
Son Am Chon 8403258 Guang Hai Panama DPRK 1/05/2014
Un Sung 8669591 Myong Jin NA NA 1/05/2014
Grand Faith 8749262 Sai Nal DPRK Cambodia 1/06/2014
Hae Bang San 8518962 Kum Song Sierra Leone DPRK 1/06/2014
Min Hung 9089372 Peng He Mongolia DPRK 1/06/2014
Oriental Lady 8652823 Xin Zhou 2 DPRK Sierra Leone 25/6/2014
Il Myong 8832136 Ming Chuan 2 Cambodia DPRK 1/07/2014
Pu Hung 1 8703933 Bo Da Cambodia DPRK 1/07/2014
Shakil No. 2 8844464 Kosei DPRK Niger 1/07/2014
Chol Ryong* 8606173 Ryong Gun Bong NA NA 1/08/2014
Myong San 1* 7632955 Pho Thae NA NA 1/08/2014
Hu Chang * 8330815 O Un Chong Nyon Ho NA NA 1/09/2014
Kang Gye* 8829593 Bi Ryu Gang NA NA 1/09/2014
Min Hae 8672897 Lao Yuan 3 China DPRK 1/09/2014
Ryong Rim* 8018912 Jon Jin 2 NA NA 1/09/2014
Sin Pho 2 8672691 Peng Xiang 13 PRC DPRK 1/09/2014
Hui Chon* 8405270 Hwang Gum San 2 NA NA 1/10/2014
Ji Hye Can* 8018900 Hyok Sin 2 NA NA 1/10/2014
Se Pho* 8819017 Rak Won 2 NA NA 1/10/2014
Song Jin* 8133530 Jang Ja San Chong NyonHo NA NA 1/10/2014
Tan Chon* 7640378 Ryong Gang 2 NA NA 1/10/2014
Tong Hung San* 7937317 Chong Chon Gang NA NA 1/10/2014
Tae Ryong Gang* 8132835 Ap Rok Gang NA NA 1/10/2014
Jang Saeng 8630382 Tenyu Sierra Leone DPRK 31/10/2014
Wang Jae San 2 9041552 Hoe Ryong NA NA 1/11/2014
O Rang* 8829555 Po Thong Gang NA NA 9/12/2014
Tong San 8882052 Ka Chi Bong NA NA 2014

* Vessels associated with OMM

Source: Equasis, IMO, and Lloyd’s List Intelligence
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12.2. The Morning Glory

Interim Certificate issued by the Democratic People’s Republic of Korea to the Morning

Glory for the period 17 February to 16 August 2014
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Source: UN Panel of Experts on Libya pursuant to resolution 1973 (2011)
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13. 1. Shipping document of 2008

Annex 13: Korea Shipowners’ Protection & Indemnity Association

The following document shows a registered owner of the OMM-controlled vessel. Taedonggang
Sonbak Company Ltd., has used Korea Shipowners™ Protection & Indemnity Association as insurance

provider for the Ryong Gang 2 as early as 2008.
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Cuwner's P81 Clb ‘Regitred Owner s PAl Chad
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Source: The Panel.
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13.2. Korea Shipowners’ Protection & Indemnity Association as insurance provider for

Zang Za San Chong Nyon Ho

Document from the Zang Za San Chong Nyon Ho (also known as (aka) Jang Ja Chong Nyon
Ho) refers to Korea Shipowners’ Protection & Indemnity Association as insurance provider

for the vessel’s registered owner, Taedonggang Sonbak Co Ltd.

SHIP'S PARTICULAR

FLAG; DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA

‘ REGISTERED NO. 3000188 MO NO. 8133530

DISPLACEMENT: 19.200 MY

I WINCHES WITH DERRICKS, 8PAIRS (BWL 50TONS)
TYPE OF HATCH COVER. MCGREGOR WITH Ol PRESSURE SYSTEM
' HOLD;  SM/5M LOW HOLD / TWEEN DECKS (PONTOON COVER)

' SHIP'S CLASS; A1 REGISTER D P R OF KOREA
NAME OF CLASSIFICATION SOCIETY: KOREA FICAT

— — - — ——— —

| SHIP'S NAME; ZANG ZA SAN CHONG NYON HO CALL SIGN; HMEM

‘I SHIP'S OWNER; TAEDONGGANG SONBAK CO qu PORT OF REGISTRY; NAMPO |
LAUNCHING DATE; 14™ JULY 1980 COMPLETED BUILT; 10".0CT 1980

OFFICIAL NO. 7088

| ORT. G003MT  NRT: SSISMT  LIGHT SMIP; 5385MT  DEADWEIGHT 13815 MY
DEADWEIGHT CARGO CAPACITY; 12,025 MT
| LOA: 15423M BREADTH; 2050M  MOULD DEPTH; 1230M  LBP, 14330M
' SUMMER DRAFT; 042M ALLOWANCE IN FRESH WATER; 207 MM  TPC IN FULL; 24 05 MT |

HEIGHT OF HIGHEST POINT ABOVE KEEL; 37442 M (IN LIGHT: 3340 M, IN FULL 2820 M)

‘ HOLD CAPACITY;  17.880 CUM (IN BALE ) 19434 CUM (IN BULK )
CAPACITY OF FRESH WATER: 450 MT CAPACITY OF BALLAST WATER: 1000 MT
CAPACITY OF BUNKER; IFO 700 MT MDO 150 MT

STEEL PLATE FLOOR

MAIN ENGINE; “SEMT PIELSTIC - 12PC2-3V.400" 0420 HP 4,721 KW w1 UNIT
| AUXILIARY ENGINE: "MEDEMORA - VBA/12G" S25 HP 420 KW conssscaans 2 UNITS
TIME OF MAIN ENGINE READY; 2HOURS SPEED LADEN IN FAIR: 11.0 KNT (IN 420 RPM )

REGISTERED OWNER'S P AND | CLUB; KOREA SHIPOWNER'S PROTECTION & INDEMNI
ASSOCIATION PYONGYANG IN D P R OF KORE

Master of MV. ZANG ZA SAN CHONG NYON HO

Source: South African Maritime Safety Authority (SAMSA)
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